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Abstract. Attack–defense trees extend attack trees with defense nodes.
This richer formalism allows for a more precise modeling of a system’s
vulnerabilities, by representing interactions between possible attacks and
corresponding defensive measures. In this paper we compare the computational complexity of both formalisms. We identify semantics for which
extending attack trees with defense nodes does not increase the computational complexity. This implies that, for these semantics, every query
that can be solved efficiently on attack trees can also be solved efficiently on attack–defense trees. Furthermore, every algorithm for attack
trees can directly be used to process attack–defense trees.

1

Introduction

Systems become more and more complex as technology is advancing faster and
faster. This technological development goes along with more sophisticated attacks on systems. In 1999, Schneier [1] suggested attack trees as a visual method
to evaluate the security of complex systems. An attack tree is an AND-OR structure detailing an attack scenario. Schneier advocated attack trees, but he was
not the first to suggest such an approach. Weiss [2] and Amoroso [3] were two
pioneers in the usage of trees in security analysis. But even as early as the 1960s,
tree-like structures were used in risk analysis, see Vesely et al. [4]. In 2005, Mauw
and Oostdijk [5] augmented attack trees with semantics, providing a solid, formal
and methodological framework for security assessment. Since then, the attack
tree methodology has been taken up by numerous researchers, see [6–11].
Attack trees are widely used to evaluate vulnerabilities of systems. However,
there are several important aspects of security that they cannot model. Besides
the fact that the attack tree formalism only considers an attacker’s point of view,
it can neither capture the interaction between an attacker and a defender, nor
is it well-suited to depict the evolution of attacks and subsequent defenses.
To overcome these limitations, Kordy et al. recently extended the attack tree
formalism with defensive measures, by introducing attack–defense trees, see [12].
A main difference between attack trees and attack–defense trees is that the latter
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allow for a more precise analysis of scenarios by repeatedly changing between
an attacker’s and a defender’s perspective. Thus, the new formalism enlarges
the modeling capabilities of attack trees. Moreover, attack–defense trees can be
interpreted with several semantics, which allows us to deal with different facets of
security. In particular, the choice of an appropriate semantics becomes essential
when performing a quantitative analysis of an attack–defense scenario.
An especially important semantics for attack–defense trees is the propositional semantics. It is well-suited to answer feasibility questions, such as whether
a system is vulnerable to an attack, whether special equipment is needed to perform an attack, or how many different ways of attacking exist. The propositional
semantics has been studied in [13], where it was shown that satisfiability of an
attack–defense tree is equivalent to the existence of a winning strategy in a
two-player binary zero-sum game.
Our contribution. The main goal of [12] was to enrich the well-established
attack tree model, but this work did not consider computational aspects. The
following questions therefore remained unanswered:
– How hard is query evaluation on attack–defense trees with respect to query
evaluation on attack trees?
– Are there queries that can efficiently be solved on attack trees but not on
attack–defense trees?
– Are new algorithms needed to efficiently process attack–defense trees?
In the current paper, we address these problems for a large class of semantics for
attack–defense trees. We prove that, when the propositional semantics is used,
attack trees and attack–defense trees both represent monotone Boolean functions. Moreover, we show that the same holds if the semantics is induced by
arbitrary De Morgan lattices. This lets us conclude that, for every semantics induced by a De Morgan lattice, enriching attack trees with defense nodes has not
increased the computational complexity of the model. In particular, we argue
that algorithms for attack trees can also be used to process attack–defense trees.
Query evaluation on attack–defense trees is thus not harder than the corresponding query evaluation on attack trees. Hence, every query that can efficiently be
solved on attack trees, can also efficiently be solved on attack–defense trees.
Structure. In Section 2, we recall basic definitions and introduce necessary
notation. Section 3 proves our results for the propositional semantics. In Section 4, we show how to generalize them to semantics induced by De Morgan
lattices. We discuss practical consequences and applications of our theoretical
results in Section 5. Finally, Section 6 lists possible directions for future research.

2

Preliminaries

We start by recalling necessary facts about attack–defense trees, attack–defense
terms and Boolean functions.

2.1

Attack–Defense Trees

Attack trees [1, 5] are a well-known methodology for assessing the security of
complex systems. An attack tree is a rooted tree representing an attack scenario.
The root of an attack tree depicts the main goal of an attacker, and the other
nodes constitute refinements of this goal into sub-goals. Two kinds of refinements
are possible: conjunctive and disjunctive. A conjunctively refined (sub-)goal is
satisfied if all its children are fulfilled, and a disjunctively refined (sub-)goal is
satisfied when at least one of its children is fulfilled. The leaves of an attack tree
represent basic actions which are used to build complex attacks.
Attack–defense trees [12] are attack trees extended with defense nodes. They
represent attack–defense scenarios involving actions of an attacker trying to compromise a system and counteractions of a defender trying to protect the system.
Consequently, an attack–defense tree can be seen as a game between two players: an attacker and a defender. Each node of an attack–defense tree depicts a
(sub-)goal of one of the players, and the root node represents the main goal of
an attacker or of a defender, depending on the modeler’s perspective. Therefore, instead of talking about attacker and defender, we rather refer to them
as proponent and opponent. By proponent we mean the player related to the
root node, and by opponent we mean the other player. As in the case of attack
trees, every node of an attack–defense tree can be refined in a conjunctive or a
disjunctive way. The refinement is modeled using child nodes of the same type
(proponent or opponent) as the type of the parent node. In addition, each node
of an attack–defense tree may have one child of the opposite type. Such a child
then represents a countermeasure that can be applied to counter or mitigate the
(sub-)goal represented by its parent. Finally, every node without any child of
the same type represents a basic action. Contrary to attack trees, such a node
does not have to be a leaf, because it can still have a child of the opposite type.
2.2

Attack–Defense Terms

Attack–defense trees can formally be represented using so-called attack–defense
terms. We briefly recall the construction of these terms and refer to [12], for a
more detailed description.
Let S = {p, o} be a set of types representing a proponent and an opponent.
Given a player s ∈ S, we write s to denote the opposite player. By B we denote
a set of constants called basic actions. The set of basic actions B is partitioned
into the set of basic actions of the proponent’s type, denoted by Bp , and the set
of basic actions of the opponent’s type, denoted by Bo . We use the typed operators ∨p , ∧p to model disjunctive and conjunctive refinements for the proponent
and the corresponding operators ∨o , ∧o for the opponent. Moreover, to connect
actions of one player with counteractions of the other player, we use the counter
operators cp and co .
Definition 1. Attack–defense terms (ADTerms) are typed ground terms recursively constructed from B using the typed operators ∨s , ∧s , cs , for s ∈ S. The set
of all ADTerms is denoted by T.

Given a player s ∈ S, we say that an ADTerm t is of type s, if its head symbol
is ∨s , ∧s , cs , or if t is a constant from Bs . The typed operators ∨s and ∧s are
unranked, i.e., they take an arbitrary number of terms of type s as arguments
and return a term of type s. The counter operator cs is binary. It takes a term
of type s as the first argument and a term of type s as the second argument, and
returns a term of type s. By Tp we denote the set of ADTerms of the proponent’s
type and by To the set of ADTerms of the opponent’s type. The ADTerms of
the proponent’s type constitute formal representations of attack–defense trees.
Finally, the elements of Tp which are built by using the operators ∨p and ∧p
only represent attack trees and are called ATerms.
Example 1. Let a, b, d ∈ Bp be basic actions of the proponent’s type and let
e, g ∈ Bo be basic actions of the opponent’s type. The ADTerm
t = ∧p (a, cp (∨p (b, d), ∨o (e, g)))
is of the proponent’s type. It expresses a scenario in which, in order to achieve
his goal, the proponent has to execute the action a and one of the actions b
or d. At the same time, the opponent has the possibility to counter the proponent’s actions b and d by executing at least one of the actions e or g. The
opponent’s ability of countering is indicated by the operator cp , which takes the
term ∨p (b, d) of the proponent’s type as the first argument and the term ∨o (e, g)
of the opponent’s type as the second argument.
Different attack–defense trees (and therefore different ADTerms) may represent the same attack–defense scenario. Hence, we consider ADTerms modulo an
equivalence relation.
Definition 2. A semantics for ADTerms is an equivalence relation on T which
preserves types.
Every semantics partitions the set T into equivalence classes, and ADTerms
belonging to the same equivalence class represent the same scenario.
Several distinct semantics for ADTerms have been introduced in [12]. One of
them is the propositional semantics discussed in the following section.
2.3

Propositional Semantics for ADTerms

The idea behind the propositional semantics for ADTerms is to first associate
a propositional formula with every ADTerm and then deduce an equivalence
relation on T from the canonical equivalence relation of propositional logic.
In this paper, r denotes a countable set of propositional variables. First, with
every basic action b ∈ B, we associate a propositional variable Xb ∈ r. We assume
that for b, b′ ∈ B, with b 6= b′ , we have Xb 6= Xb′ . In particular, since the sets of
basic actions of the proponent’s and of the opponent’s type are disjoint, we have
{Xb | b ∈ Bp } ∩ {Xb | b ∈ Bo } = ∅.

Second, a propositional formula tP is associated with every ADTerm t, as follows
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if t = c (t , t ),
where s ∈ {p, o} and k ∈ N. A formula tP is referred to as propositional ADTerm.
In case of an ATerm, the corresponding formula is called a propositional ATerm.
By ≈ we denote the equivalence relation on propositional formulæ. Recall
that two propositional formulæ ψ and ψ ′ are equivalent (ψ ≈ ψ ′ ) if and only if,
for every assignment ν of Boolean values to variables in r, we have ν(ψ) = ν(ψ ′ ).
Definition 3. The propositional semantics for ADTerms is the equivalence relation ≡P on T defined, for all t, t′ ∈ T, by t ≡P t′ if and only if tP ≈ t′P .
2.4

Boolean Functions

The set of propositional ADTerms can be seen as a representation language for
Boolean functions. The analysis of this language, performed in Section 3, allows
us to compare the computational complexity of ADTerms and ATerms. The
current section gathers necessary definitions and facts about Boolean functions.
A configuration with finite domain d ⊆ r is a function x : d → {0, 1} that
associates a value x(X) ∈ {0, 1} with every variable X ∈ d. Thus, a configuration
x ∈ {0, 1}d represents an assignment of Boolean values to the variables in d.
Definition 4. A Boolean function f with domain d is a function f : {0, 1}d →
{0, 1} that assigns a value f (x) ∈ {0, 1} to each configuration x ∈ {0, 1}d .
Given a configuration x with domain d ⊆ r, we denote by x↓u the projection of x
to a subset u ⊆ d. This notation allows us to introduce the following definition.
Definition 5. Let f and g be two Boolean functions with domains d and u,
respectively. The conjunction (f ∧ g) and the disjunction (f ∨ g) of f and g are
Boolean functions with domain d ∪ u, defined for every x ∈ {0, 1}d∪u by
f ∧ g(x) = min{f (x↓d ), g(x↓u )},

f ∨ g(x) = max{f (x↓d ), g(x↓u )}.

The negation of f , denoted by ¬f , is a Boolean function with domain d, defined
for every x ∈ {0, 1}d by (¬f )(x) = 1 − f (x).
Let u ⊆ r be a finite set of propositional variables. By eu : {0, 1}u → {0, 1}
we denote the Boolean unit function, i.e., eu (x) = 1, for every x ∈ {0, 1}u . Given
a Boolean function f with domain d, we denote by f ↑d∪u the vacuous extension
of f to d ∪ u, defined as f ↑d∪u = f ∧ eu\d .
Definition 6. Two Boolean functions f and g, with respective domains d and
u, are said to be equivalent (denoted by f ≡ g) if and only if, ∀x ∈ {0, 1}d∪u , we
have f ↑d∪u (x) = g ↑d∪u (x).

As shown in [14], f ≡ g if and only if ∀x ∈ {0, 1}r , f ↑r (x) = g ↑r (x). The advantage of an equivalence relation using finite sets of variables, as in Definition 6, is
that the construction described in this paper is practical and implementable.
Remark 1. Since equivalent propositional formulæ represent equivalent Boolean
functions, two ADTerms t and t′ are equivalent under the propositional semantics, if they represent equivalent Boolean functions.
Of particular importance for our studies are positive, negative and monotone
Boolean functions.
Definition 7. Let f be a Boolean function with domain d ⊆ r, and let X ∈ d
be a propositional variable.
– f is positive in X if f (x, 0) ≤ f (x, 1), for all x ∈ {0, 1}d\{X} ,
– f is negative in X if f (x, 0) ≥ f (x, 1), for all x ∈ {0, 1}d\{X} ,
– f is monotone in X ∈ d if it is either positive or negative in X.
Note that if X ∈ r does not occur in the domain of a Boolean function f , then
f is insensitive to the values assigned to X. In this case, we may say that f is
positive, negative and monotone in X.
Definition 8. A Boolean function f is positive (resp. negative, monotone) if it
is positive (resp. negative, monotone) in every variable X ∈ r.
The following lemma shows that the classes of positive, as well as negative
Boolean functions are closed under conjunction and disjunction.
Lemma 1. Let f and g be Boolean functions,
– if f and g are positive in X, then f ∧ g and f ∨ g are positive in X,
– if f and g are negative in X, then f ∧ g and f ∨ g are negative in X.
Proof. Both statements follow directly from the monotonicity of minimization
and maximization.
⊓
⊔
Note however, that the results from Lemma 1 do generally not hold for monotone
Boolean functions.
Example 2. The Boolean function f (X, Y ) = X ∧ ¬Y is positive in X and negative in Y . Thus, f is monotone. For similar reasons, the Boolean function
g(X, Y ) = Y ∧ ¬X is monotone. However, it can easily be checked that the
function f ∨ g is not monotone.
Next we show that monotone Boolean functions are closed under negation.
Lemma 2. Let f be a Boolean function, and let X ∈ r be a variable. If f is
positive (resp. negative) in X, then ¬f is negative (resp. positive) in X.

Proof. Let us assume that f is positive in X, and let the domain of f be denoted
by d. If X 6∈ d, then, by convention, f is positive in X and ¬f is negative in X. If
X ∈ d, then from the positivity of f in X, we have f (x↓d\{X} , 0) ≤ f (x↓d\{X} , 1),
for all x ∈ {0, 1}d . Therefore,
(¬f )(x↓d\{X} , 0) = 1 − f (x↓d\{X} , 0) ≥ 1 − f (x↓d\{X} , 1) = (¬f )(x↓d\{X} , 1).
This shows that ¬f is negative in X. The proof for the other case is similar.

⊓
⊔

Note that Lemma 2 holds because negation ¬ reverses the order, i.e., for a, b ∈
{0, 1}, we have a ≤ b if and only if ¬a ≥ ¬b. This is crucial in Section 4, where
we generalize this result from the propositional algebra to De Morgan lattices.
From Lemmas 1 and 2, we deduce the following result.
Corollary 1. If f and g are two Boolean functions, such that f is positive (resp.
negative) in a variable X and g is negative (resp. positive) in X, then the Boolean
function f ∧ ¬g is positive (resp. negative) in X.

3

Transformation of ADTerms to ATerms

The objective of this section is to compare the computational complexity of
the propositional ADTerms language with the computational complexity of the
propositional ATerms language. We achieve this by analyzing the classes of
Boolean functions represented by both languages.
3.1

Expressiveness of Propositional ADTerms

We start by analyzing the language of propositional ATerms. ATerms constitute
formal representations of attack trees, which are AND-OR trees containing only
proponent’s nodes. Therefore, every propositional ATerm is a formula generated
by the following grammar AT
Xp

P :

|

P ∨P

|

P ∧ P,

(AT )

where X p ∈ {Xb | b ∈ Bp }. Theorem 1 characterizes propositional ATerms using
Boolean functions.
Theorem 1. Boolean functions represented by propositional ATerms are positive.
Proof. Consider the grammar AT . The Boolean function represented by X p is
positive. The positivity of the Boolean functions represented by P ∨ P and P ∧ P
is a direct consequence of Lemma 1.
⊓
⊔
In order to characterize the language of propositional ADTerms, we extend
the grammar AT to the grammar ADT generating all propositional ADTerms
P :
N:

Xp
Xo

|
|

P ∨P
N ∨N

|
|

P ∧P
N ∧N

|
|

P ∧ ¬N
N ∧ ¬P,

(ADT )

where X p ∈ {Xb | b ∈ Bp } and X o ∈ {Xb | b ∈ Bo }. The formulæ of the
form P (resp. N ) are propositional ADTerms for the terms of the proponent’s
(resp. opponent’s) type. Theorem 2 characterizes propositional ADTerms using
Boolean functions.
Theorem 2. Boolean functions represented by propositional ADTerms are monotone.
In order to prove Theorem 2, we use the following Lemma.
Lemma 3. Consider the grammar ADT . Every Boolean function represented
by a formula of the form P (resp. N ) is
– positive (resp. negative) in every variable Xb , for b ∈ Bp ,
– negative (resp. positive) in every variable Xb , for b ∈ Bo .
Proof. We provide a proof in the case of P . A proof for N is analogous. We
reason by induction over the structure of P . If P = X p ∈ Bp , then the Boolean
function represented by P is clearly positive in X p . According to our convention,
P is also positive in every Xb ∈ Bp \ {X p } and negative in every Xb ∈ Bo .
Now, consider a formula P which is not a single variable, and assume that
the lemma holds for all formulæ composing P . If P is of the form P ∨P or P ∧P ,
the result follows from Lemma 1 and the induction hypothesis. If P is of the form
P ∧ ¬N , the result follows from Corollary 1 and the induction hypothesis.
⊓
⊔
Since the sets Bp and Bo are disjoint, we can conclude that every formula generated by ADT represents a monotone Boolean function. This proves Theorem 2.
Note that the assumption that Bp and Bo are disjoint is crucial. Without this
assumption, Lemma 3 would not hold, see Example 2.
3.2

From Propositional ADTerms to Propositional ATerms

Since every ATerm is also an ADTerm, it is obvious that all Boolean functions
represented by propositional ATerms can also be represented by propositional
ADTerms. In this section, we show that the converse holds as well.
Theorem 3. Let f be a Boolean function with domain d and let X ∈ d. We
define a Boolean function g with the same domain, as follows
g(x, 0) = f (x, 1) and g(x, 1) = f (x, 0),
for all x ∈ {0, 1}d\{X} . The function g is positive (resp. negative) in X if and
only if the function f is negative (resp. positive) in X.
Proof. If f is positive in X ∈ d, then, for all x ∈ {0, 1}d\{X} , we have g(x, 1) =
f (x, 0) ≤ f (x, 1) = g(x, 0), i.e., g is negative in X. The other case is similar. ⊓
⊔

Note that the functions f and g in Theorem 3 are not equivalent in the sense
of Definition 6, but there is a one-to-one correspondence between their satisfying
assignments, i.e., between the elements of the sets of f −1 ({1}) and g −1 ({1}).
It follows from Theorem 3 that every monotone Boolean function, which is
not positive, can always be transformed to a positive form. Moreover, Lemma 3
guarantees that such a transformation is linear with respect to the size of the
function’s domain. Consequently, whenever we want to reason about a propositional ADTerm, we can analyze a positive Boolean function instead of a monotone one. Hence, the following result holds.
Corollary 2. Propositional ADTerms represent positive Boolean functions.
This proves that the language of propositional ADTerms and the language of
propositional ATerms both represent positive Boolean functions. Practical consequences of this fact are discussed in Section 5.

4

Generalizations

An important feature of ADTerms is that they can be equipped with different
semantics. This allows for the analysis of various security aspects. However, the
previous sections focus on the propositional semantics, where basic actions are
allowed to take propositional values, and ADTerms over the set of variables d represent Boolean functions of the form {0, 1}d → {0, 1}. Hence, the propositional
semantics is a semantics induced by the Boolean algebra h{0, 1}, ∧, ∨, ¬i. In this
section we show that the transformation from ADTerms to ATerms, presented
in Section 3 for the propositional semantics, applies to all semantics induced by
more general algebraic structures hA, +, ×, ¬i, such as De Morgan lattices.
Let hA, +, ×, ¬i be an algebraic structure defined over a non-empty set A
with two binary operations, + and ×, and a unary operation ¬. Since we still
consider propositional variables, ADTerms and ATerms now represent functions
of the form {0, 1}d → A. From the isomorphism property of Boolean algebras,
we directly obtain the following corollary.
Corollary 3. For every semantics induced by a finite Boolean algebra
hA, +, ×, ¬i, ADTerms can efficiently be transformed to ATerms.
In the rest of this section, we show that the transformation even works with
less algebraic structure. To distinguish between positive, negative and monotone
functions of the form {0, 1}d → A, over the structure hA, +, ×, ¬i, the set A
must exhibit a partial order that behaves monotonically under the operations +
and ×. It is well-known that if hA, +, ×i is a lattice it can always be equipped
with a canonical partial order, defined for all a, b ∈ A, by
a  b if and only if a + b = b.

()

This order is monotonic with respect to the operations + and ×, see [15]. This
allows us to generalize Lemma 1. We then extend hA, +, ×i with a negation
operation which reverses the order .

Definition 9. A tuple hA, +, ×, ¬i is called a De Morgan lattice if hA, +, ×i is
a distributive lattice and, for all a, b ∈ A, we have
¬(a + b) = (¬a) × (¬b),

¬(a × b) = (¬a) + (¬b),

¬(¬a) = a.

To validate Lemma 2, we show that in De Morgan lattices the order  is
indeed reversed under negation.
Lemma 4. In a De Morgan lattice we have a  b if and only if ¬b  ¬a.
Proof. Assume that a  b, i.e., a + b = b. It follows from the definition of a De
Morgan lattice that ¬b = ¬(a + b) = (¬a) × (¬b). Moreover, in every lattice we
have b = a × b if and only if a = a + b, see [15]. Therefore, we conclude that
¬b = (¬a) × (¬b) if and only if ¬a = (¬a) + (¬b). This proves that a  b implies
¬b  ¬a. Conversely, assume ¬b  ¬a. From the first part of this proof we know
that ¬b  ¬a implies ¬(¬a)  ¬(¬b), and therefore we have a  b.
⊓
⊔
Observe that De Morgan lattices are more general than Boolean algebras,
because the former do not have to satisfy the law of the excluded middle and
the law of non-contradiction.
Example 3. The tuple h[0, 1], max, min, ¬i, where ¬a = 1 − a, for every a ∈ [0, 1],
is a De Morgan lattice which is not a Boolean algebra.
Consider a De Morgan lattice hA, +, ×, ¬i and a finite set d ⊆ r of variables.
A De Morgan valuation with domain d is a function of the form f : {0, 1}d → A.
Note that De Morgan valuations satisfy the properties of valuation algebras, see
[16]. Similar to Definition 6, equivalence of De Morgan valuations is again defined
by point-wise equality of their vacuous extensions. Furthermore, we obtain positive, negative and monotone De Morgan valuations by modifying Definition 7:
we replace Boolean functions by De Morgan valuations and the order ≤ by .
The above considerations guarantee that the statements of Corollary 1 and
Theorem 3 still hold if Boolean functions are replaced by De Morgan valuations. This means that the transformation of ADTerms to ATerms, described
in Section 3 for the propositional semantics, actually holds for a larger class of
semantics that we define below.
Let hA, +, ×, ¬i be a De Morgan lattice. As in the case of the propositional
semantics, we consider the set of propositional variables {Xb | b ∈ B}. With
every ADTerm t we associate a De Morgan valuation ft , called a De Morgan
ADTerm, as follows. If t = b and b is a basic action, then ft is a function of the
form fb : {0, 1}{Xb } → A. With the help of fb , we express how the value assigned
to a basic action b changes depending on whether the basic action b is satisfied
(Xb = 1) or not (Xb = 0). De Morgan ADTerms associated with composed
ADTerms are then defined recursively, as follows. For s ∈ {p, o}, k ∈ N, we set 1
f∨s (t1 ,...,tk ) =
1

P

k
X
i=1

f ti ,

f∧s (t1 ,...,tk ) =

k
Y

i=1

f ti ,

fcs (t1 ,t2 ) = ft1 × ¬ft2 .

Q
and
stand for extensions of sum and product of two valuations to any finite
number of valuations. They are correctly defined, due to associativity of + and ×.

Definition 10. The semantics for ADTerms induced by the De Morgan lattice
hA, +, ×, ¬i is the equivalence relation ≡DM on T defined, for all t, t′ ∈ T, by
t ≡DM t′ if and only if the corresponding De Morgan valuations ft and ft′ are
equivalent.
Before presenting the main result of this section, we briefly compare the
usability of semantics induced by De Morgan lattices with the propositional
semantics. Every Boolean algebra is a De Morgan lattice. Thus, the propositional semantics is the semantics induced by h{0, 1}, ∨, ∧, ¬i, where a basic action b is interpreted as the Boolean function fb (Xb ) = Xb . Such a propositional
interpretation implies that each action which is present is fully feasible, i.e.,
fb (Xb = 1) = 1. This shows that the use of Boolean functions is not appropriate
when one wants to describe the components of an attack–defense tree with more
fine grained feasibility levels, such as, fully feasible (T ), partially feasible (M )
and infeasible (F ), for instance. In particular, the propositional semantics cannot
be applied to determine up to which level a proposed scenario is actually feasible.
However, such a more detailed analysis can be performed using the semantics
induced by the De Morgan lattice h{T, M, F }, max, min, ¬i, where F < M < T
and ¬F = T , ¬M = M and ¬T = F , as shown is Example 4.
Example 4. Consider the ADTerm t = cp (b, ∧o (d, e)) and the semantics induced
by the De Morgan lattice h{T, M, F }, max, min, ¬i. We assume that when the
actions b, d and e are not present, they are infeasible
fb (Xb = 0) = F,

fd (Xd = 0) = F,

fe (Xe = 0) = F.

Moreover, the presence of the actions b and e ensures their full feasibility, but
the presence of the action d guarantees its partial feasibility, only
fb (Xb = 1) = T,

fd (Xd = 1) = M,

fe (Xe = 1) = T.

Analyzing the De Morgan valuation associated with t, given by ft (Xb , Xd , Xe ) =
min{fb (Xb ), ¬(min{fd (Xd ), fe (Xe )})}, allows us to reason about feasibility of
the scenario represented by t. We have
ft (0, 0, 0) = F
ft (0, 0, 1) = F

ft (0, 1, 0) = F
ft (0, 1, 1) = F

ft (1, 0, 0) = T
ft (1, 0, 1) = T

ft (1, 1, 0) = T
ft (1, 1, 1) = M.

From ft−1 ({M, T }), we deduce that the scenario is at least partially feasible for
the proponent if the action b is present, independently of the actions d and e.
The considerations described in this section imply the following theorem.
Theorem 4. De Morgan ADTerms are positive De Morgan valuations.
This proves that the results obtained in Section 3 for the propositional semantics,
generalize to every semantics induced by a De Morgan lattice.

5

Consequences

As discussed in [12], an obvious limitation of attack trees is that they cannot
capture the interaction between attacks on a system and the defenses put in
place to mitigate the attacks. To surpass this limitation, attack–defense trees
have been developed. By allowing alternation between attack and defense nodes,
attack–defense trees take the effects of existing defensive measures into account
and allow us to consider the evolution of a system’s security. In contrast to this,
the results in Sections 3 and 4 compare attack and attack–defense trees on the
computational level. We formally proved that, under a semantics induced by
a De Morgan lattice, both models represent positive valuations and therefore
exhibit the same computational complexity.
Result 1. Attack–defense trees extend attack trees to a richer model without
increasing the computational complexity, provided that their semantics is induced
by a De Morgan lattice.
Result 1 can be applied, for instance, to query evaluation on ADTerms. A
query on ADTerms is a function Q : T → A which assigns to every ADTerm t
an element Q(t) ∈ A called the answer for Q on t.
Example 5. Consider a function QSAT : T → {⊤, ⊥} which assigns ⊤ to an
ADTerm t if the corresponding Boolean function f admits at least one satisfying
assignment, i.e., if there exists a configuration x, such that f (x) = 1. Otherwise,
⊥ is assigned to t. The function QSAT is an example of a query on ADTerms. It
models satisfiability check, when the propositional semantics is used.
Result 2 characterizes how hard query evaluation is on ADTerms with respect
to query valuation on ATerms.
Result 2. When a semantics induced by a De Morgan lattice is used, the complexity of query evaluation on ADTerms is the same as the corresponding complexity for ATerms.
It follows from Result 2 that, when a semantics induced by a De Morgan lattice
is used, a query can efficiently be solved on ADTerms if and only if it can
efficiently be solved on ATerms. As an example, when the propositional is used,
satisfiability check on ADTerms can be performed in constant time, because all
positive Boolean functions are satisfiable.
Theorem 3 and subsequent considerations in Section 4 show that, for a large
class of semantics, we can effectively transform ADTerms to ATerms. Therefore,
we obtain the following result.
Result 3. When using a semantics induced by a De Morgan lattice, ADTerms
can always be processed by algorithms developed for ATerms.
Moreover, our constructive transformation guarantees that Result 3 holds for all
existing and all future algorithms for ATerms.
Finally, knowing that not all Boolean functions are positive and taking into
account Corollary 2, we deduce that there exist Boolean functions which cannot
be represented by any propositional ADTerm.

Result 4. The propositional language defined by propositional ADTerms is not
complete.
For instance, there is no ADTerm corresponding to the Boolean function representing the tautology. This example also shows that the set of propositional
ADTerms represents a proper subset of the set of positive Boolean functions.

6

Open Problems

One of the particularities of positive Boolean functions is that they admit a
unique modulo associativity and commutativity (AC), complete and irredundant
DNF representation, see [17]. This means that no other DNF representation of
a positive Boolean function can be as short as its complete DNF, i.e., the disjunction of all its prime implicants. We can therefore conclude that ADTerms
under the propositional semantics possess unique modulo AC normal forms. We
believe that this provides a sufficient argument to find a finite axiomatization of
the propositional semantics for ADTerms. This would be a first step towards an
efficient implementation of an attack–defense tree tool that captures all semantics preserving transformations and is able to execute equivalence check between
ADTerms. The importance of such transformations has been pointed out by
Mauw and Oostdijk in [5].
Furthermore, we would like to know whether it is possible to apply our results to other classes of semantics. Of particular interests would be to replace
propositional variables with multi-state variables, as in [18]. The advantage of
multi-state variables is that they can express security levels more accurately than
propositional variables. Using them we can, for instance, model nominal values
or categories, such as high, medium and low.
We also plan to investigate the relation between modeling capabilities and
computational complexity of attack–defense trees under the multiset semantics,
introduced in [12]. The importance of this semantics arises from its compatibility
with a multitude of attributes, such as the cost of the cheapest attack, the
maximal damage caused by an attack or the probability of a successful attack.
Finally, we would like to take a look at other languages for representing
Boolean functions. The topic has exhaustively been studied by Darwiche and
Marquis. In [19], they established a taxonomy of complete propositional languages, based on the succinctness of the representation, the queries that can
efficiently be answered on a given representation and the transformations that
can be applied to a given language in polynomial time. Their paper considers several queries, including satisfiability and validity checks, model counting,
model and counter-model enumeration. In the spirit of this taxonomy, we would
like to answer runtime questions for the corresponding queries on our incomplete
language of propositional ADTerms.

7

Conclusion

In this paper we perform an exhaustive analysis of a wide class of semantics
for ADTerms. First, by employing known results from propositional logics, we
prove that propositional ADTerms and propositional ATerms represent the same
class of Boolean functions. We then show that this result can be generalized from
Boolean functions to De Morgan valuations. We deduce that, for every semantics
induced by a De Morgan lattice, the computational complexity of the attack tree
model and the attack–defense tree model is the same. This proves that enriching
the attack tree formalism with defense nodes was not done at the expense of
computational complexity.
We also discuss several important consequences that can be derived for
ADTerms interpreted using De Morgan valuations. In particular, we deduce that
the complexity of query evaluation on ADTerms is the same as the corresponding complexity on ATerms. Moreover, by showing that ADTerms can efficiently
be transformed to ATerms, we conclude that algorithms for ATerms can be used
to reason about ADTerms.
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