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Abstract Therefore, we cannot only rely on informal ways of rea-

soning about their correctness. On the other hand, formal
Guttman and Thayer &brega introduced the notion of methods are mathematically based techniques for specify-
unsolicited authentication tests, and used it to prove the ing and verifying systems and protocols. Their mathemati-
correctness of security protocols in which a key server cal underpinning allows formal methods to analyze systems
authenticate its clients. As an example, they have appliedin a more precise and non-ambiguous fashion. This makes
unsolicited authentication tests to prove the authenibeat it possible to use formal description and verification tech-
goals of the Otway-Rees protocol. However, unsolicited niques to obtain assurance that a protocol cannot be attacke
authentication tests seem not to be fully explored in that by a penetrator.
case study, and the proofs were complicated. In this paper, Thayer Fabregat al. developed the framework of strand
we revisit the unsolicited authentication tests, and show spaces [7] for verifying security protocols. For a legitima
how to strengthen and apply them in more general cases.regular participant, a strandepresents a sequence of mes-
To justify our work, we also use this extension to prove sage that the participant would receive or send as part of a
all agents’ authentication guarantee of the Otway-Rees run as his/her role of the protocol. A typical message has
protocol. the form of {»} ,- denoting the encryption df using key
K. An element of the set of messages is callddran A
Keywords: strand space, authentication, cryptographic termt’ is a subterm of is written as’  ¢. Usually, we call
protocols, the Otway-Rees protocol a strand elemenmtode Nodes can be either positive, repre-
sentting the transmission of a term, or negative, reprawent
the reception of a term). For the penetrator, the strand rep-
) resents atomic deductions. More complex deductions can
1 Introduction be formed by connecting several penetrator strands. Hence,
a strand space is simply a set of strands with a trace map-

A cryptographic protocol is a series of carefully mes- Ping. Two kinds of casual relation (arrow); and=-, are
sage exchanging among two or more participants. Thesdhtroduced to impose a graphic structure on the nodes of the
messages are often encrypted. Cryptographic protocols arépace. The relatior is defined to be the reflexive and tran-
designed to achieve specified goals like authentication andsitive closure these two arrows, modeling the casual order
key distribution, even with the presence of a penetrator who ©f the events in the protocol execution. The formal analysis
can perform malicious actions. However, the design of based on strand spaces can be carried on the notion of bun-
these protocols is error-prone. Incorrectly designed pro_dles. A bundle is a casually well-founded set of nodes and

tocols may become ideal entry points for various attacks. the two arrows, which §ufficiently formalizes a Session.of_a
protocol. In a bundle, it must be ensured that a node is in-
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run. Normally, reasoning about the protocol takes place on tiator's and a responder’s guarantees. In particular,

this set of bundles. we do not need the aforementioned side assumption

To make strand space easy to apply, Guttman and Thayer  and outgoing authentication tests in [1]. Our main re-
Fabrega [1] introduced three kinds of authenticationstest sult, which is different from the one of Guttman and
namelyoutgoing, incomingand unsolicitedtests, to prove Thayer Fabrega, lies in that we extend the result of a
authentication and secrecy properties for a wide range of server’s guarantees, in turn which can be used to prove
security protocols. Among them, unsolicited authentaati the guarantees of an initiator and a responder.

tests are mainly used to prove that a key server authenti- _

cates its clients. It was applied to prove a servers guar- ® Furthermore, we formalize the theory of our unso-
antee in the Otway-Rees protocol [4]. (The message ex- licited au_thentlcatlon tests and check the proofsin this
changing process in the Otway-Rees protocol is presented ~ Paper using the theorem prover Isabelle/HOL [3].

in Figure 1.) But their proofs in [1] for an initiator's and

a responder’s authentication guarantee depend on the reRelated work. There has been a large body of papers
sult of outgoing authentication tests and a side assumptioron applying formal methods to security protocol analysis.
requiring that no proper encrypted subterms are containedAmong them, we find the work by Perrig and Song [8, 6]
in the forwarding componerit, which is correspondingto  based on the strand space model closely related to ours.
{M, No, A, Bl ¢, inthe first and second messages of a re- Athena [8, 6], which is an automatic tool for automatic se-
sponder (see Figure 1). However, this side assumption is noturity protocol generation, has incorporated the autbanti
realistic since a responder cannot enforce such a cortstraintion tests in [1]. Athena can also check secrecy properties.
In the intended casd{ is a term encrypted by the initia- Several efficient methods have been developed in order to
tor's long-term key, which is unintelligible to the respand  increase the performance of Athena. Instead of support-
To remedy this deficiency, Guttman and Thayer Fabrega de-ing automatic generation of security protocols, we have an
voted one section (Section 5.1.3, [1]) in their paper to show extension of the unsolicited authentication tests and &rm
that this constraint does not hide any attacks. In particula ize the theory in Isabelle/HOL [3], which can be an auto-
if the penetrator can succeed without this restrictionnthe matic framework for proving the correctness of authentica-
they can also succeed if this constrain is enforced. Theirtion protocols.

proof is rather complicated. First, they need to introduce

another notion ohearly equivalencbetvyeen aconstrained  girycture of the paper. In Section 2 we briefly review the
Otway-Rees bundle and an unconstrained Otway-Rees bunpsic concepts of the strand space model. We develop our
dle. Second, they need an intermediate result showing thahgtion of unsolicited authentication test in Section 3, and
anearly equivalentonstrained Otway-Rees bundle can be apply it to prove all agents’ authentication guaranteebef t

constructed from a unconstrained Otway-Rees bundle. Otway-Rees protocol in Section 4. Finally, we draw some
In this paper, we generalize the notion of unsolicited au- concluding remarks in Section 5.

thentication tests and give simpler proofs for authentcat
goals of the Otway-Rees protocol. The proofs still make use
of results of unsolicited authentication tests in [1], byt
differ from the proofsin [1] in several ways. We summarize
our main contributions in this paper as follows: In this section, we present some preliminaries of the
strand space model. More detailed description can be found
e We use unsolicited authentication tests to prove reg-in [7].
ularity of nodes, namely that ondg:} , occurs as a
subterm of a node: in a bundleB, and if the key 2.1 Messages and actions
K cannot be penetrated in this bundle, then there is
a regular noden originating {/[; .. Moreover, we The set of messages is defined as the following BNF no-
strengthen the result by additionally asserting that if {5tjon:
m is the node originating/Af} , as a subterm, and

2 Preliminaries

{hlx Z term(m’) for any nodem’ <z m. This h := mname(A) | nonce(n)
strengthened property turns out to be very useful for | key(K) | {hi,ha}
security protocol analysis. |  enc(h,K)

e Combining unicity property of a nonce in a nonce- whereA is an element from a set of agenisfrom a set
based protocol with unsolicited authentication test, we of nonces, and< from a set of keys. We call a key sym-
review the Otway-Rees protocol and only use the re- metric if K—' = K. Otherwise,K is a private key and
sults of unsolicited authentication tests to prove an ini- K1 is public. {h,hs} is called a composed message.



{h1, halt = {h}, hS] if and only if hy = A} andhy = Y. for some term¢. This represents that sends a message
We abbreviateenc(h, K) as{h},, denoting the encryp- andn’ receives the message. The relatiois defined to be
tion of h using keyK. In our formulation, we use function the reflexive and transitive closure ef and=-, modeling

K 4 to define a long-term key shared between an agent (orthe casual order of the events in the protocol execution. We
a client) A and a server, and this functidi 4 is injective say that a ternt originatesat a noden if and only if n is
foranyA,i.e. if K4 = Ka/,thenA = A’. An element of positive andt C term(n); t uniquely originates from node
the set of messages is also callegmn Terms of the form  n if and only if ¢ originates on a unique node Nonces

name(A), nonce(n), or key(K) are said to be atomic. and other freshly generated terms such as session keys are
The set of all messages is denotedigssage. Amessage  usually uniquely originated. We say thiatiniquely origi-
his atextmessage if # key (K ) forany K. The set of all nates if and only if there exists a nodesuch that uniquely

atomic text messages is denotedyWe frequently need  originates from node.
the subterm relation on messages. A tefiis a subterm of

tis written ast’ C ¢. 2.3 Penetrator strands

Definition 1 The subterm relatiom is defined indUCtiV8|y The SymboﬁJJ is defined to denote the set of all the pene-
as the smallest relation such that” ¢, ¢ C {hf if t © h,  trators, and if an agent is notih then it is regular. There is
andt C {ha, holp if t T hyOrt C ha. a set of keys that are known initially to all the penetrators,

denoted a¥Xp. Kp usually contains all the public keys,
The transmission of a terrhis denoted by(+,¢), and gl the private keys of all the penetrators, and all the sym-
the reception of a term is denoted by(—,¢). Both are  metric keys initially shared between all the penetratods an
the possible actions that participants and the penetrator ¢ principals playing by the protocol rules. It can also comtai
take. We represent the set of finite sequences of actions by;ome keys to model known-key attacks. A penetrator can

(&, Message)*. intercept messages, generate messages that are computable
from its initial knowledge and the messages it intercepts.
2.2 Strands and strand spaces These actions are modelled by a set of penetrator strands,

and they represent atomic deductions. More complex de-

A protocol defines the sequence of events (messageduction actions can be formed by connecting several pen-
transmission and reception) for each role of the partidipan etrator strands. In our theory, we assume that penetrators
For a legitimate participant, a strandepresents a sequence share their initial knowledge and can cooperate each other
of message that the participant would receive or send as parby composing their strands.
of a run as an instance of his role of the protocol. o . ]

A strand spacg is a set of strands with a trace mapping Def|n|t|on_2 A penetrator’ trace relative td&p is one of
tr + ¥ — (&, Message)*. A strand element is called a the following:
node.(s, %) is thei-th node on strand (0 < i < length(s)).
We usen € s to denote that a node belongs to the strand
s. If n = (s,7) andtr(s); = (o,t), then we defineerm(n) o Ky (key):[(+, K)], whereK € Kp.
andsign(n) to be the term and sign of the noderespec- ,
tively, na(m)elyterm(n) = t, sign(n) = 0. We call a node * Uy (concatenation){(—, g), (— h), (+, {g, hb)].
positive if its term has sigr-, and negative if its term has o 5 (separation):[(—, {g, h}), (+ ), (+, h)].
sign —. A strand is a protocol history from the receipt of
a single peer of an agent in a protocol run, so we explicitly e Ej, x (encryption):[(—, K), (—, k), (+, {h] x)]-
define an attribute functiom:tr : 3 — A to indicate which .
agent’s peer a strand is, namely{r(s) = a means that * Dix (decryption):[(— K1), (=, {h} ), (+ ).

is the agent who do actions of the stranid the run. In our theory, if a strand belongs to a penetrator, namely,
~ Two kinds of casual relation (arrow);» and =, are  ,4,.(5) ¢ P, thens must be a penetrator strand. A node is
introduced to impose a graphic structure on the nodes Ofcalledregularif it is not in the penetrator strands.

3. The relationn = n’ holds between nodes andn’ if

n = (s,i) andn’ = (s,i+ 1). This relation corresponds 5 4 Bundles
to the casual ordering of actions on the same strand. On the

other hand, the relation — n’ holds for nodes: andn’
if term(n) = term(n’), sign(n) = + andsign(n’) = —

o )M, (text message)(+,t)], wheret € T..

The formal analysis based on strand spaces is carried on
the notion of bundles, which represents the protocol execu-

1We often writeA, n, and K instead ofname(A), nonce(n), and tion under some configuration. A bundle is a casually well-
key (K). founded set of nodes and the two types of arrewand=,




which sufficiently formalizes a session of a protocol. Ina  Note that we are mainly interested in the fact thatan-
bundle, it must be ensured that a node is included only if all not be penetrated in a bundle that we are considering. This

nodes that proceed it are already included. Suppbisea is rather different from the notions gfenetrable keysr
bundle, we user € B if n is a node inB, and use<z to safe keyin [1], where Guttman and Thayer Fabrega consid-
denote the transitive closure of the relatienand=- in B. ered whether a key can potentially be penetrated in a strand
B has the following properties: space. In most cases, we only consider security properties
o for a protocol in a given bundle, so it is natural for us to just
e Bis afinite graph; consider whether a key can potentially be penetrated in this

bundle.

In our formulation, unsolicited authentication test is a
kind of regularity about an encrypted terfia] ., where
e If " = nandn € B, thenn’ € Bandn’ = n € B. K is a long-term regular key (e.g. a shared key between a
regular agent and the server in a symmetric setting). Once
{h} x occurs as a subterm of a nodén a bundles, it can
be ensured that there is a positive regular nederiginat-
ing {h} . as asubterm, i.en has{h[ , as a subterm, and it
also holds thafr] . Z term(m’) for any noden’ <z m.
Intuitively, the reason whyn must be regular lies in that

We have used the theorem prover Isabelle/HOL to prove c@nnot be penetrated . So the penetrator cannot create
that a bundlés is up-wards closed undet, those standard ~ {/[} - by encryptings with K.
properties, and Lemma 1 [9].

e Ifthe sign of a node: is —, andn € B, then there is a
unique positive node’ such that’ — n andn’ € B;

e Bis acyclic.

Lemma 1 (Bundle well foundedness, [7])Let B be a bun-
dle. Then=p is a partial order. Every non-empty subset of
the nodes irB has=<z minimal members.

Definition 4 (Unsolicited test) Given a bundle3. A node
n in B is anunsolicited testor {Af} ;. if {h]}, T term(n)

3 Unsolicited Authentication Tests Revisited and K is regular in3.

Unsolicited authentication tests are frequently used to Lemma 2 (Unsolicited authentication test) Given a bun-
prove that a server authenticate its clients. In this sectio dle B. Letn be an unsolicited test fofhf} .. Then there
we develop our notion of unsolicited authentication telsts.  exists a positive regular node in B such that{a}, C
order to explain why our notion is different fromits origlna  term(m) and {h}, # term(m’) for any nodem’ such
form, we need to present how Guttman and Javier Thayerthatm’ <z m.
defined their notion in (Section 4.2.3, [1]). They first define
unsolicited testsi.e. a negative node is an unsolicited  Proof. Let
test for{hl} ., if {hf} is atest componerfor any atomic
texta in n, and K cannot be penetrated in the strand space. P =g {x |z €BN{h}y C term(z)}.

Then, they claim that an unsolicited test {gi]} . in a bun- )
dle B can guarantee the existence of a positive regular node  ©Pviously,n € P. By the well-foundedness of a bundle,
of which {h} . is a component. We simplify this definition € there exists a node: such thatm is minimal in P,

of unsolicited tests by the following two aspects: which meang|h} . C term(m), m € B, and for allm’ €
B, if m' =g mthenm’ ¢ P and{h} . iZ term(m’).
1. we consider a nodeis an unsolicited test fofal} ,- in First, we prove that the sign of: is positive. If
a bundles; sign(m) = —, then by upward-closed property of a bundle

there must be another nod€’ in B such thatsign(m”) =

2. we only require thafh} . is a subterm of the term of | angy” — 5/, This contradicts with the minimality of
n, andK is regular in the bundI8 (instead of a strand

space).

m.

Second, we prove thab is regular by deriving contra-
dictions ifm is in a penetrator strand. Here we only analyze
the cases whem is in eitherC, ,» (concatenation strand)
or B, i (encryption strand). Other cases are either straight-
forward or can be analyzed in a similar way.

We claim that the existence of this newly defined unso-
licited test for{a[} , in a bundleB can guarantee the exis-
tence of a (positive) regular node, which originateg/al} ;-
as a subterm.

First we need to define a key is regular in a bundle. o CASEL:misinie C,, .

Definition 3 A keyK is regularin a bundleB if and only By the form of the strand’, ,, and the fact thain
if the following condition holds: for any node in B, if is a positive node, we have = (i,2), term(m’) =
term(n) = K, thenn must be regular. {g, '}, term (i,0) = g, andterm (i,1) = ¢ for



someg, ¢'. By the upwards-closed property of a bun- The Otway-Rees protocol [4] (see Figure 1) uses a
dle, we have that nodeg,0) and (i, 1) must be in long-term symmetric keys shared with the server and its

B. By {h}, C {9,9'}, we have eithedh}, C g clients to distribute a new session key for a conversa-
or {hl}, T ¢'. So either nodgi,0) € P, or node  tion between two clients. For our convenience, we will
(i,1) € P. Both contradict with the minimality ofn. useInit[A, B, N,, M, K] to denote the set of all initiator
strands of the Otway-Rees protocol with initiatdy re-
o CASEZ2imisini € Ey k. sponderB, nonceN,, round numben/, and session key
By the form of the strandZ, x. and the fact thatn K. Similarly we define the set of all responder strands
is a positive node, we have = (i,2), term(m) = as Resp[A, B, Ny, M, K, H, H'] and the set of all server

{9k s, term (i, 0) = K', andterm (i, 1) = g for some stran_ds a§erv[A, B, N,, Ny, M, K]. In the following dis-

9, K'. So{hl} T {gl - Hence, itis straightforward cussion, we will also use € Init[A, B, N,, M, *] to de-
that either (1){h} . C g or 2)h = g andK = K. note 3K.s € Init[A, B, N,, M, K], the set of all initia-
For (1), we havelh} , T term(i, 1). Itis easy to de- ~ tOr strands with4, B, N,, M, and any value of’. we
rive a contradiction by the same argument as AS€E can define the same notations for the other two kinds of
1. For (2), by the assumption that must be regular stands, respectively. We will also abbreviate a form like
in B, term (i, 0) must be regular, and this contradicts [7it[4; B, *, *, x| to Init[A, B, x+]. The regular strands are

with the fact that is a penetrator strand. defined as follows:
- e Fors € Init[A, B, N,, M, K], its trace is of the form:
The proof totally depends on the well-founded induc- (+,{M, A, B,{N, M, A, B} i . }),
tion principle on bundles, and we have formalized the proof (=AM, {Na, K5 . )

of this lemma in Isabelle/HOL [3] in our inductive strand oo )
space model [2], and the proof scripts can be obtained at ® FOr™ € Resp[A, B, Ny, M, K, H, H'], its trace is of

[9]. Although the proof is not difficult, we find that this the form:

extension of unsolicited authentication test can be agplie (= {M, A, B, H),

to more general cases. The evidence is our new proofs for (+,{M, A, B, H,{Np, M, A, Bl . . }),
authentication goals for the Otway-Rees protocol in next (=AM, H' ANy, K| g, 1),

section. (+ {M, H'})

e Fors € Server[A, B, N,, Ny, M, K], its trace is of
4 Example: The Otway-Rees Protocol the form:

(—,{]M,A,B,{ING,M,A,BHKA,
{levaA’B]}KB[})a
} B (+a{IMv{lNavKI}KAv{INvaI}KBI})
- O

{‘M AB{[NaM, A

In our proofs we will implicitly use three axioms on
s the Otway-Rees protocol: The first specifies that a regu-
lar strand can only be an initiator or a responder or a server
{m.asinamag, (nowas, | strand in one Otway-Rees protocol strand space; the sec-
o >0 ond specifies that if an agent is not a penetrator then his
shared key is not in the initial knowledge of the penetrators
the third specifies that the server in the Otway-Rees proto-
} col distributes a new session key which are not agents’ long
term shared key with the server.

{m{nary, (noK),,

Axiom 1 A regular strand can only be an initiator or a
responder or a server strand in an Otway-Rees protocol
{{m gina.kpy, } strand space.

<l
-

Axiom 2 If A ¢ P, thenK 4 ¢ Kp.

Figure 1. Message exchanging in the Otway- Axiom 3 For any server strands such thats €
Rees protocol Server[A, B, N,, Ny, M, K]. ThenK # K¢ for any regu-
lar agentC.



In the following discussion, we assunteas a bundle Lemma4 If A ¢ P, thenK 4 is regularinB.
of the Otway-Rees strand space. In order to prove the main
results of authentication guarantees, we need some ayxilia ~ As in [1], we assume a nonce originates uniquely in
results first. some strand space. ¥, originates uniquely, and €
For any node: € B, term(n) cannot be a long-term  Init[A, B, N, M, K], then the nonce can uniquely iden-
symmetric key of a regular agent, because no regular keytlfy this strandi, which means if another initiator strard
are sent as a part of a message in the Otway-Rees protocolatisfiesi’ € Init[A’, B', N,, M', K'], theni = i’. This is
captured by the following lemma.
Lemma3 Letn € B,if A ¢ P, thenK 4 7 term(n).
Lemma5 If some nonceN, originates uniquely,i €
Proof. AssuemA ¢ P. Let Init[A, B, N,, M, K] andi’ € Init[A’, B, N,, M', K],
theni=4i,i.ee A=A, B=DB' M =M',andK = K'.
P=gy{z|xzeBANKsC term(z)}
Now we come to prove the server’s authentication guar-
antees. Our main technique is Lemma 2 in Section 3. The
' main differences between our proofs and the original proof
of Guttman and Thayer Fabrega lie in the guarantees of
the existence of a server € Serv[A, B, No, Ny, M, %].

We show thatP is empty by contradiction. If there is
a noden € P, then by the well-foundedness of a bundle
there exists a node such thatn is minimal in P. Namely,
m € B, K, C term(m), and for allm’ € B, if m’ <z m

thenm' ¢ PandK 4 7 term(m'). Guttman and Thayer Fabrega only analyzed the case when

We prove that the sign of. is positive. Ifsign(m) = —, A # B, while we consider more general cases without the
then by upward-closed property of a bundle there must beyegrictionA £ B. We show that if there is either a server

another noden” in the bundle such thatsign(m”) = + ¢ ¢ Gery[A, B, N,, Ny, M, %] in B and A is regular, then
andm” — m. T_hls contradicts with the minimality afa. there is a regular initiatoi € Init[A, B, N,, M, +], or a
Thenm is either in a regular strand or in a penetrator strand. regular responder € Resp[A, B, N, M, +x] with A = B.
e CASEl:misinaregularstrand. Lemma 6 (Server's gunrantee 1)Supposed ¢ P, s €
Then by Axiom 1, there are three cases. Here we Serv[A, B, N,, Ny, M, ], and(s,0) € B. Then there ex-
only analyze the case when is in a server strand ists eitheri € Init[A, B,N,, M,«| and (i,0) € B; or
s € Server[A, B, N,, Ny, M, K]. The othertwo cases r € Resp[A, B, N,, M, xx] with A = B, and(r,1) € B.
are either straightforward or can be analyzed in a simi-
lar way. By inspection on the trace form of a server Proof. Suppose we have = (s,0), and term of{s, 0)
strand, we haven’ = (s,1), Ka C term(s,1), is {M, A, B, {Na, M, A, B} ;¢ ., {No, M, A, By .} By
and term(s,1) = ﬂMvﬂNavK[?KAvﬂNbaK]}KB]}- Lemma 4 and the facts that ¢ P, K4 is regular. So
Therefore K 4 = K. This contradicts with Axiom 3. 7 is an unsolicited test fof N, M, A, B} ;. . Therefore,
o by Lemma 2 there is a positive regular nogkesuch that
e CASE2:m isin a penetrator strang {Na, M, A, Bl | T term(m), and{N,, M, A, B} ;.
Here we only analyze the cases wheis either K x term(m/) for all m’ such thatn’ <5 m.
(key strand) oiC, ;, (concatenation). Other cases are By the trace form of regular strands, we have either (1)
either straightforward or can be analyzed in a similar 7 is in an initiator strandi € Init[A’, B', N;, M', K']
way. for some A’, B’, N/, M', K', or (2) m is in a respon-
der strand- € Resp[A’, B', N}, M', K', H, H'] for some
— pis Kx. We havem = (p,0) and K, C K. A" B’ N;,,M',K' H H'
ThenK, = K € Kp. This contradicts with If (1) holds, then by inspection on the trace form of an
Axiom 2. initiator strand,m = (i,0), and{Ng, M', A", B'} . =~ =

—pis Cyp. We havem' = (p,2) andKy © {Na M A Bl thenNy = No, M" = M, A" = A,
{g, h}. By the definition of—, we haveK 4 C g, B’ =B.

orKaC h.If Kg T g,thenK 4 C term(p,0). If (2) holds, then by inspection on the trace form of a
This contradicts with the minimality of.. The ~ responder strand, eithet = (r,1) orm = (r,3). m =
case wherk 4 C h can be analyzed similarly. (r,3) is not possible. Otherwise{N,, M, A, B, C
H'. However, H' also occurs in(r,2). We havem =
[ | (r,1), then either (){Na, M, A, B, ©C H (i) or

Following this lemma, it is easy to prove thata long-term {N;, M, A", B}, = {Na, M, A, Bl . (i) is not pos-
symmetric key of a regular agent cannot be penetrated in thesible, sinceH also occurs in(r,0). So (i) must hold,
bundle. then we haveV] = N,, M’ = M, A’ = A, B’ = B,



Kpg = K,4. By the injectivity of Kz, and K 4, we have
B’'=A.ThenA=5. 1

nodes, we have|N,, K|, T H or {Ng, Kl C
H'. However, neither nor H’ occurs as new in the

Note that if we strengthen the assumptions of Lemma 6 strand. { appears as a subterm of no¢le0), and H’

with A # B, then the second case of the conclusion of
Lemma 6 can be excluded.

Lemma 7 (Server’s gunrantee to an initiator) Suppose
P, A # B, s € Serv[A, B,N,, Ny, M, ], and
. Then there exists € Init[A, B, N,, M, x| and

Similar to Lemma 6, we can also prove a server’s guar-
antee using the unsolicited tefV;, M, A, Bf} . By the
assumption that a servere Serv[A, B, N,, Ny, M, %] ex-
ists in a bundlgs and the fact thaf(s is regular, there is a
regular responder € Resp[A, B, Ny, M, *x], or a regular
initiator ¢ € Init[A, B, Ny, M, x] with A = B.

Lemma 8 (Server's gunrantee 2)SupposeB ¢ P, s €
Serv|A, B, N,, Ny, M, %], and (s,0) € B. Then there ex-
ists eitherr € Resp|A, B, Ny, M, *x] and (r,1) € B; or
i € Init[A, B, Ny, M, x| with A = B, and(7,0) € B.

If we requireA # B, we can also exclude the second
part of the conclusion in Lemma 8.

Lemma 9 (Server’s gunrantee to a responder)Suppose
B ¢ P, A+ B,ands € Serv[A, B, Ny, Ny, M, x|, and
(s,0) € B. Then there exists € Resp[A, B, Ny, M, x|,
and(r,1) € B.

In order to prove the authentication guarantee of an ini-
tiatori € Init[A, B, N,, M, K] with A # B, we can use
{Na, K5, as an unsolicited test to prove the existence
of a servers € Serv[A’,B’,N!,«, M' K'l. Then with
the above results of the guaranteespfand the unique-
origination of N,, we can ensure tha&f! = N,, K’ = K,

A=A, M =M, andB’

Lemma 10 (Initiator’'s guarantee) Suppose A ¢ P,
A # B, i € Init[A,B,N,,M,K]|, (i,1) € B,
and N, originates uniquely. Then there exists €
Serv[A, B, No,*, M, K], and(s,1) € B.
Proof. Supposen = (i,1), term of (i,1) is
{M {No, K] I} A ¢ P, by Lemma 4K 4 is regular.
Hence,{N., K}, is an unsolicited test. By Lemma 2,
there is a positive regular node such tha{ N, K} -
term(m), and{N,, K}, term(m') for all m’ such
thatm’ <z m.

By the trace form of regular strands; cannot be in

appears as a subterm of nofle2)). Som can only be
in a server stranderv[A’, B', N/, N;, M', K'] for some
A’ B',N,,N;,M’', K'. By inspection on the trace form
of a server strandy: can only be the second node in this
strand, so either (1N, K[, C {]]\CQ,K’]}»K;1 or (2)
{Na, Kl g, T {]NZ;,K’I}K;B.

If (1) holds, thenN! = N,, K’ = K, A’ = A. We have
s € Serv[A,B’',N,, N}, M’', K]. By Lemma 6, there ex-
ists either an initiator strandl € Init[A, B, N,, M', K]
and (¢/,0) € B, orr € Resp[A, B',N,, M', «x] with
A B', and (r,1) € B. We first prove the sec-
ond case cannot hold. Suppose that there exists
Resp[A, B', N,, M', xx], then by the trace forms of a re-
sponder strand and an initiator strand, b@tl®) and(r, 2)
will be nodes originatingV,, and this leads to a contradic-
tion. So it can only be the case when there exists an initiator
strandi’ € Init[A, B, N,, M', K|. Then by the facts
Init[A, B, N,, M, K] andi' € Init[A, B, N,, M', K],
and by Lemma 5, we havB’ = B, M’ = M. Hence,
s € Serv|A, B, N,,*, M, K] and(s,1) € B.

If (2) holds, thenN} = N,,, K’ = K, B' = A. We have
s € Serv[A’, A, N!, N,, M’, K]. By Lemma 8, there exists
either a responder strande Resp[A’, A, N,, M', K, *x]
and(r,1) € B,ori' € Init[A", A, N,, M', K] with A’
A, and(i’,0) € B. If the first case holds, then by the def-
inition of a responder’s trace and an initiator’s trace,hbot
(7,0) and(r, 1) can be the node originating,. This leads
to a contradiction. If the second case holds, then by the fact
i € Init[A, B, N,, M, K] andi’ € Init[A, A, N,, M, K|,
then by Lemma 5, we havB = A. This contradicts with
the assumptionl # B. B

Similarly, we can prove a responder’s authentication
guarantee.

Lemma 11 (Responder’s guarantee)SupposeB ¢ P,
A # B, r € ResplA,B,Ny, M, K, *x], (r,2) € B,
and N, originates uniquely. Then there exists €
Serv[A, B,*, Ny, M, K], and(s, 1) € B.

To sump up, we mainly use unsolicited tests and the
unicity property of nonces to derive the above proofs of
authentication guarantees. Here, we emphasize that we
strengthen Lemma 2 by asserting the existence of a regu-
lar nodem which originates|af} .. So for anyn such that
n =g m, {h}, is not a subterm ofn. We frequently use
this in the above proofs to ensure that a node can only be in
an intended regular node. For example, we use this result

an initiator’s strand because no positive node has a sub+o prove that the node which originatgs/,, M, A, Bl ;|

term of the form{N,, K}, in an initiator strand. If

m is in a responder’s strand, since a subterm of the form(Lemma 6).

{Na, KJt;, can only occur in the second or the forth

can only be the second node if it is in a responder strand
We have checked the above proofs in Is-
abelle/HOL, the proof scripts can be obtained at [9]. Be-



sides, Lemmas 7, 9, 10, and 11 prove that Otway-Rees pro-
tocol actually achieves the authentication goals when we re
quire that an initiatorA and a respondeB cannot be the
same agent in one session. We observe that the protocol
does not establish that the same key is delivered to Hoth
and B, only that if eitherA or B reaches the end of its
strand, then the other has submitted the expected matching
original request|{ Ny, M, A, Bl ;.. or {No, M, A, B} .
These are security properties as explored in [7, 1].

5 Concluding Remarks

In this paper, we have developed an extension of unso-
licited authentication tests [1]. With our experience, faur
mulation of unsolicited authentication tests can be applie
more generally than their original form in [1], if unsolied
tests are combined with unicity property of a nonce-based
protocol. Especially, our formulation is useful in proving
regularity for an encrypted tergh|} .., wherek is a long-
term regular key. In more details, {2} ,- occurs as a sub-
term of a node, then it can be ensured that a regular node
m which originates|h | . as a subterm must exist. In order
to demonstrate their feasibility, we have used our resalts t
give new proofs for the authentication goals of the Otway-
Rees protocol. Compared with the proofs in [1], we did not
use any side assumptions and the proofs are much simpler.
We have also applied our extension to prove the authenti-
cation guarantee of a responder in a variant of Woo-Lam
protocol in [9]. As future work, we would like to apply our
results to more complicated protocols.
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