NLP Techniques for Android Security

Olga Gadyatskaya

University of Luxembourg
olga.gadyatskaya@uni.lu

Thesis Details

Natural Language Processing (NLP) was recently applied to Android security
with many promising results [3, 1, 2]. It allows to automatically infer information
from text, such as app reviews, or even app code and the manifest file, and to
use this information in security analysis. For example, the WHYPER framework
automatically identifies risky Android applications that ask for some sensitive
permissions but do not justify these permissions usage in the textual description
of the app on Google Play [3]. The CHABADA system automatically verifies that
textual app description matches actual app behavior [1]. These systems leverage
NLP and machine learning techniques in order to enhance security analysis and
to assist the analyst and the end-user in taking security decisions.

In this thesis you will design your own NLP system for enhancing Android
security analysis that will match textual description of the app in question with
its behaviour.
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