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Background

Attack—defense trees (ADTrees) [5] extend the well known model of attack
trees [I0, @] with the possibility of modeling not only the attacker’s actions
but also countermeasures of the defender of a system.

A lot of research has been performed concerning formal specification and
semantics for ADTrees during last three years [4 [7, [6) Bl 2]. A description
of a realistic case study using the ADTree methodology for analysis of RFID
security can be found in [I]. Furthermore, a computer tool, called the ADTool,
supporting creation, modular display and quantitative analysis of ADTrees has
been implemented [§] as part of the national research project ATREES [2].

Objectives

The main goal of the current master project is to validate the ADTree methodol-
ogy on a real-life case study and to extend it further in order to make it suitable
for risk assessment of large industrial security scenarios.

The main steps of the master project will be

1. Selection of the application domain. A case study of interest for
all involved parties will be selected jointly by the student, the company
and the university. The case study itself is not the main objective of this
project. The case study is meant to guide the research to be performed
in the project, in particular to

e identify relevant requirements and assumptions,
e understand industrial needs related to graphical security modeling,

e illustrate developed concepts and proposed solutions.



2. Analysis. The ADTree methodology will be used for analysis of the

identified case study. This step will be composed of the following tasks:

e development of ADTree models depicting attack—defense scenarios
relevant for the identified application domain;

e development of re-usable attack and defense patterns related to the
proposed scenarios;

e ranking of possible attacks and proposed countermeasures based on
quantitative analysis of developed models.

In this step of the project the current ADTree methodology will be val-
idated on a large scenario. This will lead to the identification of the
drawbacks and insufficiencies of the current framework with respect to
modeling and analysis of large industrial cases.

Extension of the ADTree methodology. The main objective of the
project will be to extend the current ADTree methodology and propose
solutions for insufficiencies identified in the previous step. The following
actions are foreseen:

e development of methods for better scalability of the ADTree models
and their maintainability for long-lived systems;

e identification of new attributes, especially relevant for assessing risk
in real-life applications;

e integration of the standard XML format representation of trees into
the current ADTree methodology;

e implementation of the proposed extensions in the ADTool;

e assessment of the efficiency and scalability of the proposed approach.
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