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Ownership Infringement Detection for Generative
Adversarial Networks against Model Stealing

Hailong Hu, Jun Pang

Abstract—Generative adversarial networks (GANs) have
shown remarkable success in image synthesis, making GAN
models themselves commercially valuable to legitimate model
owners. Therefore, it is critical to technically protect the in-
tellectual property of GANs. Prior works need to tamper with
the training set or training process to verify the ownership
of a GAN. In this paper, we show that these methods are
not robust to emerging model extraction attacks. Then, we
propose a new method GAN-Guards which utilizes the common
characteristics of a target model and its stolen models for
ownership infringement detection. Our method can be directly
applicable to all well-trained GANs as it does not require
retraining target models. Extensive experimental results show
that our new method achieves superior detection performance,
compared to watermark-based and fingerprint-based methods.
Finally, we demonstrate the effectiveness of our method with
respect to the number of generations of model extraction attacks,
the number of generated samples, and adaptive attacks.

Impact Statement—Generative models are crucial for data
synthesis in the era of generative artificial intelligence (AI),
with many technology companies leveraging these models to
secure a competitive advantage in the global market. However,
the deployment of these valuable models exposes them to the
risk of illegal theft by adversaries, posing a significant threat
to the intellectual property of model owners. To mitigate this
risk, our paper introduces a novel ownership infringement
detection method that enables model owners to assert their rights
over generative adversarial networks (GANSs) effectively. Unlike
previous methods, which often struggle to verify ownership when
models are stolen through advanced model extraction attacks, our
method provides robust detection without requiring retraining of
the target models. This innovation not only enhances the security
of Al deployments but also promotes responsible generative Al
use by safeguarding the rights of model owners.

Index Terms—Ownership Detection, Generative Adversarial
Networks, Watermarks, Fingerprints, Model Confidentiality.

I. INTRODUCTION

Generative artificial intelligence (AI) has already exerted
revolutionary influences, ranging from natural language pro-
cessing [!] to computer vision [2]. Generative adversarial
networks (GANSs), as one of the most successful generative
Al, have also applied to many domains, such as image synthe-
sis [3, 4] and image manipulation [5, 6]. However, building a
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well-trained state-of-the-art GAN model is not straightforward.
It usually requires the complicated and exhausting process of
data collection, expert-level knowledge in model architecture
design, elaborate hyperparameter tuning, and extensive com-
puting resources. Thus, a high-quality GAN model is very
costly and should be regarded as the intellectual property of
the model owner.

As GAN models are valuable, this simultaneously incen-
tivizes adversaries to steal these models in various ways.
On the one hand, adversaries can physically steal a GAN
model via malware infection or insider attacks [7]. An insider
attack can directly copy the target model (i.e. victim model)
through those who are authorized to access the full model.
As a result, the stolen model is totally the same as the target
model. On the other hand, adversaries can functionally steal
a GAN model via model extraction attacks [8]. This threat
exists because an increasing number of technology companies
provide Machine Learning as a Service (MLaaS) to their
customers, such as Amazon AWS, Google Cloud, and OpenAl
APIL. A model extraction attack enables adversaries to obtain
a substitute model via exposed interfaces. As a consequence,
the stolen model is functionally similar to the target model.
This will lead to financial losses for technology companies,
as adversaries who steal their models may either capture their
market share or stop using their paid APIs. More importantly,
both physical stealing attacks and model extraction attacks
seriously jeopardize the intellectual property of legitimate
model owners. Therefore, it is paramount to develop protection
methods to safeguard the intellectual property of GANS.

Despite confronting these threats, research on ownership
protection for GANs is somehow much less explored. Prior
works [9, 10, 11] propose to verify ownership of GANs by
watermarks. On the one hand, these methods need to retrain
or fine-tune target models to embed watermarks, which may
compromise the models’ generation performance. On the other
hand, they rely on specific inputs (i.e. triggers) to extract
watermarks [9]. Such dependency might result in their failure
to verify models from model extraction attacks. In general, the
key challenge is to design methods for GANs that can detect
ownership infringement under physical stealing and model
extraction attacks while preserving generative performance.

In this paper, we develop a new ownership method for
GANSs, which can detect ownership infringement on both phys-
ical stealing and model extraction attacks. Our method claims
the ownership of a GAN by leveraging common characteristics
of a target model and its stolen models. The rationale for
our method is that stolen models are derived from the target
model while honest models are not. Thus, these common
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Fig. 1: Different paradigms of ownership infringement detection on GANs. (a) shows a watermark-based method that utilizes
watermarked generated images to assert ownership. (b) illustrates a fingerprint-based method that leverages the extracted
fingerprints from generated samples to confirm ownership. (c) is our proposed method that utilizes the common characteristics
of a target model and its stolen models to claim ownership. The rationale of our method is that stolen models, as shown in
the grey area, are derived from the target model and should have common characteristics among them. Here, stolen models
include G pg obtained through physical stealing and G, obtained via model extraction attacks. G;,4 is an honest model that

is trained independently.

characteristics can be leveraged to differentiate stolen models
from honest models. More specifically, we utilize generated
samples from GANSs to build a discriminative classifier to learn
these characteristics. This is because the objective of a GAN is
to learn the distribution of a training dataset and the learned
implicit distribution of a GAN can be represented by these
generated samples.

We comprehensively evaluate our new method by com-
paring it with two state-of-the-art works: watermark-based
method (abbreviation as Ong method) [9] and fingerprint-
based method (abbreviation as Yu method) [12]. Here, note
that fingerprint-based methods are proposed for deepfake
detection and attribution [12, 13]. In this work, we are the
first to introduce them to the field of ownership infringement
detection, considering their common objective: fingerprints can
be used to infer whether a suspect sample is from the model.
Furthermore, we analyze the ownership detection performance
by visualizing the characteristics learned by our method.
We also show the stability of our method on the number
of generations of model extraction attacks, which is a new
emerging threat in the domain of generative Al. Additionally,
we perform a comprehensive hyperparameter analysis, such as
the effect of the number of generated samples, to assess the
sensitivity of our method. Finally, we conduct extensive evalu-
ations under adaptive attacks, where adversaries obtain partial
knowledge of our method, to demonstrate its effectiveness.

In summary, we make the following contributions. (1) We
show that previous work on watermark-based and fingerprint-
based cannot provide ownership infringement detection un-
der model extraction attacks. (2) We propose a brand-new
detection method GAN-Guards from a new angle: detecting
ownership infringement utilizing the common characteristics
of a target model and stolen models. (3) Our method achieves
a new state-of-the-art performance on both physical stealing
and emerging model extraction attacks.

II. RELATED WORK

Generative adversarial networks (GANSs). The seminal GAN
introduced in 2014 [3] presents a promising result in image
synthesis. Since then, many methods are proposed to further

advance the performance of GANs from various aspects, such
as network architectures [14, 15], loss functions [16, 17] or
normalization [18]. Karras et al. [14] propose a progressive
training strategy that enables a GAN to synthesize high-
resolution images. In addition to generating high-resolution
images, Karras et al. [ | 5] further introduce neural style transfer
structures into the architecture of GANs and it empowers
GANSs to generate a variety of style images. StyleGAN2 [19]
continues to enhance the quality of generated images by
refining the model architecture and training methods, such
as the adoption of progressive training, the application of
regularization methods to the generator and the redesign of
generator normalization. In the improvement of the loss of
GANSs, a Wasserstein distance loss is utilized to stabilize the
training process of a GAN [16]. Gulrajani et al. [17] add a
gradient penalizing term onto the Wasserstein distance loss to
further improve the quality of synthetic images. In addition,
Takeru et al. [ 18] introduce spectral normalization to normalize
the weights of each layer. As a result, the whole GAN has
Lipschitz continuity, which makes the training process stable.
Zhang et al. [20] introduce a self-attention mechanism into the
GAN architecture to achieve attention-driven image synthesis.
In this work, instead of further improving the performance of
GANSs, we aim at developing an ownership infringement tech-
nique to protect the intellectual property of valuable GANS.

Ownership infringement detection. There are numerous
works aiming to protect ownership of discriminative models
via detecting ownership infringement [21]. These works can
generally be classified into three groups: embedding water-
marks into model parameters [22], using predefined inputs as
triggers [23] and utilizing unique features of models [24, 25].
Uchida et al. [22] propose to encode a message, that is a
watermark, into the weights of certain layers of a neural
network. Adi et al. [23] introduce to watermark a neural
network by backdooring. The watermark, that is the trigger
dataset, consists of out-of-distribution images and correspond-
ing labels. Model owners can verify the ownership by labels
of watermarking images returned by the suspect model. Nie
et al. [26] propose to construct a watermark dataset via image
steganography and image compression algorithms. To utilize
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unique characteristics of models to verify ownership, Maini
et al. [24] propose a novel method by verifying whether a
suspect model has private knowledge from the target model.
Chen et al. [25] present an approach to verify the ownership by
a family of multi-level testing metrics which characterize the
similarities between victim models and suspect models. Xu et
al. [27] propose to use deep Taylor decomposition to extract
the intrinsic features of the model which are used for the ver-
ification of ownership. Beyond centralized learning scenarios,
Nie and Lu [28] study the detection of ownership through
watermarking on federated learning scenarios. Furthermore,
they also propose to combine boundary samples and attention
mechanisms to construct watermarks [29] and explore the em-
bedding of watermarks in multimodal models [30]. However,
these methods focus on discriminative models and cannot be
applied to generative models since they are different machine
learning models.

There are only a few works on ownership infringement
detection methods of GANs and they focus on protecting
ownership of GANs via watermarks [9, 10, 11]. Ong et al. [9]
propose a protection framework for GANs by adding a novel
regularization term to the existing loss function, which aims
to force the generator to map a trigger input to a specific
output. Fei et al. [10] propose to embed watermarks during
the fine-tuning phase to reduce time cost. Qiao et al. [ 1]
design a trigger set by combining the watermark label with the
verification image, and they claim the ownership of a GAN
model if the verification image can be obtained. Additionally,
Huang et al. [31] propose a discriminator-based ownership
infringement detection method by adding an extra Pearson
correlation loss into the training process. However, these works
do not consider emerging model extraction attacks. In this
work, we will demonstrate that conventional watermark-based
methods cannot defend against model extraction attacks while
our method exhibits effectiveness in addressing such threats.

III. BACKGROUND
A. Generative Adversarial Networks

An unconditional GAN generally consists of a generator G
and a discriminator D. In the training phase, the generator G
aims to generate fake data to fool the discriminator D while the
discriminator D attempts to distinguish fake data from the gen-
erator from the real data from the training set. Once finishing
training, the generator GG can be utilized to generate data, given
latent codes. Gaussian distribution or uniform distribution is
commonly used to obtain latent codes. Mathematically, the
generator of a GAN is a function G : Z — X that maps a
low dimensional latent space Z C R" to a high dimension
data space X C R™.

B. Paradigms of Ownership Infringement Detection

Current paradigms of ownership infringement detection on
GANSs can be divided into two classes: watermark-based and
fingerprint-based methods. We show them in Figure 1.

Watermark-based methods are initially proposed in the
work [9]. The key idea is that model owners embed specific
inputs and outputs into a GAN in the training phase. Then, if

specific outputs (e.g. watermarked generated samples) can be
obtained from a suspect GAN through specific inputs (e.g.
triggers), model owners claim ownership of this GAN, as
presented in Figure 1(a). To achieve this, Ong et al. propose a
detection framework for GANs by adding a novel regulariza-
tion term to the existing loss function [9]. For simplicity, we
refer to this ownership detection method by the first author’s
name, i.e, Ong [9].

Fingerprint-based methods are initially proposed for deep-
fake detection and attribution [12, 32]. Here, we present the
first exploration of applying these methods to detect GAN
ownership infringement. This is because they share a common
objective that fingerprints can be used to infer whether a
suspect sample is from their model. Specifically, as illustrated
in Figure 1(b), the key idea of fingerprint-based methods is
that if the fingerprint extracted from generated samples from
a GAN is identical to the true fingerprint, model owners can
claim ownership of the GAN. To achieve this goal, various
methods are proposed, such as adding fingerprints on the
training set of a GAN [12], and designing new architectures
of a GAN and loss functions [32].

In this paper, considering their excellent performance and
the diversity of methods, we choose one watermark-based
method—Ong [9] and one fingerprint-based method—Yu [12]
to evaluate the performance in ownership protection and make
comparisons with our proposed method. The Yu method [12]
firstly incorporates fingerprints into the training dataset and
a GAN is trained on the fingerprinted dataset. Subsequently,
it verifies the presence of these fingerprints in the samples
generated by GANS.

Note that although there are some works [13, 33, 34] about
fingerprints of GANs, they focus on differentiating different
types of GANs, such as PGGAN [14] and SNGAN [I18].
Thus, we do not compare these methods because they cannot
distinguish different models from the same type of GANS.

IV. A NEw OWNERSHIP DETECTION METHOD

Unlike the methods that require forcibly implanting water-
marks or fingerprints into target models and retraining target
models, our method provides a novel paradigm: the common
characteristics of a target model and its stolen models are
exploited to claim ownership, motivated by emerging model
extraction attacks [8, 35].

A. Threat Model

We assume that defenders, i.e. model providers who deploy
an ownership infringement detection method on their target
model, only have access to generated samples from a sus-
pect model deployed by the adversaries. Thus, the defenders
make an ownership infringement decision only based on these
generated samples. This is the most practical and strictest
assumption for defenders.

We assume that adversaries can steal a target model by
either physical stealing or model extraction attacks. Addition-
ally, we consider more advanced attack capabilities, including:
(a) obfuscation, where adversaries employ various obfuscation
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TABLE I: Main notations.

Notation ~ Meaning
D tar a target dataset
Giar a target model trained on ® ¢4
Dind an independent dataset
Gind an independent model trained on ©,,4
D sub a substitute dataset collected from Gy
G sup a substitute model trained on D g
Gsus a suspect model

techniques to evade detection (see Section VI-C), and (b) adap-
tive attacks, where adversaries have some knowledge of our
method and devise targeted attacks to evade our detection (see
Section VIII). By considering different attack capabilities, we
aim to comprehensively evaluate our detection method.

B. Key Observations

Our method is based on the following two key observations.

The first key observation is that physical stealing and model
extraction attacks are two fundamental but different types of
ownership infringement. Physical stealing attacks refer that
an adversary physically copies a model Gg,; from the target
model Gy, Therefore, G, is totally the same as G4
Model extraction attacks [8] refer that an adversary retrains
a substitute model G4, on generated samples from a target
model G,-. These samples can be obtained by an adversary
when model owners release generated samples or provide a
querying interface. Thus, G, is functionally similar to G-

The second key observation is that as stolen models (i.e.
constructed by physical stealing or model extraction attacks)
are derived from the target model but honest models are not,
it is thus natural to assume that stolen models and the target
model share common characteristics which do not exist in
independently trained honest models. Therefore, we can learn
and leverage such characteristics as evidence to differentiate
stolen models from honest models. We illustrate and compare
different paradigms of ownership infringement detection on
GANs in Figure 1.

C. Ownership Infringement Detection Algorithm

Overview of our method. Since stolen models are derived
from the target model, they share common characteristics. In
order to extract these characteristics from a target model, our
method proposes to learn them by training a binary classifier
on generated samples. As a result, the learned characteristics
are embedded in the classifier and it is utilized for ownership
infringement detection. Generated samples from model extrac-
tion and physical stealing are labelled as positive while sam-
ples from honest models, i.e. independently trained models,
are labelled as negative. The reason why we use generated
samples is that a GAN model is to learn the distribution
of a training set. The learned distribution is implicit, which
can be represented through these generated samples [36]. We
provide mathematical descriptions in Supplementary A-A. The
main notations are summarized in Table I, and the process is
illustrated in the deployment phase of Figure 2.

In practice, it is impossible for the defenders to consider all
independently trained models and all models constructed by
model extraction. Therefore, our method constructs positive
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Fig. 2: Overview of our method. @ A target model is trained
on a dataset D;,,. @ A substitute model is constructed by
model extraction. € An independent model is trained on a
dataset 2 ;,4 that has the same distribution as the dataset © .,
but it is disjoint with Dy, o A classifier is trained to
discriminate between stolen models and honest models. €
The classifier is used for the verification of a suspect model.
Here, the target model can also refer to the physically stealing
model. The defenders do not have any information about a
suspect model Gg,s, except generated samples, in the ver-
ification phase. Generated samples are obtained by feeding
latent codes sampled from a Gaussian distribution into the
suspect model G,,s. In practice, adversaries may employ
various obfuscation techniques to release generated samples to
evade ownership detection. In Section VI-C, we will evaluate
the performance of our method under different obfuscations.
During the deployment phase, blocks @), @, and €) represent
GAN models, while block @) represents the classifier.

and negative GAN models only by the limited knowledge
of the defenders: the architectures of the target model and
the training set. Specifically, the architectures of all models
(i.e. Giars Gsup, Ging) in the deployment phase are the
same. The independent set ©,,4 and the target set ©,,, are
from the same distribution but disjoint. That is, the samples
in D, and D;,4 do not overlap. We emphasize that our
method is practical as suspect models constructed by the
adversaries can be trained on any (unknown for the defenders)
GAN architectures and datasets. Our extensive experiments in
Section VI demonstrate that our method can well generalize
beyond these unknown GANSs and correctly recognize them.

Details of the algorithm. As illustrated in the function build-
Protection of Algorithm 1, specifically, given the generator
of a target model G, and an independent dataset ©;,,, we
first construct a substitute model G, by extracting the target
model Gy,,. Next, we train a GAN G4 on the independent
dataset ©;,4. Samples from Gy, and Gy, are labeled as
positive while samples from G;,; are labeled as negative.
These samples are used to train a classifier and in this work
we choose ResNet50 [37] as the classifier.

After obtaining the trained classifier, we start to perform the
verification of ownership. We first collect m generated samples
released by a suspect model G,s. These samples are fed into
the classifier and m predictions can be obtained. We calculate
the percentage of these positive predictions. If it is larger
than a predefined threshold, the suspect model is inferred
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Algorithm 1: The GAN-Guards Algorithm.

Input: a target model: Gy,,-; an independent dataset
Dina; m samples X, from a suspect model
Gsus .

Output: ownership decision: QwDecision

1 def buildProtection (Gigr, Ding) ¢

2 Sample 7 samples X e, from Gigr;

3 Goup  trainGAN(X gep );

4 Ging < trainGAN(D,4);

5 Sample n samples X e, from G, > Labelling
positive for physical stealing.

6 Sample n samples X, from Ggyp; > Labelling
positive for model extraction.
7 Sample 2n samples X4 from Gp,q; > Labelling

negative for the honest model.
8 Classifier < trainClassifier(X gen, Xsub, Xind);
9 return Classifier

10 def performVerification (Classifier, Xsus, T) :
1 Initialize prediction array pred of length m with 0;
12 fori:=0tom—1do

13 L pred[i] « Classifier(Xsys[i]); > Prediction: |
or 0.

14 ConfiScore = sum(pred)/m ;

15 > Making a decision based on multiple samples.
16 if ConfiScore > 7 then OuwDecision = 1;

17 else OwDecision = 0;

18 return QwDecision

as stealing from the target model. We also analyze how the
number of generated samples m affects our performance in
Section VII. This process is also illustrated in the function
performVerification of Algorithm 1. Note that the classifier
used for ownership verification should remain confidential. It
is exclusively utilized by model owners and does not provide
any interface, such as querying, with users or adversaries.

V. EXPERIMENTS
A. Datasets

We evaluate our method on three benchmark datasets com-
monly used in image generation: FFHQ [15], Church [38]
and CelebA [39]. The FFHQ dataset is designed for human
face image synthesis and includes 70,000 images. The Church
dataset is from the LSUN dataset, which contains 126,277
outdoor church images. The CelebA dataset is a much larger
human face dataset, which includes 202,599 images.

All images are resized to 64 x 64. For each dataset, we
randomly split the dataset into three disjoint equal parts and
mark each part as the corresponding dataset name plus ‘I’, ‘II’,
and ‘IIT’, respectively, such as FFHQ-I and FFHQ-II. Dataset
I, i.e. D4, is used to train a target GAN model. Dataset 11
is used to train a GAN and the model (i.e. Ind-a illustrated
in the following Section V-B) is also used as negative to test
the performance of detection methods. Dataset 111, i.e. D4,
is used to train a GAN model and the model is used to build
a classifier together with the target model. Specifically, we set
the size of each part of FFHQ, Church and CelebA as 20,000,

40,000 and 60,000, respectively. Note that experimental results
on the Church dataset are presented in Supplementary A-E1.

B. Suspect Models

We consider various suspect models. Positive suspect mod-
els are considered ownership infringement and these models
are derived from the target models via physical stealing
and model extraction, and obfuscation attacks, such as input
perturbation, output perturbation, overwriting, and fine-tuning
attacks. Negative suspect models are honest models and they
are built from independent training.

Specifically, for positive suspect models, models from phys-
ical stealing (marked as PS) are the same as target models. We
use model extraction attacks proposed in the work [&] to con-
struct models from model extraction (marked as ME). Specifi-
cally, given m generated samples from a target model G-, the
adversaries retrain a model (also called the substitute model or
attack model) on m generated samples. Attack models can use
any architecture, such as SNGAN, PGGAN, or StyleGAN. We
will explore the detection performance under model extraction
attacks with different GANs as attack models in Section VI-D.

For negative suspect models, similar to the settings used in
the work [25], here we also consider two types: Ind-a trained
on dataset I with the same architectures of target models,
and Ind-b that is trained on dataset I, with the same architec-
tures of target models but uses different seeds, i.e. different
random initializations. Using different seeds means models
trained on different training environments and optimization
processes. Theoretically, models trained with different seeds
should be different, because they do not derive from model
extraction and physical stealing, and they are honest models
with independent training. Thus, an ownership infringement
detection method should be able to differentiate them. Here,
setups for negative suspect models are very similar to those
for target models because we aim to test whether an ownership
infringement detection method hurts honest model providers
in the strong assumption setting. This requires that a detection
method should be extremely robust.

C. Metrics

We use FID [40] to measure the performance of a GAN.
50K generated samples from a GAN and all training samples
are used to compute the FID value.

In terms of detection performance, the Ong method [9]
utilizes the SSIM [4 1] score to measure the similarity between
the groundtruth watermark and the watermark extracted from
a suspect model. If the SSIM score of an image is higher
than a threshold, the image is more likely from the target
model. The Yu method [12] calculates a bitwise accuracy
between the groundtruth fingerprint and an extracted finger-
print. Claiming ownership of a model based on only one
image is not robust enough. Therefore, we make a final
decision by computing a confidence score on multiple samples.
Specifically, given m samples and each sample gets an output
o € {0,1} from a detection method, the confidence score
that recognizes a susgemct lmodel as positive is computed by:

i=g ©

ConfidenceScore = ‘. In this work, we set threshold 7
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TABLE II: Performance of target model SNGAN trained on
FFHQ-I on different methods. Lower FID ({) indicates better
performance, with standard deviations shown in parentheses.

Methods Ong Yu
20.13 (0.07)  26.41 (0.03)

Ours

FID(D,G) | 20.27 (0.02)

of all methods as 90% for consistency. Thus, a suspect model
is predicted as positive (stolen model) if 7 > 90%. We fix the
number of samples m as 1,000.

D. Experimental Setups

In terms of GANSs, we utilize five types of GANSs, including
SNGAN [18], PGGAN [14], StyleGAN [15], SAGAN[20],
and StyleGAN2 [19]. These GANs are widely recognized
in the image generation community and are known for their
excellent performance in image synthesis. We use the official
implementation of each GAN to train GANs. For model
extraction attacks, considering the trade-off between attack
cost and performance, we set the number of generated samples
as 50,000, which is also suggested by the work [8].

For our ownership infringement detection method, we use
ResNet50 [37] pretrained on ImageNet [42] dataset for our
classifier. The SGD optimizer with a learning rate of 0.003
is used and the number of epochs is fixed as 5. As shown in
Algorithm 1, latent codes sampled from a Gaussian distribu-
tion are fed into the target model to obtain generated samples,
and the number of samples n is set as 100,000. Therefore,
400,000 samples in total are used for training the classifier.
For the Ong method [9] and the Yu method [12], we adopt
the official implementations with suggested hyperparameters.

VI. EVALUATION

In this section, we present our results by comparing our
method with two state-of-the-art methods: the Ong method [9]
and the Yu method [12]. We evaluate them from various
perspectives, including model utility, verification performance,
robustness to obfuscations, and robustness to more model
extractions. Through these evaluations, we show how prior
works fail in model extraction attacks and our work can
perform well on both physical stealing attacks and model
extraction attacks.

A. Model Utility of Target Models

Table I shows the performance of the target model SNGAN
trained on FFHQ-I with different ownership infringement de-
tection methods. The FID is computed by the original training
set ® and the protected GAN G. The FID is the average of
three runs and the standard deviation is shown in parentheses.

Overall, the watermark-based method Ong and our method
achieve similar outstanding performance, while the fingerprint-
based method Yu shows worse performance. This is because
the Yu method needs to add fingerprints into a training set,
which is at the cost of sacrificing model utility. In contrast,
the Ong method and our method do not change the training
set, which can provide model owners with higher model utility.
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Fig. 3: Detection performance of all methods. The target model
SNGAN is trained on FFHQ-I. PS and ME are positive suspect
models while Ind-a and Ind-b are negative suspect models.
Note that green and orange bars in some cases cannot be
observed because their scores are 0%.

B. Detection Performance

Figure 3 presents the performance of different ownership
infringement detection methods. The red dashed line is the
threshold 7 of the confidence score. A model is predicted as
a stolen (positive) model if 7 > 90%. PS refers to models
from physical stealing while ME refers to models from model
extraction. Note that here ME, Ind-a, Ind-b models used in
the verification phase are not the same models used in our
deployment phase (detailed in Experiments Section V). We
choose these suspect models ME, Ind-a and Ind-b with the best
performance, and we report the performance of each suspect
model in Supplementary A-G.

Overall, our method can correctly differentiate all positive
and negative suspect models, achieving 100% accuracy. The
Ong and Yu methods cannot defend against model extraction
attacks although they can effectively recognize the positive
suspect model from PS.

Additionally, the Ong and Yu methods mistakenly recognize
the suspect model Ind-b trained with different initializations
as a stolen model. This is because embedded watermarks
or fingerprints cannot be changed only owing to different
initializations of a training process. Thus, their methods lead to
false alarms and hurt honest model providers. In contrast, our
method can perfectly deal with this case because our method
builds on a well-trained model. Theoretically, models trained
with different initializations should be different, because they
do not derive from model extraction and physical stealing,
and an ownership infringement detection method should be
able to differentiate them. This also shows that our method
can be used for detecting ownership of a well-trained GAN
model, rather than ownership of a (training) dataset. Note that
the setting of the suspect model Ind-b is also adopted by clas-
sification models to detect whether an ownership infringement
detection method produces false alarms [25].

C. Robustness to Obfuscations

In order to evade ownership infringement detection, ad-
vanced adversaries may utilize obfuscation techniques to ob-
fuscate stolen models. In this work, we consider four types
of obfuscation techniques: input perturbation, output pertur-
bation, overwriting and fine-tuning. Input perturbation aims
to modify the queries, i.e., latent codes, to evade special
queries. Here, we adopt random input perturbation. That
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Fig. 4: Robustness to Obfuscations. Figure 4(a) shows detection performance against input perturbation, while Figure 4(b)
and Figure 4(c) show detection performance against output perturbation under the cases of the physical stealing and model
extraction, respectively. The target model is SNGAN trained on FFHQ-I. Green and orange bars in some cases cannot be
observed because their scores are 0% and cannot defend against these attacks.

is, for any query, a target model resamples latent codes
from Gaussian distribution. For brevity, we rename it Inp.
Output perturbation refers to perturbing generated samples
by various post-processing techniques. We use four differ-
ent output perturbations: additive Gaussian noise, Gaussian
filter, Gaussian blurring, and JPEG compression. We briefly
rename them Oup-a, Oup-b, Oup-c, and Oup-d, respectively.
The magnitude of these perturbations is set as 0.01, 0.4,
0.5, and 0.85, respectively. Overwriting refers to encoding a
different watermark/fingerprint to overwrite the original wa-
termark/fingerprint. Our method does not rely on watermarks
and fingerprints, thus intrinsically eliminating the threat of this
attack. In this work, we consider wholly fine-tuning where we
take the weights of the stolen model as initialization and retrain
a GAN model on a different dataset FFHQ-II. Because these
obfuscation operations can be added into physical stealing (PS)
or model extraction (ME), there are different combinations
between obfuscation operations and PS and ME. Here, we
mark them as ‘PS+’ and ‘ME+’ corresponding obfuscation
operations, such as PS+Inp. Implementation details are also
illustrated in Supplementary A-B.

Results. Figure 4 shows the robustness of different ownership
infringement detection methods under input and output pertur-
bation operations. Overall, our method can still remain 100%
accuracy against input perturbation and output perturbation
attacks. In contrast, as shown in Figure 4(a), the Ong method
totally cannot resist the input perturbation attack. As depicted
in Figure 4(b), the Yu method cannot defend against additive
Gaussian noise of output perturbation attacks (PS+Oup-a and
ME+OQOup-a). Again, Figure 4(c) shows that the Ong and
Yu methods cannot defend against ME+QOutput perturbation.
We analyze the reasons for the Ong and Yu methods in
Supplementary A-C.

We perform the evaluation under the overwriting attack. We
do not report results for our method because our method does
not rely on watermarks or fingerprints. Overall, the Ong and
Yu methods cannot defend against this type of attack and both
confidence scores are 0%. It indicates that the overwritten
watermarks and fingerprints make their methods unable to
extract the expected outputs. We provide the experimental
details in Supplementary A-D.

We evaluate the protection performance under the fine-
tuning attack. We observe that all methods are not robust to
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Fig. 5: Detection performance under model extraction attacks
with different GANs as attack models. The target model
SNGAN is trained on FFHQ-I.

the fine-tuning attack. We analyze that this is because the fine-
tuned GAN model has learned a different distribution in a
new training set and neural networks suffer from catastrophic
forgetting [43, 44]. The former makes that our method recog-
nizes this model as an independent training model while the
latter makes that the Ong and Yu methods forget embedded
watermarks and fingerprints. This also inspires us to think
about the ownership boundary of a GAN and develop more
powerful ownership infringement detection methods in future.
We summarize the results in Table A.1 in Supplementary.

D. Robustness to More Model Extraction

When mounting model extraction attacks, adversaries can
utilize various architectures of GANS to extract a target model.
Figure 5 presents a comprehensive comparison of various
ownership infringement detection methods, focusing on the
robustness of protection methods to model extraction attacks
that utilize different GANs as attack models. Here, the target
model is SNGAN.

Our evaluations reveal that the proposed method demon-
strates remarkable efficacy in this scenario, consistently iden-
tifying and flagging models that have been derived through
model extraction attacks. This is in stark contrast to the
performance of the Ong and Yu methods, which erroneously
categorize these models as legitimate and honest models. The
key implication of this observation is that our proposed method
exhibits a unique and robust capability to detect models
constructed via model extraction attacks, regardless of the
specific GAN architectures employed by the adversaries. This
underscores the effectiveness of our method in safeguarding
against a broad spectrum of model extraction strategies.

Authorized licensed use limited to: University of Luxembourg. Downloaded on April 24,2025 at 07:34:14 UTC from |IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Artificial Intelligence. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TAI.2025.3560921

-20 Honest (Ind-a) ®
30 @ Honest (Ind-b)
- Stolen (PS) .
—40 @ Stolen (ME) ® .
-30 =20 -10 0 10 20

Fig. 6: t-SNE visualization of characteristics learned by our
method for stolen models and honest models. The x- and y-
axes represent the feature values produced by the t-SNE.

VII. ANALYSIS

In this section, we intensively examine the detection perfor-
mance of our method in terms of the learned characteristics,
the number of generations of model extraction attacks, the
number of generated samples, and different thresholds 7. Ad-
ditionally, we provide a comparative analysis on a new dataset
CelebA. Further results, including detection performance on
the Church dataset, evaluations with different target models,
and performance on transfer learning attacks, are presented in
Supplementary A-E, which all show excellent performance.

A. Visualization of Characteristics

Figure 6 shows the t-SNE visualization of characteristics
learned by our method. The visualization is generated using
the t-SNE implementation from Scikit-learn [45]. The default
parameters are used, including a perplexity of 30 and PCA
initialization. The t-SNE input is the outputs of the penultimate
layer of the classifier, which have a dimensionality of 2,048.
The characteristics of the stolen models are represented by
pink and red dots. We clearly see that characteristics of stolen
models including PS and ME are entangled together and have
a clear boundary with that from honest models.

B. Generations of Model Extraction Attacks

Theoretically, model extraction attacks on GANs can con-
tinue forever like the process of biological heredity, as shown
in Figure 7. Models produced during this process, such as
G, should be correctly identified by ownership infringement
detection methods. This motivates us to investigate whether
the detection performance will decrease with the number of
generations of model extraction attacks. We emphasize this
is our newly identified threat, which is not discussed in the
literature. Moreover, this threat will become more common
considering the popularity of generative Al

Here, we fix the number of generated samples as 1,000
and the target model is SNGAN trained on FFHQ-I. We
denote the target model SNGAN as SNGAN(®). Subsequent
generations of extracted models are denoted as SNGAN®)
where ¢ represents the generation number. Each generation
SNGAN() is obtained by performing model extraction on
SNGAN(~1) using SNGAN as the attack model architecture.
For example, the first generation of model extraction is marked
as SNGANW) | which means an adversary uses an attack model
SNGAN to extract the target model SNGAN. We do not show
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Fig. 7: Generations of model extraction attacks.
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Fig. 8: Detection performance with regard to the number of
generations of model extraction attacks.

the performance of the Ong method because it cannot defend
against model extraction attacks.

As shown in Figure 8, we can clearly observe that with the
increase in the number of generations of model extraction, the
Yu method becomes less and less confident. It also indicates
that the fingerprint is not robust, and more and more gener-
ated samples cannot extract the corresponding fingerprint. In
contrast, our method still remains almost 100% confident to
verify ownership of the target model.

C. Number of Generated Samples

Figure 9 presents the detection performance of our method
under the different numbers of generated samples, i.e. the
number of queries. The target model SNGAN is trained on
FFHQ-I. The ground truth of PS and ME is positive while
that of Ind-a and Ind-b is negative. We can clearly see that
the confidence scores gradually remain stable after 1,000
generated samples on all suspect models. It also shows that
our method has advantages with respect to the efficiency, i.e.
it requires as few as 1,000 samples.

100

- —
R 90
L 80
8 70 —¥— PS
N ME
8 60 —¥— Ind-a
c H
% 50 % —¥— Ind-b
e 40
S
S 30 ‘\‘\'\'—/J"—__'

20

100 500 1k 3k 5k 7k 9k

The number of generated samples
Fig. 9: Detection performance with respect to the numbers of
generated samples.

D. Effects of Different Thresholds

Figure 10 shows the detection performance with regard to
the threshold 7. The target model SNGAN is trained on FFHQ-
I. The positive suspect models are shown in the x-axis from
PS to ME-StyleGAN while the negative suspect models are
shown in the y-axis from Ind-a to Ind-b. ME and ME+ are
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Fig. 10: Detection performance with regard to the threshold 7.

models obtained via model extraction attacks and the attack
models are SNGANs. ME-PGGAN and ME-StyleGAN are
models obtained via model extraction attacks and the attack
models are PGGAN and StyleGAN, respectively.

Theoretically, if an ownership infringement detection
method is perfect, the upper bound of 7 is the minimum
confidence score of the positive (stolen) models, and the lower
bound of 7 is the maximum confidence score of negative
(honest) models. The range of upper and lower bounds can be
considered as the tolerance degree of the detection method.
In this work, we set 7 as 90% to ensure that the detection
method identifies positive suspect models with a high degree
of confidence.

E. Additional Comparison on the CelebA Dataset

To further demonstrate the generalization of our proposed
method, we conduct a comparative analysis with the Huang
method [31] on a new dataset CelebA.

The Huang method is a discriminator-based method for
detecting ownership infringement in GANs. This method
begins by incorporating an additional Pearson correlation
loss into the training of the target GAN model. Once the
GAN training is complete, it performs fine-tuning on the
discriminator using samples generated by the target model.
The fine-tuned discriminator is then used to detect ownership
infringement of a suspect model. Specifically, the method
compares generated samples from both the suspect and tar-
get models. If the Area Under Curve (AUC) score for the
discriminator on these samples approaches 0.5, the suspect
model is classified as a stolen model. In this work, we
adapt the evaluation metric to a unified confidence score for
consistency. Specifically, the AUC score is transformed by:
ConfidenceScore = 1 — |[AUCScore — 0.5| x 2. A threshold of
90% was set for the confidence score to determine ownership
infringement. For this comparison, we choose the SNGAN
trained on the CelebA-I dataset as the target model. We utilize
the official implementation of the Huang method and report
the best FID values for the target models achieved by the target
models across training snapshots.

In terms of model utility, our method significantly outper-
forms the Huang method, achieving an FID value of 11.62
compared to 44.45 with the Huang method. This result high-
lights the effectiveness of our method in preserving model util-
ity. The reduced utility in the Huang method can be attributed
to its additional loss term during training, which introduces
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Fig. 11: Detection performance on the CelebA dataset. The
target model is SNGAN.

instability into the training process and may compromise the
model’s performance.

Figure 11 presents the detection performance of our method
and the Huang method on the CelebA dataset. Overall, our
method consistently outperforms the Huang method. Both
methods correctly identify the physical stealing model (PS).
However, the Huang method demonstrates lower confidence
scores compared to our method when identifying the model
extraction model (ME).

Figure 12 illustrates the detection performance of both
methods under input and output perturbation attacks. As shown
in Figure 12(a), input perturbation attacks do not affect the
detection performance of either method. For instance, both
methods effectively defend against input perturbations in the
PS+Inp scenario. As depicted in Figure 12(b) and Figure 12(c),
our method remains robust under output perturbation attacks.
In contrast, the Huang method struggles to defend against such
attacks in cases like PS+Oup-a, where additive Gaussian noise
is applied to generated samples.

Figure 13 evaluates detection performance under additional
model extraction attacks using SAGAN and StyleGAN2 as
attack models. Our method achieves consistently high con-
fidence scores when identifying model extraction attacks,
significantly outperforming the Huang method.

In summary, our method exhibits superior model utility and
detection performance compared to the Huang method.

VIII. ADAPTIVE ATTACKS

In this section, we present the performance of our method
under adaptive attacks. That is, we assume that adversaries
have some knowledge of our ownership infringement detection
method, and design a series of specific attacks to evade it.

We discuss two types of adaptive attack scenarios. The main
design principle is that we assume that adversaries perceive
our method which is based on the common characteristics of a
target model and its stolen models. Therefore, the adversaries
attempt to decrease the confidence score of our method by
sacrificing model utility (i.e. the quality of generated images).
Specifically, in adaptive attack I, adversaries choose an inferior
performance GAN from multiple snapshots of a GAN when
mounting model extraction attacks. In adaptive attack II,
adversaries evade our detection by designing a series of output
perturbations by choosing the magnitude of the perturbation.

Figure 14 shows the detection performance under the adap-
tive attack I. Here, we choose an attack model SNGAN to
extract the target model SNGAN trained on FFHQ-I. We
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Fig. 12: Robustness to Obfuscations. Figure 12(a) illustrates detection performance under input perturbation. For output
perturbation, detection performance is shown in Figure 12(b) for physical stealing and in Figure 12(c) for model extraction.

The target model SNGAN is trained on CelebA-I.

__ 100

R

v 80

o

& 60

]

£ 40

°

‘t 20 mmm Ours

S wm] Hillong
0

SNGAN SAGAN

Attack Models
Fig. 13: Detection performance under model extraction attacks
with different GANs as attack models. The target model
SNGAN is trained on CelebA-I.

StyleGAN2

choose eight snapshots of SNGAN during model extraction
attacks. The performance of the attack model SNGAN, i.e.
FID(py, p3), ranges from 22 to 2, as depicted in the red line.
pg and py are the implicit distribution of the target model and
the attack model, respectively. We can observe that confidence
scores begin to decrease, then increase and remain at 100%,
with the decrease in FID of the attack model SNGAN. In
particular, the confidence scores of all snapshots are above
98%, which indicates that our method can correctly recognize
all snapshots as stolen models.

Figure 15 shows the detection performance under the adap-
tive attack II. Considering the model utility, we design three
strategies (strategy I, strategy II and strategy III) based on
different magnitudes of four types of output perturbation.
In Supplementary A-F, we show the magnitudes of output
perturbation of each strategy in Table A.2, and we visually
present images generated by each strategy in Figure A.7. The
quality of generated images becomes much noisier and blurrier
from strategy I to strategy III. Overall, we can observe in
Figure 15 that our method still can recognize all positive
suspect models, although the confidence score of each suspect
model decreases from strategy I to strategy III. In addition,
although strategy III can lower the confidence of our method,
the model almost cannot be used due to the low quality of
generated images visually. In practice, the loss in model utility
can make the adversaries less competitive in market share,
compared to legitimate model owners.

IX. DiscussioN

Our proposed method utilizes the common characteristics
shared between the target model and its stolen models to
detect ownership infringement. This is due to the fact that
these stolen models are derived from the target model, and
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Fig. 14: Detection performance under the adaptive attack I.
The target model SNGAN is trained on FFHQ-I. With the
increase in the performance of the attack model SNGAN, i.e.
FID(py, p3) decreasing from 22 to 2, the confidence score of

our method still remains above 98%.
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Fig. 15: Detection performance under the adaptive attack II.
The target model SNGAN is trained on FFHQ-I.
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thus preserve the common characteristics among them. In
contrast, independently trained honest models do not ex-
hibit these characteristics. The robustness of our method is
demonstrated across various adversarial scenarios, such as
obfuscation techniques and adaptive attacks. In practice, by
deploying this detection method, model providers can not
only deter adversaries from stealing their models but also
assert rightful ownership when disputes arise. Ultimately, it
can promote the ethical and responsible use of generative Al

X. CONCLUSION

In this paper, we have proposed a novel method to de-
tect GAN ownership infringement by leveraging the com-
mon characteristics of a target model and its stolen GANSs.
Extensive experimental evaluations demonstrate that: (a) In
terms of model utility, our method can bring lossless fidelity,
compared to models without protection, because it does not
modify well-trained target models. (b) In terms of robust-
ness, our method can achieve new state-of-the-art detection
performance, compared with watermark-based methods and
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fingerprint-based methods. Furthermore, we have also shown
that our method is still effective under two types of carefully
designed adaptive attacks. (c) In terms of undetectability, our
method is undetectable for adversaries because it builds on
a target model with normal training and does not rely on
watermarks or fingerprints. (d) In terms of efficiency, our
method requires about 1,000 generated samples to confidently
verify the ownership of a GAN. Finally, we also performed
a fine-grained analysis of our method from various aspects,
such as visualizing learned characteristics, the stability of
the performance with regard to the number of generations of
model extraction attacks and the number of generated samples.

Fine-tuning attacks remain a challenge for ownership pro-
tection on GANSs. In future, we plan to design more powerful
methods to defend against these types of attacks. In addition,
applying our detection method to other domains, such as
table data synthesis and text generation, is also an interesting
research direction.
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