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The System: multiple sessions may use same e-passport




The Specification: every session is with a new e-passport

> 2



Unlinkability: all sessions appear to be with new e-passport
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Attack: attacker has distinguishing strategy
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Modal Logic: describes attack strategy whenever attack exists
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Does the notion of equivalence matter?
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Does the notion of equivalence matter?
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Very much so.
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and Mark Ryan. CSF’10. Claims to have proof of strong
unlinkability, but none provided.
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attack on strong unlinkability — practical. Ross Horne, Sjouke
Mauw, and Zach Smith. Attack confirmed using state-of-the-art
bisimilarity techniques.



ICAO 9303 BAC Protocol (UK version)

e-Passport Reader

km, ke

get_challenge

Fresh nt, kt Fresh nr, kr

nt

Msg = {{nr, (nt', kr))};,
Mac = mac(Msg, km)

(Msg, Mac)

‘Mac # mac(Msg, km)

MSgl = {<TL2‘/7 (nr, k‘f>>}kc
Mad = mac(Msg, km)

(Msg, Mac)




Strong Unlinkability of UK BAC (as in Arapinis et al. 2010)

MainUK £ ¢k (ke, km).d(x).[x = get]vnt.c(nt).d(y).
ifsnd(y) = mac(fst(y),km) then
ifnt = fst(snd(dec(fst(y),ke))) then
vkt.let m = {(nt, (fst(dec(fst(y),ke)), kt))};, in
c{m,mac(m, km))
elsec(error)
else c{error)

Reader = ck(xk).c{gety.d(nt).vnr.vkr.
letm = {nr, {nt, kr))}fst(xk) in
c{m,mac({m, snd(xx))))

SystemUK = vci.(!Reader | lvke.vkm.!MainUK)

SpecUK £ vei.(!Reader | lvke.vkm.MainUK)

Theorem
SystemUK # SpecUK.



Certificate for Attack in Classical # M

¢p:= M=N equality abbreviations:
| ¢Ang conjunction M=#N=Z-(M=N)
| <7r ¢ diamond [n]q& = —|< >—|¢>
| ¢ negation PVY 2 (=g A-y)

vR(o|P)EM=N iff Mo =g NoandXn (fv(M)Ufv(N)) =0

A ()¢ iff  there exists B such that A== B and B = ¢.
A d1 A2 ifft AlE¢randAE ¢o.
AE ¢ ifft A = ¢ does not hold.

SystemUK = (c x)><c(y ><dget><6(z)>(
z # getA
[dz (
c(u))(d “><E(V)>(U # getAv # getAv # error)
%
[e(w)|(w = get)



Practicalities of Attack, informally

ke, km
e-passport suspended reader
ke, km
----------------------------------------------- > ---a
malicious [
'
fake reader ,
fresh nt, kt 1
1
malicious l
et_challenge i
g g fake passport : 1
1
. nt nt \
| \ fresh nr, kr ||
1
- |
1
' get_challenge !
3! 2
: nt ) 2
i ---V
'
, R R
1
Voo -
L] L]
C # error
.|

Assume  Msg = {{nr, (nt, k)}lke, R = (Msg, mac(Msg, km))
and  Msg' = {(nt, {nr, kt)}ke, C = (Msg’, mac(Msg',km)).



The distinguishing strategy behind the distinguishing formula

(1) System Spec
a(ur) lé(un
c(ur) lE(m)
dget \Ldget
a(v) l/E(v) &
() v = get
dv
dv dv
()
c(w)
c(w) lE(w) c(w)
w = get w = get
dw dw
laz) o)

z # error A z # get z = error z = get



A Reformulation of Unlinkability

> Reduce weak to equivalent strong bisimilarity problem.
> Make oberserving session initialisation less ad hoc.

MainUK(c, ke, km) = vnt.c(nt).c(y).
ifsnd(y) = mac(fst(y),km) then
ifnt = fst(snd(dec(fst(y),ke))) then
vkt.let m = {(nt, (£st(dec(£fst(y),ke)), kt))};e in
c(m,mac(m, km))
elsec{error)
elsec(error)

Reader(c, ke, km) = c(nt).vnr.vkr.
let m = {{nr, (nt, kr))}ke in
c{m,mac({m, kmy))

SystemUK = lvke.vkm.!(vc.r{c).Reader(c, ke, km) | vc.p{c).MainUK(c, ke, km))

SpecUK £ lvke.vkm.(vc.r{c).Reader(c, ke, km) | vc.p{c).MainUK(c, ke, km))

Theorem
SystemUK + SystemUK'.



Distinguishing Games Become Cleaner

(1) SystemUK SpecUK

e1) l?(co

(c2) l?(%)

p(cs) p(cs)
p(c3) e \
c3(nt) c3(nt) c3(nt)
% K
cq nt cont

la(w) l/ c2l
\Lcs w \Lca w c3w c3w)
la(z) l/ c2l

Z # error Z # error Z = error Z = error



Distinguishing formula corresponding to game

(T)SYSt?mUK SpecUK
\1/"(01) \Lr(q)
e B(cs) e Blcs)
p(cs
|7t e TR
\1/?3(”‘) ﬁ(nr) W(nr)

y & \1/ cqy nt \1/02 nt

Rl & R e
\LC3W \1103w \L%w ‘LCSW)
V@) V@@ e y

Z # error zZ + error Z = error

o= (F(cr))(F(c2) )(B(ca) )(Ta(nt))
(c1 nt)(er(w)){cs w)(cs(2))(z # error)

A (ce nt)(ca(w))(cs w)(Ca(2))(z # error) )

SystemUK = ¢ SpecUK I= ¢



Fix ICAO 9303 BAC Standard: Probabilistically Encrypt Error Message

e-Passport Reader

km, ke
_____________________________________________ >
get
Fresh nt, kt, r Fresh nr, kr
nt
M'Sg = {<77/T’7 <nt,a kr))}ke
Mac = mac(Msg, km)
(Msg, Mac)
Atac % nac(Msg, kom) ({(error, r)},., mac({(error, r)},, . km))
Y ;lé i ({(error, 7)},., mac({(error, 7)},, . km))
[
M'Sg/ = {<nt> <’fl'f‘, kt>>}ke
Macd = mac(Msg, km)
(Msg, Mac')




Strong unlinkability of fixed BAC protocol, within scope of ICAO 9303

MainOK(c, ke, km) vnt.c(nty.c(y).
ifsnd(y) = mac(£st(y),km) then
ifnt = fst(snd(dec(fst(y),ke))) then
vkt.let m = {(nt, (£st(dec(£fst(y),ke)), kt))};e in
c{m,mac(m, km))
elsevr,s.c{{{(error, )}k, mac({(error, r)}xe , km)))
elsevr,s.c{{{(error, r)}xe, mac({(error, r)}xe , km)))

Reader(c, ke,km) = c(nt).vnr.vkr.
let m = {{nr, (nt, kr))}ke in
c(m,mac({m, kmy))

SystemOK £ lvke.vkm.!(vc.r{(c).Reader(c, ke, km) | vc.p{c).MainOK(c, ke, km))

SpecOK = lvke.vkm.(vc.r{c).Reader(c, ke, km) | vc.p{c).MainOK(c, ke, km))

Theorem
SystemOK ~ SpecOK.



Lessons learned for verification

Should avoid mistaken claims (e.g., SystemUK ~ SpecUK in Arapinis et al. 2010), by
improving methods and tools for equivalence checking.

Our method:

> Reduce to equivalent strong bisimilarity problem, thereby avoiding image-finiteness
issues.

> Quasi-open bisimilarity was used to find our attack quickly and systematically.

> An intuitionistic modal logic ¥ M was used to confirm the attack.

> Finally we check the attack also holds under classical assumptions.

When unlinkability holds, construct a quasi-open bisimulation as a witness.

Privacy properties are subtle, so are more sensitive to different equivalences than
security properties.



Conclusion: impact for society

Responsible disclosure: ICAO have been notified.

Manufacturers of e-passport readers should take responsibility.
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Conclusion: impact for society

ICAO publicly confirm the vulnerability: “the described issue, which could
be exploited for example at border controls or at other inspection system
areas, would only allow adversaries to be able to know that somebody
recently passed through a passport check— and even without opening
their ePassport.” — office of the secretary general of ICAO
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