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Abstract We formally study two privacy-type properties for e-auntiorotocols:
bidding-price-secrecy and receipt-freeness. These piepare formalised as ob-
servational equivalences in the applied pi calculus. Wéyaedhe receipt-free auc-
tion protocol by Abe and Suzuki. Bidding-price-secrecylof protocol is verified
using the automatic verifier ProVerif, whereas receipéifiess of the protocol is
proved manually.
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1 Introduction

Auctions are ways to negotiate exchange of goods and ser¥ée uses-auctions
to refer to auctions over the Internet. A typical (e-)auctieorks as follows: a seller
offers items to bid, then bidders submit bids, finally auntiers decide the winner.
In a traditional auction, bidders attend the auction in per€ompared to the tra-
ditional auctions, e-auctions attract more participaagajsers with the Internet can
join an auction. Real-life examples are well-known welssitke eBay, eBid, Ya-
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hoo'auctions and so on. E-auction protocols are also the subject of aveditid of
research [27, 14, 40, 5, 36, 17, 39].

There are different types of (e-)auctions. For instancpedding on whether the
bids are public, there are sealed-bid auctions and opeatluitions;

e Sealed-bid auctions: There are two phases in an auction: the bidding phase and
the opening phase. Bidders can only submit bids in the bigddhrase. All bids
are sealed in the bidding phase and opened in the opening.phas

e Open-hid auctions: Bids are broadcast to all participants.

Other criteria to classify (e-)auctions exist. For examgkpending on the bidding
price increases or decreases, there are English auctibitbr{eeds to be higher than
the previous one; the winning bid is the final bid) and Dutchtians (the bidding
price decreases until a bid is submitted); depending ondlwikation of payment,
there are first-price auctions (the winner pays for the greebid (highest price)) and
Vickrey auctions (the winner pays for the second highese)riDifferent auctions
are suitable for different types of negotiations, e.g.,|IEBhgauctions are often used
in real estate, Dutch auctions are often used in flower gglind Vickrey auctions
are favoured by economists as Vickrey auctions are beteraturaging bidders to
express their real estimation on the value of the items t@hipt9].

Many security issues have been identified in e-auctiond) agca bidder may
falsely claim or forge bids, the auctioneer may corrupt wither bidders [48]. Be-
side security issues, an important problem with existiagietion systems is privacy.
The link between a bidder and his bids needs to be protectsddmsinformation
can be used to target a bidder with unsolicited junk mailstbelomalicious pur-
poses, e.ghid shielding!. A major challenge of designing a protocol is to ensure
the functionality of the protocol. In addition to that, a thage for designing a pri-
vacy preserving e-auction protocol is that too much anotymay allow bidders
to repudiate bids, whereas insufficient anonymity allovekibis to be profiled.

Depending on different types of auctions, privacy may hauging levels. For
instance, in sealed-bid auctions, all bids are sealed tlmatilvinner is determined,
thus, if auctioneers can decide the winners without knowfiregnon-winning bid-
der’s bids, sealed-bid auctions can offer bidding-pricaesey for non-winning bid-
ders; while in open-bid auctions, all the bids are publistgaime auctions require
that the auctioneer cannot link a bidder to his bids, whesease others do not. The
arguments of this are made according to the following lite&/ickery auctions, a
bidder’s bid reflects the bidder’s valuation of the item bid &nowing a bidder’s
bid, an auctioneer knows the bidder’s valuation. Since timming bidder pays for
the second highest price, the auctioneer could enter a bidsiightly lower than
the bidder’s valuation, to increase the auction’s reved@ [Contrarily in English
auctions, a bidder’s previous bids reveal less informatiiotme bidder’s future bid,
thus, that the auctioneer knows the link between a biddethé&gdrevious bids is

1 A dishonest bidder submits a higher price to deter other biddiérslewer valuations, when it
approaches the close time of the auction, the dishonest bidtledrasvs his bid in order to win
with another lower bid from him.
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less harmful [49]. In general, sealed-bid e-auctions meqgthiat the non-winning
bidders bidder-bid relation should be kept secret.

In addition to the above privacy notions, a stronger privaoyion — enforced
privacy — has also been identified. In sealed-bid e-aucteh&lder may be coerced
to bid a low price, so that the coercer can win an auction withuareasonably
low price. The phenomenon that a coercer tries to controtimning price by
coercion is call bid-rigging. Note that the traditional &ans do not suffer from
bid-rigging, as the bidders do not have receipts on subngitti bid [30]. Inspired
by the requirement of receipt-freeness in e-voting thattarvehould not be able
to prove his vote to a voter-buyer, the requirement of raefegeness for fighting
against bid-rigging has been identified [44].

In general, the following two privacy notions are required Sealed-bid e-
auctions:

Bidding-price-secrecy: A sealed-bid e-auction protoaeisprves bidding-price-
secrecy for non-winning bidders if the adversary cannotmeine the bidding
price of any non-winning bidder.

Receipt-freeness: A sealed-bid e-auction protocol isipedese for non-winning
bidders if a non-winning bidder cannot prove how he bids &atversary.

In this paper, we formalise these two privacy notions in tppliad pi calcu-
lus and then we study the protocol AS02 proposed by Abe andks(&E]. Abe
and Suzuki claim that their protocol satisfies the above ®eguirements for non-
winning bidders and provide an informal analysis. Howesegurity protocols are
notoriously difficult to design and analyse, and proofs afusity protocols are
known to be error-prone, thus we do not want to rely on an m&dranalysis.
In several cases, formal verification found security flawgriotocols which were
thought to be secure [38, 15, 19]. Formal verification haswshits strength in find-
ing attacks and proving correctness of security protodolthis paper, we formally
verify whether bidding-price-secrecy and receipt-freeigold in their protocol. We
model the AS02 protocol using the applied pi calculus [3]e Bpplied pi calculus
provides an intuitive way to model concurrent systems, @ajlg security proto-
cols. Moreover, it is supported by ProVerif [8], a verifieatitool which can be used
to verify a number of security properties automatically. AAgjgested in [19], we
use observational equivalence to express bidding-pecessy and receipt-freeness
in the applied pi calculus. Previously, formalisation oivpcy-type properties has
already been successfully executed in the domain of vo88g19] (similar ideas
were developed in a different formal framework [31]). Bidghprice-secrecy for the
ASO02 protocol is verified automatically using ProVerif, wbas receipt-freeness is
proven manually. We show that both of the two properties Hofdnon-winning
bidders. Note that an extended abstract of our work has aggh&athe proceedings
of 7th International Workshop on Formal Aspects in Secuaityg Trust [21].



4 Naipeng Dong, Hugo Jonker, Jun Pang University of Luxembourg

2 The applied pi calculus

The applied pi calculus is a language for modelling and asiiadyconcurrent sys-
tems, in particular cryptographic protocols. It assumesDiolev-Yao model [20]
for adversaries which have full control of the network. N&ynan adversary can
eavesdrop, replay, block and inject messages. The adyemabe modelled as an
arbitrary process running in parallel with the protocol,igbhcan interact with the
protocol in order to gain information.

The following briefly introduces its syntax, semantics agdiealence relations.
It is mainly based on [3, 43].

2.1 Syntax

The calculus assumes an infinite senafmes (which are used to model communi-
cation channels or other atomic data), an infinite setanfables (which are used
to model received messages) and a signafucensisting of a finite set dfinction
symbols (which are used to model cryptographic primitives). Eaatcfion symbol
has an arity. A function symbol with arity zero is a constant.

Example 1. In cryptographic protocols, typical function symbols are with arity
2 for encryption andiec with arity 2 for decryption.

Terms (which are used to model messages) are defined as names$|esriar
function symbols applied to terms (see Figure 1).

M, N, T:= terms
a, b, my n,... names
X, Y, Z variables
f(My,...,My) function application

Fig. 1 Terms in the applied pi calculus.

The applied pi calculus assumes a sort system for terms.sTeambe of a base
type (e.g., KEY or a universal base type DATA) or tyBbannel{w) wherew is
a type. A variable and a name can have any type. A function sycdn only be
applied to and return, terms of base type. Terms are asswnmriwell-sorted and
substitutions preserve types.

Terms are often equipped with an equational theé®ry a set of equations on
terms. The equational theory is normally used to capturifes of cryptographic
primitives. The equivalence relation inducedbys denoted as-g.

Example 2. The behaviour of symmetrical encryption and decryption loarcap-
tured by the following equationtec(enc(x,y),y) =g X, wherex,y are variables.
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Systems are described as processes: plain processes andegkprocesses (see
Figure 2). In Figure 2M andN are termsn is a hamex is a variable andi is

P, Q R:i= plain processes
0 null process
P|Q parallel composition
P replication
vn. P name restriction
if M=gN then P else Q conditional
in(u,x). P message input
out(u,M). P message output

A, B, C:= extended processes
P plain process
AlB parallel composition
vn. A name restriction
VXA variable restriction
{M/x} active substitution

Fig. 2 Processes in the applied pi calculus.

a metavariable, standing either for a name or a variable.nlifleprocess 0 does
nothing. The parallel compositioR | Q represents the sub-procé®snd the sub-
procesQ running in parallel. The replicatiorP!represents an infinite number of
processP running in parallel. The name restrictionn. P binds the nama in the
procesd, which means the nameis secret to the adversary. The conditional eval-
uationM =g N represents equality over the equational theory rathergtrast syn-
tactic identity. The message inpatu,x). P reads a message from chanoghnd
bounds the message to the variabla the following proces®. The message out-
putout(u,M). P sends the messa@é on the channel, and then runs the process
P. Extended processes add variable restrictions and actba&igitions. The vari-
able restrictiorv x. A bounds the variablein the proces#. The active substitution
{M/x} replaces variablg with termM in any process that it contacts with. We also
write “let x=min P" to represenP{M/x}.

Names and variables have scopes. A nanmmimd if it is under restriction. A
variable isbound by restrictions or inputs. Names and variablesfegeif they are
not delimited by restrictions or by inputs. The sets of fregnes, free variables,
bound names and bound variables of a progeae denoted afé(A), fv(A), bn(A)
andbv(A), respectively. A term iground when it does not contain variables. A
process iclosed if it does not contain free variables. fkame is defined as an
extended process built up from 0 and active substitutionpargllel composition
and restrictions. The active substitutions in extendedgsses allow us to map an
extended procesto its frameframe(A) by replacing every plain processAmwith
0. Thedomain of a frameB, denoted adomain(B), is the set of variables for which
the frame defines a substitution.cantext #’[_] is defined as a process with a hole,
which may be filled with any process. An evaluation contezgt¢®ntext whose hole
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is not under a replication, a condition, an input or an outputally, we abbreviate
the proces® nj.---v nn. Pasv . P.

2.2 Operational semantics

The operational semantics of the applied pi calculus is ddfioy: 1) structural
equivalence %), 2) internal reduction-¢), and 3) labelled reduction‘—'é) of pro-
cesses.

1) Informally, two processes are structurally equivalénbéy model the same
thing but differ in structure. Formally, structural equamce of processes is the
smallest equivalence relation on extended process thimseabya-conversion on
names and variables, by application of evaluation contexthown in Figure 3.

PAR-0 Al0 = A

PAR-A A|(B|C) = (A|B)|C

PAR-C A|B = B|A

REPL P = PJIP

SUBST {M/x}|A = {M/x} | A(M/x}

NEW-0 vuo =0

NEW-C VUVV.A = VVVUA

NEW- PAR Alvu.B = vu (A|B) if  uégfn(A)Ufv(A)
ALIAS vx. {M/x} =0

REWRITE {M/x} = {N/x} if M=gN

Fig. 3 Structural equivalence in the applied pi calculus.

2) Internal reduction is the smallest relation on extendedgsses closed under
structural equivalence, application of evaluation of eatg as shown in Figure 4.

COMM out(c,x). P|in(c,x).Q — P|Q
THEN if N=gN then Pelse Q — P
ELSE if M=gN then Pelse Q — Q
for ground terms M, N where M #gN

Fig. 4 Internal reduction in the applied pi calculus.

3) The labelled reduction models the environment intemgotiith the processes.
It defines a relationA < A’ as in Figure 5. The labet is either reading a term
from the process’s environment, or sending a name or a Varidtbase type to the
environment.
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IN in(c,x). P M. prv /x
OUT- ATOM out(c,u). P MY, p
out(c,u) ’
OPEN- ATOM A—— A ufc
V u. out(c,u) 1
VLA —— A
SCOPE A % A u does not occur in a
vuA & vu A
PAR A % A bv(a)Ufv(B)=bn(a)Nfn(B) =0
AlB & A|B
STRUCT A=B B & B A=8
AL A

Fig. 5 Labelled reduction in the applied pi calculus.

2.3 Equivalences

The applied pi calculus definebservational equivalence andlabelled bisimilarity

to model the indistinguishability of two processes by theeadary. It is proved that
the two relations coincide when active substitutions arbaxe type [3, 37]. We
mainly use the labelled bisimilarity for the conveniencepaodofs. Labelled bisim-
ilarity is based orstatic equivalence: labelled bisimilarity compares the dynamic
behaviour of processes, while static equivalence comphaedrsstatic states (as rep-
resented by their frames).

Definition 1 (static equivalence).Two termsM andN are equal in the fram8,
written as(M =g N)B, iff there exists a set of restricted nanrearid a substitution
o suchthaB=v . g, Mo =g No andrin (fn(M) Ufn(N)) = 0.

Closed frame® andB’ are statically equivalent, denotedBis:s B, if
(1) domain(B) = domain(B');
(2) VtermsM,N: (M =g N)BIiff (M =g N)B'.

Extended processe§ A’ are statically equivalent, denoted Asss A, if their
frames are statically equivalefitame(A) ~g frame(A).

Definition 2 (labelled bisimilarity). Labelled bisimilarity (=) is the largest sym-
metric relationZ on closed extended processes, suchA¥&B implies:

(1) A= B;

(2) if A— A thenB —* B' andA' Z B’ for someB’;

(3) if A% A andfv(a) C domain(A) andbn(a) Nfn(B) = 0; thenB —* < —* B’
andA' #Z B’ for someB’, where * denotes zero or more.
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3 ProVerif

The verification of protocols modelled in the applied pi cdls is supported by an
automatic verification tool ProVerif [8, 9, 10]. The tool Hamen used to verify many
security and privacy properties, e.g., see [1, 2, 13].

ProVerif takes a protocol and a property modelled in the iadgbi calculus as
input, returns a proof of correctness or flaws as output. Agoa modelled in the
applied pi calculus is translated to Horn clauses [29]. Tdheesary ability is in-
terpreted as Horn clauses as well. Using these clausesethieation of secrecy
(e.g., secrecy df) is to determine whether a predicate (e.gttéck : M” meaning
that attack know#1) can be deduced. However, not all properties can be exptesse
as such predicates. Many of such properties can be exprasseguivalences of
processes, for example, strong secrecy which is defineckasdtrersary’s inability
to distinguish when the secret changes. Therefore, iniaddiProVerif provides
automatic verification of labelled bisimilarity of two pregses which differ only in
the choice of some terms [12]. Strong secrecy of a varialdan be verified by
querying “noninterfx’, meaning that no matter how the variablés instantiated,
the adversary cannot detect any difference between thetmtiations. An opera-
tion “choicela, b]” is also used to model the different choices of a term in the tw
processes. Using this operation, the two processes canitbermas one process —
a bi-process. Using the first parameter of althoice” operations in a bi-proced?,
we obtain one side of the equivalence (denotef$#®)); using the second param-
eters, we obtain the other side (denotedragP)). Given a bi-procesB, ProVerif
determines whethdst(P) is labelled bisimilar tand(P).

4 Formalisation of privacy notions in e-auctions

We formalise the two identified privacy notions, biddingeprsecrecy and receipt-
freeness, using the applied pi calculus in the context déddaid e-auctions. An e-
auction protocol normally involves two roles: bidders andt@éneers. An e-auction
protocol withn, bidders andh, auctioneers can be modelled as:

Ppig := v chandata. (Pk | Ppa |-+~ | Pon, | Pa1 |-+ | Pan,),

wherePy, is an instance of a bidder proce,; is an instance of an auctioneer
processPx is the key distribution process, aestlandata models private data and
private channels.
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4.1 Bidding-price-secrecy

Bidding-price-secrecy for non-winning bidders can be falised in two levels:
standard bidding-price-secrecy and strong bidding-psesrecy. Standard bidding-
price-secrecy is formalised as the adversary cannot dixéeidding price of a non-
winning bidder. Strong bidding-price-secrecy is formadisas the adversary cannot
even distinguish between the case when a bidder bids fag @and the case when
the bidder bids for price. In other words, the adversary cannot tell whether a bidder
changes his bidding price fromto c.

Formalisation similar to strong bidding-price-secrecg baen used, e.g., vote-
privacy [19]: a process in which votep votes fora (Pya{a/vote}) and votervg
votes forc (Pyg{c/vote}) is observationally equivalent to a process whereotes
for ¢ (Pya{c/vote}) andvg votes fora (Pyg{a/vote}). The idea is that even if all
other voters reveal how they voted, the adversary cannaiodettie votes of votery
and voteng, given voterva and votervg counterbalance each other. Different from
privacy in voting where the voting result is published, iale€l-bid e-auction proto-
cols, normally a non-winning bidder’s bidding price is nobfished. Therefore, we
do not need a counterbalancing process. Instead, we needesprin which a bid-
der bids for a higher price so that non-winning bids are ne¢aed in the opening
phase. Therefore, strong bidding-price-secrecy is fagedlas follows:

Definition 3 (strong bidding-price-secrecy for non-winnirg bidders).An auction
protocolPyg4, with a bidder sub-process represente®g@ssatisfies strong bidding-
price-secrecy for non-winning bidders, if for all possiblddersba andbg we have:

©b[Poa{@/m} | Pos{%/m}] ~¢ Gb[Poa{/po} | Pos{d/ps}]
with a < d andc < d.

The contextéy[-] is used to capture the assumption made on the checked proto-
col, usually it includes the other honest participants i photocol, i.e. &[] :=

v chandata. (Pk | Po1 | -+ | Pogy—2) | - | Pa1 | -+ | Pan,)- The proces®p, is a
bidder process executed by a non-winning bidgerThe proces®yg is a bidder
process executed by another bidbdgmwho bids for a higher price. The varialg
indicates the bidding price in a process. Hence, the pres®sg{a/p,}, Poa{%m},
andPye{d/p,} capture biddeba bidding for pricea, bidderba bidding for pricec,

and bidderbg bidding for priced, respectively. The intuition is that the adversary
cannot determine whether a non-winning bidder bids forgaior pricec, provided
there exists another bidder who bids for a higher pdice

4.2 Receipt-freeness

Receipt-freeness means a bidder cannot prove to an adyéhnsahe has bid in a
certain way. It is useful to protect bidders from being ceérto show how they bid.
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Intuitively, bidding-price-secrecy protects a bidderns/pcy when the bidder does
not want to reveal his private information, while receipgeness protects a bidder’s
privacy when the bidder is willing (or coerced) to reveasthi

In voting, receipt-freeness can be formalised as an obsemahequivalence [19].
A voting protocol satisfies receipt-freeness if the advgrsannot distinguish (ob-
servational equivalence) whether a voter genuinely didvoting or that voter
claimed to do so, but voted for another candidate. In ordenddel observational
equivalence, the situation that a voter provides his sécf@tmation to the adver-
sary is modelled first:

Definition 4 (processP¢k¢ [19]). Let P be a plain process anthc a channel name.
Pcr¢, the process that shares allRi§ secrets, is defined as:

ochc fal O,

(P | Q)chc ol pchc | Qchc

(vn. P)°i¢ = v n. out(chc,n). PE¢ whenn is a name of base type,

(v n. P)°h¢ = vy n. Ph¢ otherwise,

(in(u,x). P)°B¢ = in(u,X). out(chc,X). Pt whenx is a variable of base type,
(in(u,X). P)B¢ = in(u,x). P<B¢ otherwise,

(out(u,M). P)b¢ 2 out(u, M). Pehe,

(!P)chc ol !Pchc

(if M =g N then P else Q)¢ = if M —¢ N then P2 else Q°t°.

Delauneet al. also define process transformatiaifut(<2e) which can be consid-
ered as a version of proceghat hides all outputs on public chanrslc.

Definition 5 (processA'°ut(cke.) [19]). Let A be an extended process. The process
Alout(che) s defined aw che. (A |lin(chc,X)).

When modelling online auction protocols, we also need to rhibgesituation in
which a bidder shares his secret information with the acdwgrdVe use the above
definition directly in our model. Intuitively, a bidder whiares information with
the adversary sends all input of base type and all freshlgmgéed names of base
type to the adversary over a public chaneet. It is assumed that public channels
are under the adversary’s control.

Now, we can define receipt-freeness for sealed-bid e-augtiotocols. Again,
we need a bidder proceBgg in which bidderbg bids for a higher pricel, so that
non-winning bids are not revealed. Intuitively, if a nonawing bidder has a strategy
to cheat the adversary, and the adversary cannot tell tfezetite between whether
the bidder cheats or not, then the protocol is receipt-free.

Definition 6 (receipt-freeness for non-winning bidders)An auction protocoPy;q,
with a bidder sub-proced?,, satisfies receipt-freeness for non-winning bidders, if
there exists a closed plain procésssuch that:

1. Pyloutere) ) Poafe/py},

2. ©b[Poa{a/po ™ | Pog{d/mo}] ~¢ €b[Pr | Poa{d/my}]

with a< d andc < d.
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Proces$ is a bidder process in which biddex bids for pricec but communicates
with the adversary and tells the adversary that he bids foe pr Proces®pa{¢/py }

is a bidder process in which biddbx bids for pricec. ProcesPpa{a/p,} ¢ is a
bidder process in which biddé bids for pricea and shares his secrets with the
adversary. Proce$%5{d/p,} is a bidder process in which biddes bids for a higher
priced. The first equivalence says that ignoring the outputs biddenakes on the
channelchc to the adversanp; looks like a normal process in whidi bids for
price c. The second equivalence says that the adversary canntheedifference
between the situation in whicha obeys the adversary’s commands and bids for
pricea, and the situation in whicha pretends to cooperate but actually bids for price
¢, provided there is a bidding proceBgg that bids higher, ensuring that bidding
processe®p andP; are not winners. Receipt-freeness is a stronger propeaty th
bidding-price-secrecy, for the same reason as receipii®s in e-voting is stronger
than vote-privacy (as shown in [19]).

5 Case study: the AS02 protocol

After receipt-freeness has been identified in sealed-laidations. Abe and Suzuki
proposed the first protocol which aims to prevent bid-rigginthe AS02 proto-
col [5]. In this section, we analyse botidding-price-secrecy andreceipt-freeness
for non-winning bidders in the AS02 protocol. The main stepthe protocol are
depicted in Figure 6.

5.1 Introduction

This protocol is a sealed-bid e-auction protocol. The protanvolvesn bidders
by,...,bn andk auctioneeray,...,ax. A price list is published before the protocol.
During the protocol, each bidder sends a commitdaary price in the price list:
‘yes' if he wants to bid that price, ‘no’ otherwise. Auctiars work together to
open the commitments of all bidders from the highest priagrdontil the winning
bid(s) is/are found.

5.2 Physical assumptions

In order to ensure privacy of bidders, the protocol has twesal assumptions:
al: abidding booth for the bidders, and

2 The protocol does not specify how to resolve the case where #herewer bidding items than
winners.
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a2: aone-way untappable channel from every bidder to evertyameer.

The bidding booth enables a bidder to privately submit a l@é from control or
observation of the adversary. The untappable channelseenswadversary can see
messages sent.

5.3 Settings

Before starting the protocol, one auctioneer publisheaeneasing price lists, ..., pm,
a messag®lyes for “I bid”, a messageviy, for “I do not bid”, a generatog of sub-
group ofZy, with orderq, whereq, p are large primes witip = 29+ 1.

5.4 Description of the protocol

The protocol consists of two phases: bidding and opening.

Bidding phase.A bidder in the bidding booth chooses a secret kgyublishes his
public keyh = g* with a predetermined signature. Then the bidder chooseses se

of random numbersy,...,ry as secret seeds, one random number for each price,
and decides a pricg, to bid for. Then he generates a bit-commitment for each price
pe (1< ¢ <m), using the following formula:

—— { gmyﬁhré if py = po (a bid for pricep,)

gVioh'e if pr # Po (not a bid for pricepy)
Next, the bidder publishes the sequence of the bit-comnmnitsngith his signature.
Then he proves to each auctioneer that he knows the secréidgdy—= x and the
discrete logs (logecmtP:,. .. logycmtP™) using interactive zero-knowledge proofs.
Finally, he computes-out-ofk® secret shares'[ for each secret seaq and each
auctioneen;, and then sends the signed secret sHpoaer the one-way untappable
channel to the auctioneey.

Opening phaseAuctioneers together iterate the following steps for eattep, =
Pm; Pm—1, - - - , p1 UNtil the winning bid is determined.

Each auctionees; publishes secret sharel;(the (-th secret share of a bidder
sent to auctioneer;) of all bidders. For each bidder, all auctioneers work thget
to reconstruct the secret seggdand check for each bidder whether

cmtPt 2 gMyesh

3t is a thresholdk is the number of auctioneers, it means only more thauctioneers together
can reconstruct the secret seeds.
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msc [AS02]
ssk, spk, py, ..., Pm spk, P1, ..., Pm
auctioneer;
| generate sk |
sign(pk(sk), ssk)
| generate ri,...,7y I
| choose price py |
| compute cmitP!, ... cmtPm I
sign((emtP, ..., cmtP™), ssk)
interactive zero-knowledge proof: origi-
nator of the commitments
[
compute 7¢,...,7¢ i€ {1,...,k} I
Sign(("‘iv ) 7‘7in)7 SSk)
| find the winner with other auctioneers
] *

Fig. 6 The AS02 protocol.

If there exist some bidders for which the above equivaleacesatisfied, the auc-
tioneers finish checking the current price and then stophisdase, the price,
is the winning price, those bidders are winning biddershéré is no equivalence
existing, which means there is no bidder bidding for the gopic the auctioneers
repeat the above process on the next lower price.

5.5 Claimed properties

The authors claim the following properties: bidding-pfgecrecy and receipt-
freeness for non-winning bidders. Intuitively, the bidgliprice of each bidder is
sealed in the bidding phase, and only the winning bidderklibg price is re-
vealed in the opening phase, thus the adversary does nottkiedsidding price for
non-winning bidders, thus standard bidding-price-seciecsatisfied. The strong
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bidding-price-secrecy is satisfied mainly due to the randamber used in calcu-
lating the bit-commitments.

Informal reasoning of receipt-freenessWe useM to represent eithévlyes Or Mno,
the formula for computingmt®’ is of the following form:

cmtPt =gM . h'e = gM. (g9 = gMae

sinceh = g*. Thus, logcmt” = M + xr,. By using interactive zero-knowledge
proofs, a bidder is proved to know his secret kegnd discrete logs logmtP:.
An interesting property of chameleon bit-commitments & ththe bidder bids for
pricepy,

logy CmtP! = Myes + X1y

he can calculate a fake such that:
loggcmt? = Mno+xr;  and 1y = (Myes+Xr; —Mno) /X.

Using the faker), the bidder can show that the bit-commitmentt® is opened
as messaghl,,, which means the bidder did not bid for pripge Using the same
method, a bidder can open a ‘no’ bit-commitment as a ‘yestbihmitment. Thus,
the commit leaks no information concerning the bid, thushtigeler cannot prove
how he bid, i.e., receipt-freeness is satisfied.

5.6 Modelling

We model the AS02 protocol in applied pi, using two simplificas:

sl: one honest auctioneer; and
s2: perfect zero knowledge proofs.

In the protocol, auctioneers are cooperating to find the intpbid. It takes at least
t auctioneers to decide the winner, thus guaranteemg-ofk secrecy. As we fo-
cus on bidder privacy, we need to consider only one honesioaeer. Thus, we
simplify the model to have only one honest auctioneer. The2\&otocol uses in-
teractive zero knowledge proofs to guarantee that eactebldtbws his secret key
and the discrete logs of bit-commitments. However, theildetd these proofs are
left unspecified, and thus we did not include them in the madfel simply assume
that the zero knowledge proofs are perfect, that is, 1) weras®ach bidder knows
his secret key and discrete logs of bit-commitments and R}eligible bids are
not allowed (modelled as the adversary is not able to gemetagible bids), since
the zero knowledge proofs are used to prevent non-eligidigeos from submitting
bids.

In addition, the AS02 does not specify how the auctionedirthtesigned public
key from the signed commitments generated by the same bitiderder for the
auctioneer to distinguish the two messages, in our modellin
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s3:  we use a symbdlin the signed public key messages.

Signature and equational theory.The signatures and the equational theory model
cryptographic primitives used in the protocol. We fix a lisbmders by, ..., bp) and

an ordered list of prices(, ..., pm), which are modelled as functions with arity O.
We define functiomextbidder to find the next bidder in the bidder list, and function
nextprice to find the next lower price in the price list.

nextbidder(by) = by nextprice(pm) = pm-1

nextbidder(bn_1) = by nextprice(p2) = p1
nextbidder(b,) = L nextprice(py) = T

Functionchecksign is used to check whether the public signature key is the right
one for the signed message, and we use fungt@msg to get the original message
from a signed message. Particularly, chameleon bit-comerits are modelled as a
functioncommit with arity 3 (a random number, public key of the bidder and-mes
sageM eitherMyes or Mpo). The relevant properties of chameleon bit-commitments
are captured in the following equational theory.

commit(r, pk(sKp), Myes) =g commit(f(r),pk(skp),Mno)  etl
commit(r, pk(skp), Mno) =g commit(f(r), pk(skp), Myes)  €t2
open(commit(r, pk(sky),m), 1, pk(Skp)) =g m

ConstantdM, andMyes represent “l do not bid” and “I bid”, respectively. The pa-
rameterpk(sky) is the public key of a bidder, andis the secret seed the bidder
chooses. Functiof{r) returns the fake secret seed of a secret se¥te can model
the functionf by just giving one parameter - the real secret seed. Becaasesw
sume that each bidder knows his secret key and discrete fdgjis@mmitments,
he can compute the fake secret seed for each real secretaseexplained in the
previous sectich In fact, from the formula in Section 5.5(r) returns the alterna-
tive secret seed of which leads to the opposite opening result of a bit-commitm
Thus, givenf(r), which opens a bit-commitment &es(Mno), the bidder can also
computer which leads taVing(Myes), i.€.,f(f(r)) =g r. The first equivalences(1)
means that if a bidder chooses a secret sedills for a price, and calculates the
bit-commitmentcommit(r, pk(sky), Myes), he can compute a fake secret sé@d,
and by using this fake secret seed, the bit-commitment caspbred as message
Mno, Which means “I do not bid”. The second equivalene) shows that the op-
posite situation also holds. The third equivalence models @ bidder can open a
bit-commitment with the corresponding public key and seseed (potentially be-
ing fake). These three equivalences allow a bidder to opéreimmitment as if he
bids for that price, when actually he does not; and vice vexBdunctions defined

4 The bidder proves that he knows his secret key and discretefdiscommitments, using zero-
knowledge proofs. Due to the perfect zero-knowledge assumpgtierbidder is assumed to have
that knowledge; and the adversary is assume not to have the ldgevéend thus cannot apply
function. Hencef is defined aprivate in Figure 7, meaning that the adversary cannot apply it.
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in this model are shown in Figure 7 and the equational theoshown in Figure 8.
Note that the functions and equational theory are definetiérProVerif untyped
style (for details, see [11]), which slightly differs fronpglied pi®. In particular,
funis used to denote function in ProVerif, the numerical nunfblowing a func-
tion symbol is the arity of the function, ardduc andequation are used to denote
the equational theory in ProVerif (instead of usiag in applied pi)®.

fun by/0, ..., fun bp/0, fun p1/0, ..., fun pyn/0, fun Myes/0, fun Myo/0,
fun true/0, fun pk/1, fun commit/3, fun sign/2, private fun f/1, fun k/0

Fig. 7 Functions.

reduc checksign(sign(m, sk), pk(sk)) = tru
reduc getmsg(sign(m,sk)) = m
equation commit(r, pk(Skp), Mno) = commit(f(r), pk(skp), Myes)
equation f(f(r)) =r
reduc  open(commit(r, pk(skp),m),r, pk(skp)) = m

Fig. 8 Equational theory.

Main process.For each biddeb;, the main process (see Figure 9) generates two
private channelprivchbj (m21) andprivchabj (m2). These channels are used for
instantiating a bidder process. In particular, a biddeeikexs his secret signing key
from Channelprivchbj; and the auctioneer receives the corresponding public key
from Channelprivchabj. In addition, the main process generates an untappable
channeluntapchbj for biddersbj (m3). The untappable channel is shared between
each bidder and the auctioneer. The private charsyelsh,, ,...,synch, are gen-
erated for modelling conveniencmd). These channels are used by the auctioneer
to collect all necessary information before moving to therdpg phase. The main
process launches a key generating proégs$mb5), n instantiations of the bidder
process ifHi5-m8) and an instance of the auctioneer proces8)( Four variables
need to be instantiated in an instance of bidder procesitiikng pricepy, the
untappable channehtapch, the private channgirivch and the public channel for
that bidderch. For the simplicity of modelling, each biddey has a distinct public

5 In the untyped ProVerif style, functiamextbidder andnextprice cannot be used as in Figure 12.
In the ProVerif code, we consider them as predefined. Additlpnthe two equationgtl and
et2 can be unified into one, due to the equati¢f(r)) =g r, e.g., by replacing with f(r) in etd,
we obtaincommit(f(r), pk(skp ), Myes) =g commit(f(f(r)), pk(SKkp), Mno). Sincef (f(r)) = r, the
equation coincides witht2.

6 The ProVerif code is available at http://satoss.uni.lu/mrisjepriv, under title ‘Formal analysis
of a receipt-free auction protocol in the applied pi'.
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channekhy, . The correspondence betquaﬂlvchabj ,untapch, andchy, allows

the auctioneer to distinguish messages from the same biddéis way, we avoid
modelling the auctioneer classifying messages by biddsrsifecking signatures).
Note thatpy, ,..., pp, are parameters, each of these parameters has to be intstntia
with a constant in the published price list, . .., pm.

Pasz i=
m1l. Vv privchy, . V privchy,. -+ .V privchy .
m2. Vprivchay, .V privchay,. ---. Vprivchay, .
m3. V untapchy, . Vuntapchy,. ---. V untapchy, .
m4. Vv synchy, . V synchy,,. -+ . V synchy, .
mb5. (Pc|(let  po=pp, in let  untapch=untapchy, in
mé. let privch=privch, in let ch=chy In Py)|
m7. | (let  pp=pp, in let  untapch=untapch, in
m8. let privch=privch, in let ch=chy, in Pp)|Pa)

Fig. 9 The main process.

Key distribution process. This process generates and distributes keying material
modelling a PKI — public key infrastructure (Figure 10). $§process first generates

n secret keysk1). Each biddeb; has one secret kerg/skbj for signing messages.
Each secret key corresponds to a public ked+K4). Each secret key is assigned to a
bidder process by being sent to the bidder over the privaﬁarimﬂprivchbj corre-
sponding to that biddekb). The corresponding public key is sent to the auctioneer
over the private Chann@lrivchabj (k6) and is published over the public channel
chy,; such that the adversary knows the kely)( Therefore, only a bidder knows
his own secret key, and everyone, including the adversapyk each bidder’s pub-
lic key. Sending each public key to the auctioneer over aapgichannel, models
the following protocol setting: There are fix number of biddan sealed-bid auc-
tions, and the auctioneer knows each bidder’s public sigkey as predetermined
knowledge. This setting also disallows the adversary teges an eligible bid (to
capture perfect zero knowledge proof), as the adversary doeknow any secret
key which is needed to sign a bid.

Bidder process.The applied pi calculus process for a biddyris given in Fig-
ure 11. First, a bidder receives his secret signature key fiig private channeb().
Next, the bidder generates his secret key (i.e., the secret kex in Section 5.4),
signs the corresponding public key (i.B.= g* in Section 5.4) and publishes the
signed messag#?). To indicate that this message contains a key, welatido

the message (see s3). In addition, the bidder chooses a séri@ndom numbers
r1,...,rm as secret seedd). The bidder then computes each bit-commitment
cmtP¢ as described in Section 5.4. For each price, the bidder ctasgucommit-
ment: if the price is the bidding price, then the bidder coisrtyes’ with Myes,
otherwise, the bidder commits ‘no’ witkil,, (b4-b6 when he bids fop,). Finally,
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Pk =
k1. V sskp,. V sskp,. -+ . V sskp,.
k2. let  spky, = pk(sskp,) in
k4. let  spky, = pk(sskp,) In
k5. (out(privch, ,ssky) |-+ | out(privchy, ,sskp,) |
k6. out(privchay, ,Spkp,) | - | out(privchay, ,Spky,) |
k7. out(chy,,SpKp, ) | -+ | out(chy,,SPKs,))

Fig. 10 The key distribution process.

the bidder publishes the series of bit-commitmenrt?, ... cmtP™ with his sig-
nature b7), and sends the signed series of secret seeds to the aectibneugh

the untappable channdd§). The process of bidding for other prices is similb®{
b13when bidding forpy,). As we assume there is only one honest auctioneer in the
model, we do not need to model secret shares.

Py =
bl. in(privch, ssky).
b2. V skyp. out(ch,sign((pk(skp), k), Sskp)).
b3. vVry. ---.Vrp.
b4. if pp=p1 then
b5. (let  cmtPl = commit(ry, pk(skp), Myes) in
b6. let cmtP? = commit(ry, pk(skp),Mno) in
b7 out(ch,sign((cmtP1,--- cmtPm) ssky)).
b8. out(untapch,sign((r1,--,rm),SSKp)))
bo9. if  pp=pm then
b10. (let  cmtP™ = commit(zm, pk(skp),Mno) in
b1l let  cmtP™ = commit(rm, pk(skp), Myes) in
b12. out(ch,sign((cmtP1,- .. cmtPm), ssky)).
b13. out(untapch,sign((r1,---,rm),SKp)))

Fig. 11 The bidder process.

Auctioneer processDuring the bidding phase, the auctioneer launahespies of
sub-processeadinfo to gather information from each biddey (al).

In details, the auctioneer collects public signature &gl (r1) and the signed
committing public keysignedpk (supposed to beign((pk(sky, ), k), ssky; ) for bidder
bj) (r2) of each bidder. The auctioneer verifies whether the cormmiftublic key is
signed with the right signature3) and obtains the committing public kek from
signedpk (r4). Next, the auctioneer reads in the signed commitmsgtedcommit
of the bidder (5) and verifies the signatureq(). If the commitments are correctly
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Py =
al let ch=ch, in let privcha=privcha, in
let synch=synchy in let  untapch=untapchy, in readinfo|
o |
let ch=chy, in let privcha=privcha, in
let synch=synch, in let untapch=untapch, in readinfo
a2 in(synchbl,(pkbl,cmtbi,...,CmtET,ﬁi,...,ﬁT)).
in(synchbn,(pkbn,cmtgi,l..,cmtgnm,ﬁi,....,$E:‘)).
a3 if cmtET = commit(ssg’ln., PKp, ; Myes)
ad. then out(winnerch, (pm,b1)).
a5. if nextbidder(by) =1
ab. then O
Pm
ar. .else checknextb, ™ . der(by)
as. else if  nextbidder(by) =1
a9. then if  nextprice(pm)=T
alo then O
all else checkn@(tban:ti”ce("m)
Pm
al2 else checknextbnp'™ .. der(by)

Fig. 12 The auctioneer process.

signed, the auctioneer obtains the series of bit-commitsreent?, ... cmtP™ (r7),
then the auctioneer reads in the secret seeffom the untappable channel of the
bidder ¢8). The auctioneer verifies the signatur@)( If the secret seeds are cor-
rectly signed, the auctioneer obtains the secret s&ds. ., ss"™ (r10). Finally, the
auctioneer sends the signal that information collectingtie bidder has finished,
over the channedynch (r9). In addition, the collected information (the committing
public key, the commitments, the secret seeds) is sent teubgrocess in which
the winning bidder is determined.

readinfo :=
rl. in(privcha, spk).
r2. in(ch, signedpk).
r3. if  checksign(signedpk, spk) = true
r4. then let  (pk,=k) = getmsg(signedpk) in
r5. in(ch, signedcommit).
r6. if  checksign(signedcommit, spk) = true
r7. then let (cmtP1, ... cmtPm) = getmsg(signedcommit) in
r8. in(untapch, sr).
r9. if  checksign(sr,spk) = true
r10. then let  (ssPt,...,sPm) = getmsg(sr) in
rll. out(synch, (pk,cmtP?,... cmtPm ssP1 ... ssPm))

Fig. 13 The processeadinfo.
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Next the auctioneer needs to synchronise with all biddg?s (The auctioneer
process is not allowed to continue until all bidders reaeh éhd of the bidding
phase. In the opening phase, the auctioneer evaluatesevhbthfollowing holds
cmtﬁ’j“ 2 commit(s%“, Pks;, Myes) for each bidderd3, a7, a1 If the two values
are equivalent for the first biddén (a3), bidderb; has bid for that price, other-
wise, bidderb, has not bid for that price. When biddey has bid for that price,
the auctioneer publishes the bidder together with the ez the public channel
winnerch (a4), then the auctioneer checks the evaluation for the nextebidif
exists) @&7). Once the auctioneer has evaluated for every bidalemnhenb; is the
only bidder) and has determined the set of winning biddefs be stops the process
(a6). When biddeb; has not bid for that price, the auctioneer checks the evatuat
for the next bidder (if exists}a12). Once the auctioneer has evaluated for every bid-
der and no winner has been fouraBwhenb; is the only bidder), the auctioneer
repeats the evaluation steps for each bidder at the next jmiee @11). If the next
lower price does not exisa@ whenpp, is the only price in the price list), the process
stops &10) and no bidder has bid for any price. In a similar way, the prdsess
checknextbpj is used to evaluate the bid of a biddgat pricepj, if there are already

some winners before biddby. And the sub- pr0ces#.:#necknextbnpﬁJ is used to check
the next bidder at pricg;, if there is no winner before that bidder. We us@nd T
to represent the end of the bidder list and price list, rethpey.

In the sub- procesdwecknextb the auctioneer checks whether the bidddras
bid for pricep;j (nl1). If the b|dderbI has bid foer, b; is a winning bidder. The
auctioneer publishes the winning biddgrnd the winning pricg; (n2). Note that
since there already exists one or more winning biddarss not the first winner.
The auctioneer checks whether the bidbleis the last biddern(3). If b; is the last
bidder, the auctioneer has found all winning bidders, thogssthe opening process
(n4); otherwise, the auctioneer checks the evaluation for #x¢ idder at the same
price (i.e., whether the next bidder is also a winnag)(

checknextby :=
nl if cmtgij = commit(SSEij , PKp; ; Myes)
n2. then out(winnerch, (pj,bj)).
n3. if nextbidder(bj) =
n4. then 0O
n5. else checknextbn’e <tbidder(bi)

Fig. 14 The processhecknextby .

In the sub- procesmecknextbnpbJ , the auctioneer first checks whether the bidder
bi has bid for pricep; (p1). If the' bidderb; has bid forpj, bj is a winner. The
auctioneer publishes the bidder and the winning pricep; (p2). Since there is
no winning bidder found befordy; is the first winner. Then the auctioneer checks
whether the biddeb; is the last bidderg3). If b; is the last bidder, biddes; is
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checknextbnpy =
pl. it cmty) = commit(ssp!, pky,, Myes)
p2. then out(winnerch, (pj,bi)).
p3. if  nextbidder(bj) = L
p4a. then O
p5. else  checknextb, ,iier(s,)
pé. else if nextbidder(bj) = L
p7. then if  nextprice(pj) =T
p8. then O
po. else checkn@dbnp;jxm”ce("j)
p10. else  checknextbnpy, yiqer(s,)

Fig. 15 The processheckn@dbnpgi.

the only winner. Since the auctioneer has found all winnleesstops the opening
process [§4). Otherwise, the auctioneer checks whether the next biddalso a
winner (5). Note that since there is already a winrgr the auctioneer use the
processchecknextbséxtbidder(bi). If the bidderb; has not bid forpj, the auctioneer
checks whether the bidder is the last bidg®)( If b; is the last bidder, since there
is no bidder bid for pricg; beforeb; andb; has not bid fopj, there is no bidder bid
for pricepj. Thus, the auctioneer checks the evaluations for everyebiaitthe next
lower pricepj_1. To do so, the auctioneer first checks whethgr; is the bottom
(whetherpj is already the lowest price in the price lisg7. If pj_1 is the bottom,
since the auctioneer has not found a winner, there does istteewinner. That is,
the auctioneer has checked the evaluations for all biddeal prices, and no one
has bid for any price. Thus, the opening process st@s If pj_1 is not the bottom,
the auctioneer checks the evaluation for the first biddereahext lower price;_1.

Note that sinceb; is the first bidder checked for prigg_1, there is no winning
nextprice(pj

bidder found before, the process for checkinds checknextbnp,, ) (p9). If
bi has not bid fop; andb; is not the last bidder, the auctioneer checks the evaluation
for the next bidder at the same prigel(). Note that since there is no winning bid

found, the process meckn@dbnpﬁixtbidder(bi).

5.7 Analysis

After modelling the protocol in the previous section, wenfiatly analyse bidding-
price-secrecy and receipt-freeness for bidders. In the2A806tocol, the winning
bid is published, and thus bidding-price-secrecy and ptdeteness for the winning
bidders are not satisfied. Particularly, if all bidders hid the same price, then all
bidders are winners, i.e., no bidder is a non-winning bidters bidding-price-
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secrecy is not satisfied in this case. From here on, when e teebidding-price-
secrecy and receipt-freeness, we mean only with respecirtawnning bidders.

5.7.1 Bidding-price-secrecy

In general, bidding-price-secrecy can be formalised inlevels: standard bidding-
price-secrecy and strong bidding-price-secrecy. StahHaiding-price-secrecy is
defined as no matter how the adversary interacts with th@gohthe cannot de-
rive a non-winning bidder’s bidding price. Thus, it aims teep the price secret.
However, since the AS02 protocol publishes the biddingeplist, the adversary
initially knows all the prices. No matter which price a biddeds for, the bidding
price is not a secret to the adversary. Therefore, a bidtedding price is not a
secret. In fact, what the AS02 protocol aims to protect islitiiebetween bidders
and the price he bid, instead of the price itself. Therefoigging-price-secrecy of
the AS02 protocol is captured by strong bidding-price-segr

Strong bidding-price-secrecy ensures the anonymity ofittkebetween a non-
winning bidder and the price he bids for. It is formalisedres the adversary cannot
distinguish between the case when a bidder bids for @riged the case when the
bidder bids for price. This property is formally defined in Definition 3.

Cas2[-] =
cl Vv privchy, . vV privchy,. -+ .V privchy .
c2 Vprivcha, .V privchay,. ---.Vprivcha, .
c3. V untapchy, . Vuntapchy,. ---. V untapchy, .
c4. V synchy, . V synchy,. ---. V synch, .
c5. (Fc| (let  pp=pp, in let  untapch=untapchy, in
c6. let privch=privch, in let ch=chy in Pp) |-
c7. | (let  pyp=ps,, in let untapch=untapch, , in
c8. let privch=privch, , in let ch=ch, , in Pp) |
co. -
clo Pa)

Fig. 16 The contextasz[-]-

In the verification, we assume all the participants in theecdrare honest. Thus,
the contextéasnz[-] (see Figure 16) is defined as the auction proéass, with a
hole €9) instead of two bidder process&s,, andP,g. Sub-process5to c8 models
the othem — 2 bidder processes. To verify strong bidding-price-secreto verify
the following equivalence:
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épasz| (let pp = ain letuntapch = untapchy, in
let privch = privchy, inletch= chy, in Pp) |
(let p, = d in letuntapch = untapch,, in
let priveh = privchy, in letch = chyg in Pp)]
~ Epsz| (let pp = cin letuntapch = untapchy,, in
let privch = privchy, inletch= chy, in Pp) |
(let pp = d in letuntapch = untapch,,, in
let priveh = privch,, in letch = chyg in Pp)]

wherea, c,d are from the lisb,,...,pmwitha < d andc < d.

Normally, strong secrecy properties can be verified, usimy/&if, by query-
ing noninterf. Note that ProVerif is sensitive to evaluations of statetmén the
if-then-else constructs [18]. ProVerif reports false attacks when diyeguerying
the following predicatenoninterf p, among ps,...,p4—1. TO be able to check the
above equivalence in ProVerif, we use the operatiwice instead [11], and modify
the bidder process by replacimigthen-else constructions with choices of a list of
variablesvpy,...,vpy_1 (see Figure 17). Each variablg; corresponds to a price

Py =
bl. in(priveh, sskp).
b2. v sky. out(ch,sign((pk(skp), k), sskp)).
b3. vVry. ---.Vrm.
b4. let cmtP? = commit(ry, pk(skp),vp1) in
b5. let cmtPm = commit(rm, pk(skp),Vpm) in
b6. out(ch,sign((cmtP?,- .- cmtPm) ssky)).
b7. out(untapch,sign((r1,---,rm),SSKp)

Fig. 17 The revised bidder process.

pi and can be assigned to two possible values, eithgs or M. If the variable
vp; is assignedVyes, the bidder bids that price, otherwise, not. Hence, a bidder
specifies his bidding price by assigniMyes or My, to each variable/py, ..., vpm

in his bidding process. For example, in proceBgg] for bidderbg in the above
equivalence, “lepb = d in” shall be replaced by “letp; = My in ... letvpy =
Myes in ... let vpm = Mpo in”. The bidding price in the proces®y,) for a non-
winning bidderba shall be specified as follows, “letp; = Mpo in ... let vpy =
choice[Myes, Mpo] in ... let vpe = choice[Mno, Myes] in ... let vpm = Mpo in”. The
choice operations capture the differences between two processé®e first pro-
cess, the bidddrp bids fora (Pya{2/py}), and in the second process, the biddgr
bids forc (Ppa{</ps}). i.€., the non-winning bidder process on the left hand afte
the right hand side of the above equivalence, respectiVelguery strong bidding-
price-secrecy, we specify the bidding price of each biddghé main process, in-
cluding the abov®,g andPy, (M6 andm7 in Figure 18), which captures the above
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equivalenc€. This process in Figure 18 is a bi-process due tactuice operations
in the processRj,) for bidderba. Given the bi-process as input, ProVerif reports a
positive result, which means that the above equivalencatisfied. In this way, we

Naipeng Dong, Hugo Jonker, Jun Pang University of Luxembourg

prove that the protocol satisfies strong bidding-priceesc

Pasz =
mil. Vv privchy, . V privchy,. -+ V privchy .
m2. Vv privchay . Vprivchay,. ---. Vprivcha,, .
m3. V untapchy, . Vuntapchy,. ---. V untapchy, .
m4. V synchy, . V synchy,. ---. V synchy, .
mb>5. (PK |
m6. -~ |(let  vp1=Mp in . let  vpg=Myes in
let  vpm= My in let untapch = untapch,,, in
let privch=privch, in let ch=chy, in Pp)|
m7. -] (let vpy=Mp in . let  vp, = choice[Myes, Mpo] in
let  vpc = choice[Mpo, Myes] in . let  vpm=Mpe in
let untapch =untapchy, in
let privch=privch,, in let ch=ch,, in Pp)]|
m8. -+ | Pa)

Fig. 18 The bi-process.

5.7.2 Receipt-freeness

Receipt-freeness is formally defined in Definition 6. To grogceipt-freeness, we
need to find a procesB; which satisfies both equivalences in the definition of

receipt-freeness:
eql:

letuntapch = untapchy,, in

let privch = privchy, in letch = chy, in Py \out(che)
~ let pp = cin letuntapch = untapchy,, in

let privch = privchy, inletch= chy, in Py,

eq2:

éasoz| (let pp = ain letuntapch = untapcthin

let

privch = privchy,, in letch= chy, in Pp)*"° |

(let pp = d in letuntapch = untapch,, in

let
~¢ Ca2| P |

privch = privch,, inletch= chy, in Pp)]
(let pp =d in letuntapch = untapchy, in
let privch = privch,_ in letch = chyg in Py)]

7 The “--" at the beginning ofn6, m7, m8represents other bidders.
8 The revised ProVerif code is available at http://satoss.upidjects/epriv.
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witha< dandc < d.

P =
fil. in(privch, ssky). out(chc,ssky)).

f2. V skyp. out(che, skp).

f3. out(ch,sign((pk(skp), k), Sskp)).

4. Vry. -++.Vrg ++-. VI . VI

f5. out(che, (r1,...,f(ra),...,f(xc),...,Tm)).

f6. let cmtPt = commit(ry, pk(skp),Mpo) in

f7.

f8. let cmtP2 = commit(ra, pk(skp),Mpo) in

f9.

f10. let  cmtPe = commit(rc, pk(skp), Myes) in

fi1.

fi2. let cmtPm = commit(rm, pk(skp),Mno) In

f13. out(ch,sign((cmtP1,... cmtPm), ssky)).

f14. out(untapch,sign((r1,...,ra,...,Tc,...,Im),SKp))

Fig. 19 The proces#®.

According to the properties of chameleon bit-commitmethis,bidder can send
a sequence of fake secret seeds to the adversary, and sers#si#s of real secret
seeds to the auctioneer through an untappable channeldVhesary opens the bit-
commitments as the bidder bids for prigeusing the fake secret seeds he received,
while the auctioneer opens the same bit-commitments addderbids for price,
using the secret seeds the auctioneer received throughapaile channel. Thus,
the bidder could execute the proc&sas shown in Figure 19 to lie to the adversary.
The bidder in this process communicates with the adversmoyigh channethc,
sending the adversary his secret signaturesgky (f1) and his secret keyky, (f2).
Later the bidder sends to the auctionegy...,rm through an untappable channel
(f14), and sends to the adversary the same list except chamgiagdr. to f(rs)
andf(z¢), respectively f6). The untappable channel ensures the adversary cannot
learn anything about the differences.

To prove the first equivalence, we can simply consReput(che-) as proces®;
without communication on the channetic. Since the process; \°ut(¢he) works
exactly the same as the procdds{c/pp}, the first equivalenceefl) is satis-
fied. To show the second equivalen&ag®, we need to consider all the transi-
tions of each sid€. On both sides, the proceSg only distributes keys, and all
the bidder processes in the context follow the same proéesshe sake of sim-
plicity, we ignore the outputs in the proceBg and those bidder processes in
the context. During the bidding phase the auctioneer psooaly reads informa-
tion and synchronises on the private channsisch,, ,...,synch;, . There is no
output on public channels in the auctioneer process. Wetddhe sequence of

9 The satisfaction ofeg2 is supported by ProVerif as well. ProVerif code is availabte a
http://satoss.uni.lu/projects/epriv.



26 Naipeng Dong, Hugo Jonker, Jun Pang University of Luxembourg

in(privehy,;$Kp)  in(privehyg bskp) v xy. out(che,xg

L Py | {sskp /%)
Vi (P2 | {sskp/x1} | {skn/X2})

V X2. out(chc,Xp)
—)
V X3. out(cth.X3)
%

V Xg4. out(cth‘Xz;)
_—

v fi. (P3| {sskp/xq} | {skn/x2} | {sign((pk(skp), k), sskp)/*3}
| {sign((pk(bskp),k),bssky)/Xa})

v i (Py | {sskp/x1} | {skn/%2} | {sign((pk(skp),k),SKp)/%3}
| {sign((pk(bskp), k), bsskp) /Xa} | {r1,...,Tm/%s}

V Xs. out(che,X5)
=

V Xg. out(cthA,X(;)
VIO (P | {ssko/xa} | {skn/%) | {sign((pk(sk), k), 55kb) /%s}
| {sign((pk(bskp). k). bssko) /xa}
| {r1,...,tm/Xs} | {sign((cmtP,... cmtPm), ssky,)/Xs}
| {sign((bomtP™.... bomtPm). bssko) /x7})

in(privehy,, ;sKy)  in(privehy,, bssky) v x;. out(chex;

L Qu | {ssko/xa}
VA (Qz | {sskp/x1} | {skn/x2})

V Xp. out(che,Xp)
=

V X3. out(chy, X3)
—>

V X4. out(chpg Xa)
—_—k

V. (Qs | {sskp/x1} | {skn/xz} | {sign((pk(skp),k),sskp) /Xa}
| {sign((pk(bskp),k),bsskp) /xa})

V. (Qq | {sskp/x1} | {skn/x2} | {sign((pk(skp), k), sskp) /Xa}
| {sign((pk(bskp), k), bssky)/xa}
[ {r1,...,f(ra),....f(rc),-.., tm/X5})

V Xs. out(che,Xs)
S

V Xg. out(chy, Xg)
_—

V X7. out(chpg X7)
%

V. (Qs | {ssko/x0} | {skn/%} | {sign((pk(skn), k), S5kv) /s}
| {sign(((pk(bsky), k). bssky) /xa}
[ {rme . F(2a). s F(2e). o /)
| {sign((cme®™,..., cmPm), ssky) /X6
| {sign((bomt®™,...., bemiP™), bssky) /7})

Fig. 20 A brief proof of receipt-freeness in AS02.

namesskp,r1,...,rm,bskp,br,...,bry by fi, i.e., skp,r1,...,rH are names in
the non-winning bidder process@g, and Ps, andbskp,bry,...,bry, are hames
in the winning bidder procesByg. After the key distribution, we want to see
whether the behaviour of the proceBga{a/py}<2¢ | Ppg{d/pp} is observation-
ally equivalent toPs | Pog{d/ppn} (Poa{a/pp}<t := (let pp = ain let untapch =
untapchy,, in let priveh = privchy, in letch = chy, in Pp)*", andPyg{d/pp} :=
(let pp = d in let untapch = untapch,,_ in let privch = privchy, in let ch =
chpg in Py)). For this purpose, we need to consider all possible exatsitf these
two processes. Here, we consider a particular executiomalydshow the interest-
ing part of the two frames after each step of execution by weegrocesses. Let
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P = Ppa{a/po}®¢ | Ppg{d/pp} andQ = Ps | Pyg{d/pp}, we have their labelled
transitions as shown in Figure 20.

The frames we obtained at the endPandQ are statically equivalent. In par-
ticular, as the adversary knows the bit-commitments thedigubmits, the pub-
lic key of the bidder, and the secret seeds, the adversanopan all the com-
mitments of the bidder. The only functions the adversary usa aregetmsg and
open. By applying these two functions, the adversary can getdrtms, the pub-
lic key of the bidder represented &gy = getmsg(xX3,x1) and a series of opened
messages from bit-commitments. Singeandx; are the same for botR and Q,
Xmsg IS the same for both processes as well. Particul®y{a/p,} bids for price
a. The adversary opens the commitmeatstP2 = commit(ra, pk(skp), Myes) and
cmtPe = commit(re, pk(skp), Mno) as follows:

open(cmpaaravpk(yb)) = Myes Open(cmpc7r07pk(§<b)) = MHO

For the proces®), the proces®: bids for pricec. The adversary has a sequence
of secret seeds, in which two of them are faké&,) and f(r¢). According to
the equational theory of chameleon bit-commitments (setid®e5.6), the adver-
sary openemtP2 = commit(ra, pk(skp), Mno) = commit(f(ra), pk(skp), Myes) and
cmtPe = commit(re, pk(SKp), Myes) = commit(f(r¢), pk(skp), Mno) as follows:

open(cmtPe f(ra), pk(skp)) = Myes  open(cmtPe, f(rc), pk(skp)) = Mno

All other secret seeds and bit-commitments are the samelirFoandQ, hence the
adversary gets the same series of opened messages fét aotlQ as well.

Next, we consider the opening phase, the auctioneer prigdiss only active
process. According to the protocol, the auctioneer prosagss after finding the
winning bids. Therefore, non-winning bids are not reveakidce we have assumed
the auctioneer is honest, the information that the aucéippeocess reveals is the
opened bit-commitments of all bidders at prices no lowen tha winning price, and
the winning bidders. Only the winning bid is opened\dgs, others are opened as
Mno. Due to the existence of a higher bitli the proces®,5{d/pp}) on both sides
of the equivalence, the bid made by the bidelgwill never be published, hence the
information the auctioneer process reveals is the same thnsises. Now, we can
conclude that the protocol satisfies receipt-freeness.

6 Related work on formalisations of privacy properties

In this section, we summarise works in the literature on farsing privacy proper-
ties, including anonymity. In order to verify a claimed f@dy property of a protocol,
precise definitions of the property are required. A priva@perty can be defined in
different manners. For instance, we can distinguish bipaacy from quantitative
privacy.
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e Binary privacy: A protocol either satisfies a privacy prdgenr not.

e Quantitative privacy: It defines to which extent a protocafisfies a claimed
privacy property. For example, sender anonymity can betifiexhby the number
of participants from which the adversary cannot identify sender [16].

Quantitative enforced privacy properties have been defioieg-voting in a formal
framework proposed by Jonker, Pang and Mauw — the JMP frankg@d]. In this
framework, the enforced privacy property, coercion-tasise, is quantified using
the size of possible candidates such that no matter whiatidate the coerced voter
votes for, the adversary cannot distinguish it from othitany ways to quantify
privacy can be found [16, 42, 7].

Definitions of a privacy property also vary depending on #ehhiques used to
prove the satisfaction of the definition. We distinguishedtty proving a privacy
property (e.g., using game-based provable security) bwislgothat the adversary
cannot solve the underlying hard problem (e.g., integeofawy, discrete logarithm,
3-SAT, etc.) in order to break the property, from proving agey property in a
symbolic model.

e Game-based provable security: A privacy property is defemed game of the
adversary and a hypothetical challenger. The privacy ptppe satisfied if no
polynomially bounded adversary has a non-negligible athgaagainst the chal-
lenger in the game. Enforced privacy properties in e-voliage been defined in
this way: receipt-freeness for a specific voting protocoé{B Voter) [32] and a
generic coercion-resistance for the e-voting domain [35].

e Symbolic model: Typically, the Dolev-Yao assumption is jpigal: Cryptographic
primitives are assumed to be perfect, e.g., the adversanotando an encryp-
tion; and messages are considered to be abstract, e.gardatapressed as sym-
bols instead of bit-strings.

In the second category, formalisations of privacy propsrtiary depending on
the used formal models. For instance,

e using epistemic model [47, 26]: Protocols are modelled asviedge of users
and the adversary. Epistemic logic is used to reason abawtlkdge. Privacy
properties are formalised as epistemic formulas. Enfopr@cy properties in
e-voting have been formalised based on epistemic logicliaradwork proposed
by Kusters and Truderung — the KT framework [34].

e using process algebra: The behaviour of a system can bévuatyimodelled as
a process. Privacy properties are typically modelled agiogls of processes.

Compared to epistemic logic, process algebra is better delimg the behaviour
of protocols. In particular, process algebras are desidgoedoncurrent systems,
thus are very suitable to model e-services in which usersofiem highly dis-
tributed. In addition, process algebras are often equippiéd proof techniques
for process equivalences and some of them are supportedtbmatic verifica-
tion tools. Many process algebras are used to model crygpbgr protocols and
formalise privacy properties, for example, CSP (commuimngasequential pro-
cesses) [28, 45, 46, 41], spi calculus [4] and the appliedafmutus [3, 33, 19].
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Enforced privacy properties were first formalised usingapplied pi calculus for a
specific e-voting protocol [33]. Later, a framework for etimg was proposed using
the applied pi calculus — the DKR framework [19]. In additi@mforced privacy
properties for weighted voting were proposed using theieggli calculus as well
—the DLL framework proposed by by Dreier, Lafourcade andhredch [24]. The
DKR framework has been applied in many formal definitions rfbeced privacy
properties [33, 6, 19, 24, 22].

In this work, we adopt the Dolev-Yao assumption as in the dghtbmodel.
Particularly, we model the ASO2 protocol using a processlatg, the applied pi
calculus. The privacy properties are formalised in the tyimaanner, instead of
guantitive. We are the first to lift the formalisation of erded privacy from the
voting domain to the e-auction domain, and are the first tp@se formalisation
of bidding-price-secrecy and receipt-freeness in e-anstiln the same category,
Dreier et al. formalised other properties in e-auctionshsas fairness, verifiability,
non-repudiation and coercion-resistance [23, 25].

7 Conclusion

The main contribution of this paper is that we propose a ftigation of two
privacy-type properties in sealed-bid e-auctions: strbialgling-price-secrecy and
receipt-freeness for non-winning bidders, following diiiims of vote privacy and
receipt-freeness in voting [19]. We have modelled the AS@2qeol in the applied
pi calculus, verified strong bidding-price-secrecy of thetpcol automatically us-
ing ProVerif and receipt-freeness of the protocol manually

The AS02 protocol reveals the winning bid. Bidding-priegiecy and receipt-
freeness only hold for non-winners. In [17], Chen et al. ps®panother auction
protocol which can ensure the winner’s privacy as well. 18][3/icali and Rabin
propose protocol for a different type of auctions - Virckaryctions, which ensures
both privacy and receipt-freeness for all bidders. We aerdésted in formally veri-
fying these protocols.
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