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Q Introduction



Introduction

@ A language for describing and analyzing security protocols
@ Why applied pi calculus:

@ Intuitive process syntax
@ Wide variety of cryptographic primitives



e Syntax



@ A signature X consists of a finite set of function symbols
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@ Term
LLM,N, T,U,V = terms
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in(u, x).P message input

out(u, N).P message output
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@ Extended process

AB,C:= extended porcesses
P plain process
AB parallel composition
vn.A name restriction
VXA variable restriction
{M/x} active substitution

@ Example
YX.C(X)

SM).P —=" Pl{M/x}
Active substitution : P|{M/x}|Q = P{M/x}|{M/x}|Q{M/x}
Syntactic substitution : P{M/x}|Q

@ vx.({M/x}|P) corresponds exactly to let x=M in P



@ Example

msc Handshake protocol

Client Server

[ ¢ ] [ s |

(Klssl e

{(tag, s)}p
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@ Equantional theory

fst(pair(x, y))
snd(pair(x, y))

sdec(x, senc(x, y))
adec(x, aenc(pk(x),y))
getmsg(sign(x, y)) =
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@ Labelled reduction allows us to reason about processes
that interact with the environment
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A-SB
a is a label of the form c(M), ¢(u), vu.c{u)
u is either achannel name or a variable of base type
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VX.C(X)

cM).P — P|{M/x} STRUCT




@ Secrecy



@ A closed process P preserves the secrecy of M if and only
if P|Q does not output M on c for any adversary Q and any
c e fn(A)

@ example
I = c(y-pk).c(pk(skwm)).c(X).

c(aenc(y_pk, adec(sku, X))).c(2).
¢(snd(sdec(getmsg(adec(sku, X)), 2)))



@ A closed process P preserves the secrecy of M if and only
if P|Q does not output M on c for any adversary Q and any
c e fn(A)

@ example
I = c(y-pk).c(pk(skmu)).c(x).

c(aenc(y_pk, adec(sku, X))).c(2).
¢(snd(sdec(getmsg(adec(sku, X)), 2)))



@ A closed process P preserves the secrecy of M if and only
if P|Q does not output M on c for any adversary Q and any
c e fn(A)

@ example
I = c(y-pKk).C(pk(skn)).c(x).

c(aenc(y_pk, adec(sku, X))).c(2).
¢(snd(sdec(getmsg(adec(sku, X)), 2)))



@ A closed process P preserves the secrecy of M if and only
if P|Q does not output M on c for any adversary Q and any
c e fn(A)

@ example
I = c(y-pk).c(pk(skwm)).c(%).

c(aenc(y_pk, adec(sku, X))).c(2).
¢(snd(sdec(getmsg(adec(sku, X)), 2)))



@ A closed process P preserves the secrecy of M if and only
if P|Q does not output M on c for any adversary Q and any
c e fn(A)

@ example
I = c(y-pk).c(pk(skm)).c(X).

c(aenc(y_pk, adec(sku, X))).c(2).
¢(snd(sdec(getmsg(adec(sku, X)), 2)))



@ A closed process P preserves the secrecy of M if and only
if P|Q does not output M on c for any adversary Q and any
c e fn(A)

@ example
I = c(y-pk).c(pk(skwm)).c(X).

c(aenc(y_pk, adec(sku, X))).c(2).
¢(snd(sdec(getmsg(adec(sku, X)), 2)))



@ A closed process P preserves the secrecy of M if and only
if P|Q does not output M on c for any adversary Q and any
c e fn(A)

@ example
I = c(y-pk).c(pk(skwm)).c(X).

c(aenc(y_pk, adec(sku, X))).c(2).
t(snd(sdec(getmsg(adec(sku, X)), 2)))



@ A closed process P preserves the secrecy of M if and only

if P|Q does not output M on c for any adversary Q and any
cefn(A)

@ example
I = c(y-pk).c(pk(skwm)).c(X).

c(aenc(y_pk, adec(sku, X))).c(2).
t(snd(sdec(getmsg(adec(sku, X)), 2)))

CL] £ rsksvske.vs(|IPsltPc)



@ A closed process P preserves the secrecy of M if and only

if P|Q does not output M on c for any adversary Q and any
cefn(A)

@ example

I = c(y-pk).c(pk(skm)).c(x).
c(aenc(y_pk, adec(sku, X))).c(2).
t(snd(sdec(getmsg(adec(sku, X)), 2)))

CL] £ rsksvske.vs(|IPsltPc)

P = C[c(pks)[c{pke)IPs|Pc]



Pl — C[&(pk(sks))c(pke)
|c(x_pk).vk.c{aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, y)) = true then
¢(senc(getmsg(adec(ske, y)), pair(tag, s)))
|c(y-pk).c(pk(skm)).c(X).
c(aenc(pk(ske), adec(sky, X))).c(2).
¢(snd(sdec(getmsg(adec(sky, X)), 2))]



Pl — C[&(pk(sks))c(pke)
|c(x_pk).vk.c{aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, y)) = true then
¢(senc(getmsg(adec(ske, y)), pair(tag, s)))
|c(y-pk).c(pk(skm)).c(X).
c(aenc(pk(ske), adec(sky, X))).c(2).
¢(snd(sdec(getmsg(adec(sky, X)), 2))]



Pl — C[&(pk(sks))c(pke)
|c(x_pk).vk.c{aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, Y)) = true then
c(senc(getmsg(adec(ske, y)), pair(tag, 9)))
|c(y-pk).c(pk(skm)).c(X).
c(aenc(pk(ske), adec(sky, X))).c(2).
¢(snd(sdec(getmsg(adec(sky, X)), 2))]



Pl — C[&(pk(sks))c(pke)
|c(x_pk).vk.c{aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, y)) = true then
¢(senc(getmsg(adec(ske, y)), pair(tag, s)))
|c(y-pk).C(pk(skm)).c(X).
c(aenc(pk(skc), adec(sku, X))).c(2).
¢(snd(sdec(getmsg(adec(sku, X)), 2)))]



Pl — C[&(pk(sks))c(pke)
|c(x_pk).vk.c{aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, y)) = true then
¢(senc(getmsg(adec(ske, y)), pair(tag, s)))
|c(y-pK)T(pk(skm))-C(X).
c(aenc(pk(ske), adec(sky, X))).c(2).
¢(snd(sdec(getmsg(adec(sky, X)), 2))]



PIl — C[c(pk(sks))
|c(x_pk).vk.c{aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, y)) = true then
¢(senc(getmsg(adec(ske, y)), pair(tag, s)))
[C(pk(skm)).C(X).
c(aenc(pk(ske), adec(sky, X))).c(2).
¢(snd(sdec(getmsg(adec(sky, X)), 2))]



1 P|l — C[tpk(sks))
|c(x_pk).vk.c(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(sKc, y)) = true then
c(senc(getmsg(adec(skc, y)), pair(tag, s)))
[E(pk(sknm)).C(X).
c(aenc(pk(ske), adec(sku, X))).c(2).
c(snd(sdec(getmsg(adec(sky, X)), 2)))]



2. Pl - C[c(pk(sks))
[vk.c(aenc(pk(sku), sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, y)) = true then
c(senc(getmsg(adec(skc, y)), pair(tag, s)))
lc(X).
c(aenc(pk(ske), adec(sku, X))).c(2).
c(snd(sdec(getmsg(adec(sky, X)), 2)))]



2. Pl - C[c(pk(sks))
[vk.c(aenc(pk(skm), sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, y)) = true then
c(senc(getmsg(adec(skc, y)), pair(tag, s)))
lc(X).
c(aenc(pk(ske), adec(sku, X))).c(2).
c(snd(sdec(getmsg(adec(sky, X)), 2)))]



3. Pl - vkC[c(pk(sks))
|c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, y)) = true then
t(senc(getmsg(adec(skc, y)), pair(tag, s)))
[c(aenc(pk(ske), adec(sky,
aenc(pk(skw), sign(sks, k))))).c(2).
¢(snd(sdec(getmsg(adec(sky,
aenc(pk(skw), sign(sks, K)))), )]



3. Pl - vkC[c(pk(sks))
|c(2).if fst(sdec(k, 2)) = tag then Q
|c(y).if checksign(pk(sks), adec(skc, y)) = true then
t(senc(getmsg(adec(skc, y)), pair(tag, s)))
|c(aenc(pk(ske), adec(sky,
aenc(pk(skw), sign(sks, k))))).c(2).
¢(snd(sdec(getmsg(adec(sky,
aenc(pk(skw), sign(sks, K)))), 2)]



4. P|l — vk.C[c{pk(sks))

|c(2).if fst(sdec(k, 2)) = tag then Q

lif checksign(pk(sks), adec(skc, aenc(pk(ske),
adec(skwu, aenc(pk(skwm), sign(sks, k)))))) = truethen

c(senc(getmsg(adec(skc, aenc(pk(ske),
adec(skyv, aenc(pk(skw), sign(sks, k)))))), pair(tag, s)))

Ic(2).

¢(snd(sdec(getmsg(adec(sky, aenc(pk(skm),

sign(sks, K)))), 2)))]



4. P|l — vk.C[c{pk(sks))

|c(2).if fst(sdec(k, 2)) = tag then Q

lif checksign(pk(sks), adec(skc, aenc(pk(ske),
adec(skwu, aenc(pk(skwm), sign(sks, k)))))) = truethen

c(senc(getmsg(adec(skc, aenc(pk(ske),
adec(skv, aenc(pk(skw), sign(sks, k)))))), pair(tag, s)))

Ic(2).

¢(snd(sdec(getmsg(adec(sky, aenc(pk(skm),

sign(sks, K)))), 2)))]



4. P|l — vk.C[c{pk(sks))

|c(2).if fst(sdec(k, 2)) = tag then Q

lif checksign(pk(sks), adec(skc, aenc(pk(ske),
adec(skwu, aenc(pk(skwm), sign(sks, k)))))) = truethen

¢(senc(getmsg(adec(skc, aenc(pk(ske),
adec(skv, aenc(pk(skw), sign(sks, k)))))), pair(tag, s)))

Ic(2).

¢(snd(sdec(getmsg(adec(sky, aenc(pk(skm),

sign(sks, K)))), 2)))]



5P|l = vkC[c(pk(sks))
|c(2).if fst(sdec(k, 2)) = tag then Q
lif true = true then
c(senc(k, pair(tag, s)))
|c(2).c(snd(sdec(k, 2)))]



5 Pl = vkC[t{pk(sks))
|c(2).if fst(sdec(k, 2)) = tag then Q
|if true = true then
c(senc(k, pair(tag, s)))
|c(2).c(snd(sdec(k, 2)))]



6. P|l — vkC[Tt(pk(sks))
|c(2).if fst(sdec(k, 2)) = tag then Q
[c(snd(sdec(k, senc(k, pair(tag, s)))))]



6. P|l — vkC[Tt(pk(sks))
|c(2).if fst(sdec(k, 2)) = tag then Q
[c(snd(sdec(k, senc(k, pair(tag, s)))))]



7. Pl = vkC[c(pk(sks))
|c(2).if fst(sdec(k, 2)) = tag then Q
[(s)]



9 Correspondence properties



Correspondence properties

@ Relationships between events

@ Expressed as “if an event e has been executed then event
€ has been previously executed”

@ Events: message outputs f(M)

@ Correspondence property: a formula of the form:
f(M) ~ G(N)



Correspondence properties

P £ vsksvskc.vs.
let pks = pk(sks) in let pkc = pk(skc) in
(S(pks)c{pke)!Psl!Pc)

Ps = c(xpk).vk.startedS (pair(x_pk, k))
C(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then
completedS (pair (k, eq(x_pk, pkc))).Q

Il>

Pc c(y).lety = adec(skc,y) in lety_k = getmsg(y’) in
startedC (y_k)

if checksign(pks, y’) = true then

c(senc(y_k, pair(tag, )))

completedC {pair (pkc, y_K))



Correspondence properties

@ Authentication Example
completeC (pair(x,y)) ~» startedS {pair(x, y))

@ Validity of corresondence property:
Let E be an equational theory, and Ay an extended
process. We say that Ag satisfies the correspondence
property f(M) ~» G(N) if for all excution paths
AO—>*—1>—>*A1—>*_2>—>* —>*i>—>>x<An
and all index i € N, substitution « and variable e such that
ai = vef(e) and ep(A) =g M,, there exists j e N and € such
that o = ve&'.O0(€), €p(A) =e N, and j < i



Correspondence properties

P = C[&pk(sks))C(pke)
|c(x_pK).vk.startedS(pair (x_pk, k)
C(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(x-pk, pkc))).Q
lc(y).
lety = adec(skc,y) in
let y_k = getmsg(y’) in
startedC(y_k)
if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, )))
completedC(pair (pkc, y-K))]




Correspondence properties

P = C[&pk(sks))C(pke)
|c(x_pK).vk.started(pair (x_pk, k)
c(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then
completed(pair (k, eq(x_pk, pkc))).Q
lc(y).
lety = adec(skc,y) in
let y_k = getmsg(y’) in
startedC(y_k)
if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, )))
completedC(pair (pkc, y-K))]




Correspondence properties

P = C[&pk(sks))C(pke)
|c(x_pK).vk.startedS(pair (x_pk, k)
C(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(x-pk, pkc))).Q
|c(y).
lety = adec(skc,y) in
let y_k = getmsg(y’) in
startedC(y_k)
if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, s)))
completedC(pair (pkc, y-K))]




Correspondence properties

P=C[&pk(sks)IC(pke)
|c(x_pK).vk.startedS(pair (x_pk, k)
C(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(x-pk, pkc))).Q
lc(y).
lety = adec(skc,y) in
let y_k = getmsg(y’) in
startedC(y_k)
if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, )))
completedC(pair (pkc, y-K))]




Correspondence properties

1 PR Clapk(skalipk(ske) y-pk

|c(x_pK).vk.startedS(pair (x_pk, k)
C(aenc(x_pk, sign(sks, k))).

c(2).if fst(sdec(k, 2)) = tag then
completed(pair (k, eq(x-pk, pkc))).Q
c(y).

lety = adec(skc,y) in

let y_k = getmsg(y’) in
startedC(y_k)

if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, )))
completedC(pair (pkc, y-K))]




Correspondence properties

1 PR Clopk(ske)lipk(ske) /y-pk)

|c(x_pK).vk.startedS(pair (x_pk, k)
C(aenc(x_pk, sign(sks, k))).

c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(x-pk, pkc))).Q
c(y).

lety = adec(skc,y) in

let y_k = getmsg(y’) in
startedC(y_k)

if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, )))
completedC(pair (pkc, y-K))]




Correspondence properties

1 PR Clopk(ske)lipk(ske) /y-pk)

|c(x_pK).vk.startedS(pair (x_pk, K))
C(aenc(x_pk, sign(sks, k))).

c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(x-pk, pkc))).Q
c(y).

lety = adec(skc,y) in

let y_k = getmsg(y’) in
startedC(y_k)

if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, )))
completedC(pair (pkc, y-K))]




Correspondence properties

2. P s ipk(ske)lpk(Ske) /y-pK)

|vk.startedS(pair (x_pk, K))
C(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(x_pk, pkc))).Q
lc(y).

lety = adec(skc,y) in

let y_k = getmsg(y’) in
startedC(y_k)

if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, )))
completedC(pair (pkc, y-K))]




Correspondence properties

k
5 CPKE)

CIE(pk(sks))l{pk(skc)/y-pk}
|vk.started(pair (x_pk, k)
C(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(x_pk, pkc))).Q
lc(y).

lety = adec(skc,y) in

let y_k = getmsg(y’) in
startedC(y_k)

if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, )))
completedC(pair (pkc, y-K))]




Correspondence properties

ve,.startedS(e; )
—

vK.C[T(pk(sks))I{pk(skc) /y-pk}
I{pair (pk(skn), K)/e1}
[c(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(x-pk, pkc))).Q
c(y).

lety = adec(ske,y) in

let y_k = getmsg(y’) in
startedC(y_k)

if checksign(pks, y’) = true then
t(senc(y.k, pair(tag, s)))
completedC(pair (pkc, y-K))]



Correspondence properties

ve,.started(e; )
—

vK.C[T(pk(sks))I{pk(skc) /y-pk}
I{pair (pk(skm), K)/€1}
[c(aenc(x_pk, sign(sks, k))).
c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(x-pk, pkc))).Q
c(y).

lety = adec(ske,y) in

let y_k = getmsg(y’) in
startedC(y_k)

if checksign(pks, y’) = true then
t(senc(y.k, pair(tag, s)))
completedC(pair (pkc, y-K))]



Correspondence properties

VX.C(X)
—

vk C[E(pk(sks))I{pk(ske) /y-pk}
I{pair (pk(skm), K)/€1}
l{aenc(pk(skw), sign(sks, k))/x}
|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skm), PKg.))).Q
|c(y).

lety = adec(ske,Y) in

let y_k = getmsg(y’) in
startedC(y_k)

if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, 9)))
completedC(pair (pkc, y-K))]




Correspondence properties

VX.C(X)
—

vk C[C(pk(sks))I{pk(ske)/y-pk}
I{pair (pk(skm), k) /€1}
l{aenc(pk(skw), sign(sks, k))/x}
|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skm), PKg.))).Q
|c(y).

lety = adec(skc,Y) in

let y_k = getmsg(y’) in
startedC(y_k)

if checksign(pks, y’) = true then
c(senc(y_k, pair(tag, 9)))
completedC(pair (pkc, y-K))]




Correspondence properties

c(aenc(y-pk,adec(sku.x)))
—

vk C[C(pK(sks))I{pK(skc) /y-pk}

I{pair (pk(skm), K)/€1}

l{aenc(pk(skw), sign(sks, k))/x}

|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skm), PKg)))-Q
llety’ = adec(skc, aenc(y_pk, adec(sky, X))) in
let y_ k = getmsg(y’) in

startedC(y_k)

if checksign(pks, y’) = true then
c(senc(yk, pair(tag, )))

completedC(pair (pkc, y-K))]




Correspondence properties

5, caencupLageelSu) - cre(pk(ske)lipk(ske)/y-pk)

I{pair (pk(skm), K)/€1}

l{aenc(pk(skw), sign(sks, k))/x}

|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skm), PKg)))-Q
llety’ = adec(skc, aenc(y_pk, adec(sky, X))) in
let y_k = getmsg(y’) in

startedC(y_k)

if checksign(pks,y’) = true then

c(senc(y_k, pair(tag, 9)))

completedC(pair (pkc, y-K))]



Correspondence properties

6. = vk C[c(pk(sks)l{pk(skc)/y-pk}
I{pair (pk(skm), K)/ex}
I{aenc(pk(skm), sign(sks, K))/x}
|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skw), PKg)))-Q
|startedC(k)
if true = true then
c(senc(k, pair(tag, 9)))
completedC(pair (pkc, k)]




Correspondence properties

6. = vk C[c(pk(sks)l{pk(skc)/y-pk}
I{pair (pk(skm), K)/ex}
I{aenc(pk(skm), sign(sks, K))/x}
|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skw), PKg)))-Q
|startedC(k)
if true = true then
c(senc(k, pair(tag, 9)))
completedC{pair (pkc, k)]




Correspondence properties

- ve, StartedC (ez) vk.C[E(pk(ske))l{pk(ske) /y-pk}

l{pair (pk(skm), K)/ex}

|{aenc(pk(skm), sign(sks, K))/x}

|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skm), Pkg.)))-Q
ltk/ €2}

|if true = true then

c(senc(k, pair(tag, 9)))

completedC{pair (pkc, K)}]



Correspondence properties

vey.startedC (&)
7. —

vK.C[C(pk(sks))I{pk(skc)/y-pk}

l{pair (pk(skm), K)/ex}

|{aenc(pk(skm), sign(sks, K))/x}

|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skm), Pkg.)))-Q
ltk/ €2}

|if true = true then

c(senc(k, pair(tag, 9)))

completedC{pair (pkc, K)}]



Correspondence properties

v2.C(2)

8. — vkC[c(pk(sks))l{pk(skc)/y-pk}
|{pair (pk(skm), K)/e1}
[{aenc(pk(skwu), sign(sks, k))/x}
|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skm), Pkg)))-Q
Iltk/€ez}
l{senc(k, pair(tag, s))/z}
|completedC(pair (pkc, k))]



Correspondence properties

vz2.¢(2)

8. — vk C[c(pk(sks){pk(skc)/y-pk}
l{pair (pk(skm), K)/ex}
|{aenc(pk(skm), sign(sks, K))/X}
|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skm), Pkg.)))-Q
l{k/ €2}
l{senc(k, pair(tag, ))/z}
|compl etedC(pair (pkc, k))]



Correspondence properties

vez.completedC(es)

9. — vk C[(pk(sks))I{pK(ske) /y-pk}
I{pair (pk(skw), K)/e1}
I{aenc(pk(skw), sign(sks, K))/x}
|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(sku), pkg.))).Q
l{k/ez}
l{senc(k, pair(tag, s))/z}
I{pair(pk(skc), k)/es}



Correspondence properties

vez.completedC(es)
9. —

vK.C[C(pk(sks))l{pk(ske)/y-pk}

I{pair (pk(skm), K)/e1}

[{aenc(pk(skm), sign(sks, K))/x}

|c(2).if fst(sdec(k, 2)) = tag then
completedS(pair (k, eq(pk(skm), Pkg.))).Q
l{k/ez2}

l{senc(k, pair(tag, s))/z}

[{pair(pk(skc), K)/es}
e is startedS, ez is completedC



Correspondence properties

@ Example

start(n).complete(n).complete(n)
complete (x) ~» start (x)

@ Injective correspondence property: a formula of the form:
f(M) ~ inj g(N)



Correspondence properties

@ Validity of injective correspondence property:
Let E be an equational theory, and Ag an extended
process. We say that Ag satisfies the correspondence
property f(M) ~ inj g(N) if for all excution paths
A0—>*—>—>*A1—>>x<—2>—>>x< —)*i)—>>kAn
there exists a partial injective function
h:{1,....,n) = {1,...,n}such thatfor alli € {1,...,n},
substitution @ and variable e such that «; = ve.f(e) and
ep(A) =g M,, then the following conditions are satisfied:
(1) h(i) is defined; (2) anj) = ve/.g(€’) for some € such that
€ (Ani)) = No; and (3) h(i) < i.



Questions and comments

Questions and comments?
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