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Cryptographi protools everywhere!Cryptographi protool:a distributed program whih uses ryptographi primitives (e.g. enryption,digital signatures, . . . ) to ensure a seurity property (e.g. on�dentiality,authentiation, anonymity, . . . )

S. Kremer (INRIA) Transforming Password Protools 18/10/11 3 / 20



Cryptographi protools everywhere!Cryptographi protool:a distributed program whih uses ryptographi primitives (e.g. enryption,digital signatures, . . . ) to ensure a seurity property (e.g. on�dentiality,authentiation, anonymity, . . . )FEVAD 2010 key numbersfédération du e-ommere et de la vente à dis-tane78% of Frenh people use remoteselling82% of remote selling over theInternetonline transations: 25 billion ofeurosS. Kremer (INRIA) Transforming Password Protools 18/10/11 3 / 20



Cryptographi protools everywhere!Cryptographi protool:a distributed program whih uses ryptographi primitives (e.g. enryption,digital signatures, . . . ) to ensure a seurity property (e.g. on�dentiality,authentiation, anonymity, . . . ) Legally binding Internet ele-tions in Europe in 2011parliamentary eletions inSwitzerland (severalantons)parliamentary eletion inEstonia (all eligible voters)muniipal and ountyeletions in Norway (seletedmuniipalities, seleted votergroups)S. Kremer (INRIA) Transforming Password Protools 18/10/11 3 / 20



Formal protool analysis and omposition
Nowadays tools exist that sueed in automatially analysing omplexprotools, e.g. AVISPA and ProVerif
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Formal protool analysis and omposition
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Cryptographi proess aluli and ompositionCryptographi pi aluli, e.g., the applied pi alulus or the spi alulus arewell-suited for reasoning about ompositionif P1 ≈ S1 and P2 ≈ S2 then P1 ∣ P2 ≈ S1 ∣ S2There are two main reasons for this1 proesses are shown seure in the presene of an arbitrary environment2 proesses do not share any serets (this is due to the sope operator)One would like to show thatif �s.P1 is seure and �s.P2 is seure then �s.(P1 ∣ P2) is seurewhih does not hold in generalNote that �s.(P1 ∣ P2) di�ers from �s.P1 ∣�s.P2S. Kremer (INRIA) Transforming Password Protools 18/10/11 5 / 20
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S. Kremer (INRIA) Transforming Password Protools 18/10/11 6 / 20



Guessing attaksSolution: do not share serets between protools, but this is not alwayspossible

S. Kremer (INRIA) Transforming Password Protools 18/10/11 6 / 20



Guessing attaksSolution: do not share serets between protools, but this is not alwayspossiblePasswords: it is not realisti that users never re-use the same password

S. Kremer (INRIA) Transforming Password Protools 18/10/11 6 / 20
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Guessing attaksSolution: do not share serets between protools, but this is not alwayspossiblePasswords: it is not realisti that users never re-use the same passwordIn this talk we investigate the question:if �p.P1 and �p.P2 are resistant against guessing attaks on pis �p.(P1 ∣ P2) also resistant against guessing attaks on p?An o�ine guessing or ditionnary attaks onsists of two phases1 the attaker interats with (one or several sessions of) a protool2 the attaker tries o�ine eah of the possible passwords (out of aditionnary) on the data olleted during the �rst phaseThis talk is based on results from [DKR, CSF'08℄ and [CDK,FSTTCS'11℄S. Kremer (INRIA) Transforming Password Protools 18/10/11 6 / 20



Part IIModeling protools and guessing attaks
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Terms and equational theoriesWe onsider a simple proess language inspired by the applied pi alulusto desribe protoolsMessages are modeled using termsAbstrat algebra given by a signature, i.e. a set of funtion symbolswith aritiesEquivalene relation (=E ) on terms indued by an equational theoryExample (equational theory)Consider the signature Σen = {sde, sen, ade, aen, pk, ⟨ ⟩, proj1, proj2}sde(sen(x , y), y) = x proji (⟨x1, x2⟩) = xi (i ∈ {1, 2})sen(sde(x , y), y) = x ade(aen(x , pk(y)), y) = xS. Kremer (INRIA) Transforming Password Protools 18/10/11 8 / 20



Frames and stati equivaleneTerms are regrouped into frames: a set of serets + a substitution
�ñ.{M1/x1 , . . . ,Mn /xn}De�nition (Stati equivalene)

�1 and �2 are statially equivalent, �1 ≈E �2, when:dom(�1) = dom(�2), andfor all terms M,N , (M =E N)�1 i� (M =E N)�2where (M =E N)�, if � =� �ñ.�, M� =E N�, and ñ ∩ (fn(M,N)) = ∅.Example
� = �k .{sen(s0,k)/x1 , k/x2} ∕≈ �k .{sen(s1,k)/x1 , k/x2} = �′beause of the test (sde(x1, x2), s0). However,

�k .{sen(s0,k)/x1} ≈ �k .{sen(s1,k)/x1}S. Kremer (INRIA) Transforming Password Protools 18/10/11 9 / 20



An example protoolConsider the SPEKE protoolA → B : exp(w , ra)B → A : exp(w , rb)A → B : sen(a, exp(exp(w , rb), ra))B → A : sen(⟨a, b⟩, exp(exp(w , ra), rb))A → B : sen(b, exp(exp(w , rb), ra))where exp models modular exponenatiation; shared key isexp(exp(w , ra), rb) =E exp(exp(w , rb), ra).
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An example protoolConsider the SPEKE protoolA → B : exp(w , ra)B → A : exp(w , rb)A → B : sen(a, exp(exp(w , rb), ra))B → A : sen(⟨a, b⟩, exp(exp(w , ra), rb))A → B : sen(b, exp(exp(w , rb), ra))where exp models modular exponenatiation; shared key isexp(exp(w , ra), rb) =E exp(exp(w , rb), ra).Formalized in a simple proess alulus: one session of the protool is
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�ra: generate fresh nameout(exp(w , ra)): outputs term on the network; adds {exp(w ,ra)/z1} tothe framein(x1): binds variable x1 to a term that an be onstruted by theattaker from the urrent frame
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Password protools and o�ine guessing attaksDe�nition from [Baudet05℄ (inspired from [Corin et al.03℄)De�nition (Guessing attaks)A frame �w .� is resistant to guessing attaks against w i�
�w .(� ∣ {w/x}) ≈ �w .(� ∣ �w ′.{w ′

/x})A proess A is resistant to guessing attak against w if, for every proess Bsuh that A→∗ B , we have that �(B) is resistant to guessing attaksagainst w .
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Composing resistane against passive guessing attaksPropositionThe three following statements are equivalent:1 �w .� ∣ {w/x} ≈ �w .� ∣ �w ′.{w ′

/x} [Baudet05℄2 � ≈ �w .� [Corin et al.03℄3 � ≈ �{w ′

/w}
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Composing resistane against passive guessing attaksPropositionThe three following statements are equivalent:1 �w .� ∣ {w/x} ≈ �w .� ∣ �w ′.{w ′

/x} [Baudet05℄2 � ≈ �w .� [Corin et al.03℄3 � ≈ �{w ′

/w}It follows from the last point that passive guessing attaks do ompose!CorollaryIf �w .�1 and �w .�2 are resistant to guessing attaks against wthen �w .(�1 ∣ �2) is also resistant to guessing attaks against w.A onsequene for password-only protools:if one session of the protool is safe against a passive adversary then anunbounded number of sessions are safe against a passive adversaryS. Kremer (INRIA) Transforming Password Protools 18/10/11 13 / 20



Results for password protools: ative adversaryThe �disjoint� aseTheorem (omposition without sharing)Let A1, . . . ,Ak be suh that Ai is resistant to guessing attak against wi .A1 ∣ ⋅ ⋅ ⋅ ∣ Ak is resistant to guessing attak against w1, . . . ,wk .
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Results for password protools: ative adversaryThe �disjoint� aseTheorem (omposition without sharing)Let A1, . . . ,Ak be suh that Ai is resistant to guessing attak against wi .A1 ∣ ⋅ ⋅ ⋅ ∣ Ak is resistant to guessing attak against w1, . . . ,wk .Resistane against guessing attaks does not ompose in general as soon asa password is reused!Let �w .A1, . . . , �w .Ak be suh that Ai is resistant to guessingattak against w.
�w .(A1 ∣ ⋅ ⋅ ⋅ ∣ Ak) is resistant to guessing attak against w.does not hold in generalS. Kremer (INRIA) Transforming Password Protools 18/10/11 14 / 20



A �hosen protool� attakContrary to passive ase, resistane does not ompose in general.EKE variant 1A Bnew k senw (pk(k))
−−−−−−−−−−−→ new rsenw (aenpk(k)(r))
←−−−−−−−−−−−senr (w)
−−−−−−−−−−−→

EKE variant 2A Bnew k senw (pk(k))
−−−−−−−−−−−→ new rsenw (aenpk(k)(r))
←−−−−−−−−−−−x

−−−−→sder (x)
←−−−−−After the exeution in whih x = senr (w):

� = �w , k , r .( {senw (pk(k))/x1}, {senw (aenpk(k)(r))/x2},
{senr (w)/x3}, {w/x4})S. Kremer (INRIA) Transforming Password Protools 18/10/11 15 / 20



Composition results for password protoolsThe �joint state� aseUse unique protool identi�ers pidi to tag protools. h is a free symbol in E(modelling a hash funtion).Theorem (inter-protool omposition)Let pid1, . . . , pidk be distint names, and �w .A1, . . . , �w .Ak be suh that
�w .Ai is resistant to guessing attak against w
�w .(A1{h(pid1 ,w)/w} ∣ ⋅ ⋅ ⋅ ∣ Ak{h(pidk ,w)/w}) is resistant to guessing attakagainst w.
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Composing di�erent sessions of a same protoolUse a dynamially reated tag by preliminary none exhange(same idea as in [Barak, Lindell, Rabin, 2004℄ and [Arapinis, Delaune, Kremer, 2008℄)De�nition (transformation adding dynamially reated tags)An ℓ-party password protool spei�ation Π is a proess suh that:
Π = �w .(�m̃1.P1 ∣ . . . ∣ �m̃ℓ.Pℓ)where eah Pi is a losed plain proesses. The proesses �m̃i .Pi are alledthe roles of Π.We de�ne Π = �w .(�m̃1, n1.P1 ∣ . . . ∣ �m̃ℓ, nℓ.Pℓ) as follows:Pi = in(x1i ). . . . in(x i−1i ).out(ni ).in(x i+1i ).in(xℓi ).Pi{h(tagi ,w)/w}where tagi = ⟨x1i , ⟨. . . ⟨xℓ−1i , xℓi ⟩⟩⟩ and x ii = ni .S. Kremer (INRIA) Transforming Password Protools 18/10/11 17 / 20



Composition resultTheorem (Inter-session omposition)Let Π = �w .(�m̃1,P1 ∣ . . . ∣ �m̃ℓ.Pℓ) be a password protool spei�ationresistant to guessing attaks against w.Let Π′ be suh that Π = �w .Π′, and Π′1, . . .Π′p be p instanes of Π′.Then we have that �w .(Π′1 ∣ . . . ∣ Π′p) is resistant to guessing attaksagainst w.Allows to verify one session and onlude seurity for an unboundednumber of sessions of the transformed protool.
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Composition resultTheorem (Inter-session omposition)Let Π = �w .(�m̃1,P1 ∣ . . . ∣ �m̃ℓ.Pℓ) be a password protool spei�ationresistant to guessing attaks against w.Let Π′ be suh that Π = �w .Π′, and Π′1, . . .Π′p be p instanes of Π′.Then we have that �w .(Π′1 ∣ . . . ∣ Π′p) is resistant to guessing attaksagainst w.Allows to verify one session and onlude seurity for an unboundednumber of sessions of the transformed protool.Putting the piees together: inter-protool + inter-session ompositionuse tags h(⟨n1, . . . , nℓ⟩, h(pid ,w)) (diret onsequene of thetheorems)more natural tag h(⟨pid , ⟨n1, . . . , nℓ⟩⟩,w) by small adaptation of theproofsS. Kremer (INRIA) Transforming Password Protools 18/10/11 18 / 20



A very rough proof skethAssume that tagged protool admits guessing attak. Hene thereexists an attak trae.
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A very rough proof skethAssume that tagged protool admits guessing attak. Hene thereexists an attak trae.Let t1, . . . , tk be the tags omputed on the attak trae. Regrouproles into bukets whih agree on the same tag ti .Show that tag ti an be replaed by simple tag h(sidi ,wi ) (sidi distintonstants) to obtain a similar exeutable trae, whih admits aguessing attak on some wi . Note that sidi is a �magially� shared tag.From disjoint omposition result onlude that there exists a guessingattak on one instane of the protool.We showed that this way of tagging preserves resistane againstguessing attaks. Hene, there exists a guessing attak on theuntagged protool.S. Kremer (INRIA) Transforming Password Protools 18/10/11 19 / 20



Conlusion and future workComposition of password protools: inter protool and inter sessionompositionAllows to safely limit veri�ation to one session of a protoolResistane against o�ine guessing attaks is not a protool goal in itsown
→ want to guarantee other properties, e.g. authentiation, underomposition
→ trae properties omposition should diretly follow from our proof(some tedious work to formalize the properties to be done)Composition of more general equivalene properties? (muh moredi�ult)S. Kremer (INRIA) Transforming Password Protools 18/10/11 20 / 20


