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Cryptographi
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al
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ompositionif P1 ≈ S1 and P2 ≈ S2 then P1 ∣ P2 ≈ S1 ∣ S2There are two main reasons for this1 pro
esses are shown se
ure in the presen
e of an arbitrary environment2 pro
esses do not share any se
rets (this is due to the s
ope operator)One would like to show thatif �s.P1 is se
ure and �s.P2 is se
ure then �s.(P1 ∣ P2) is se
urewhi
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 that users never re-use the same passwordIn this talk we investigate the question:if �p.P1 and �p.P2 are resistant against guessing atta
ks on pis �p.(P1 ∣ P2) also resistant against guessing atta
ks on p?An o�ine guessing or di
tionnary atta
ks 
onsists of two phases1 the atta
ker intera
ts with (one or several sessions of) a proto
ol2 the atta
ker tries o�ine ea
h of the possible passwords (out of adi
tionnary) on the data 
olle
ted during the �rst phaseThis talk is based on results from [DKR, CSF'08℄ and [CDK,FSTTCS'11℄S. Kremer (INRIA) Transforming Password Proto
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Terms and equational theoriesWe 
onsider a simple pro
ess language inspired by the applied pi 
al
ulusto des
ribe proto
olsMessages are modeled using termsAbstra
t algebra given by a signature, i.e. a set of fun
tion symbolswith aritiesEquivalen
e relation (=E ) on terms indu
ed by an equational theoryExample (equational theory)Consider the signature Σen
 = {sde
, sen
, ade
, aen
, pk, ⟨ ⟩, proj1, proj2}sde
(sen
(x , y), y) = x proji (⟨x1, x2⟩) = xi (i ∈ {1, 2})sen
(sde
(x , y), y) = x ade
(aen
(x , pk(y)), y) = xS. Kremer (INRIA) Transforming Password Proto
ols 18/10/11 8 / 20



Frames and stati
 equivalen
eTerms are regrouped into frames: a set of se
rets + a substitution
�ñ.{M1/x1 , . . . ,Mn /xn}De�nition (Stati
 equivalen
e)

�1 and �2 are stati
ally equivalent, �1 ≈E �2, when:dom(�1) = dom(�2), andfor all terms M,N , (M =E N)�1 i� (M =E N)�2where (M =E N)�, if � =� �ñ.�, M� =E N�, and ñ ∩ (fn(M,N)) = ∅.Example
� = �k .{sen
(s0,k)/x1 , k/x2} ∕≈ �k .{sen
(s1,k)/x1 , k/x2} = �′be
ause of the test (sde
(x1, x2), s0). However,

�k .{sen
(s0,k)/x1} ≈ �k .{sen
(s1,k)/x1}S. Kremer (INRIA) Transforming Password Proto
ols 18/10/11 9 / 20



An example proto
olConsider the SPEKE proto
olA → B : exp(w , ra)B → A : exp(w , rb)A → B : sen
(
a, exp(exp(w , rb), ra))B → A : sen
(⟨
a, 
b⟩, exp(exp(w , ra), rb))A → B : sen
(
b, exp(exp(w , rb), ra))where exp models modular exponenatiation; shared key isexp(exp(w , ra), rb) =E exp(exp(w , rb), ra).
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(
b, exp(exp(w , rb), ra))where exp models modular exponenatiation; shared key isexp(exp(w , ra), rb) =E exp(exp(w , rb), ra).Formalized in a simple pro
ess 
al
ulus: one session of the proto
ol is
�w .(A ∣ B) whereA = �ra, 
a.out(exp(w , ra)).in(x1). B = �rb, 
b.in(y1).out(exp(w , rb)).out(sen
(
a, ka)).in(x2). in(y2).out(sen
(⟨sde
(y2, kb), 
b⟩, kb)).out(sen
(proj2(sde
(x2, ka)), ka)) in(y3). if sde
(y3, kb) = 
b then P else 0.where ka = exp(x1, ra), kb = exp(y1, rb)S. Kremer (INRIA) Transforming Password Proto
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(y3, kb) = 
b then P else 0.

�ra: generate fresh nameout(exp(w , ra)): outputs term on the network; adds {exp(w ,ra)/z1} tothe framein(x1): binds variable x1 to a term that 
an be 
onstru
ted by theatta
ker from the 
urrent frame
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Password proto
ols and o�ine guessing atta
ksDe�nition from [Baudet05℄ (inspired from [Corin et al.03℄)De�nition (Guessing atta
ks)A frame �w .� is resistant to guessing atta
ks against w i�
�w .(� ∣ {w/x}) ≈ �w .(� ∣ �w ′.{w ′

/x})A pro
ess A is resistant to guessing atta
k against w if, for every pro
ess Bsu
h that A→∗ B , we have that �(B) is resistant to guessing atta
ksagainst w .
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Composing resistan
e against passive guessing atta
ksPropositionThe three following statements are equivalent:1 �w .� ∣ {w/x} ≈ �w .� ∣ �w ′.{w ′

/x} [Baudet05℄2 � ≈ �w .� [Corin et al.03℄3 � ≈ �{w ′

/w}
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ksPropositionThe three following statements are equivalent:1 �w .� ∣ {w/x} ≈ �w .� ∣ �w ′.{w ′

/x} [Baudet05℄2 � ≈ �w .� [Corin et al.03℄3 � ≈ �{w ′

/w}It follows from the last point that passive guessing atta
ks do 
ompose!CorollaryIf �w .�1 and �w .�2 are resistant to guessing atta
ks against wthen �w .(�1 ∣ �2) is also resistant to guessing atta
ks against w.A 
onsequen
e for password-only proto
ols:if one session of the proto
ol is safe against a passive adversary then anunbounded number of sessions are safe against a passive adversaryS. Kremer (INRIA) Transforming Password Proto
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Results for password proto
ols: a
tive adversaryThe �disjoint� 
aseTheorem (
omposition without sharing)Let A1, . . . ,Ak be su
h that Ai is resistant to guessing atta
k against wi .A1 ∣ ⋅ ⋅ ⋅ ∣ Ak is resistant to guessing atta
k against w1, . . . ,wk .
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omposition without sharing)Let A1, . . . ,Ak be su
h that Ai is resistant to guessing atta
k against wi .A1 ∣ ⋅ ⋅ ⋅ ∣ Ak is resistant to guessing atta
k against w1, . . . ,wk .Resistan
e against guessing atta
ks does not 
ompose in general as soon asa password is reused!Let �w .A1, . . . , �w .Ak be su
h that Ai is resistant to guessingatta
k against w.
�w .(A1 ∣ ⋅ ⋅ ⋅ ∣ Ak) is resistant to guessing atta
k against w.does not hold in generalS. Kremer (INRIA) Transforming Password Proto
ols 18/10/11 14 / 20



A �
hosen proto
ol� atta
kContrary to passive 
ase, resistan
e does not 
ompose in general.EKE variant 1A Bnew k sen
w (pk(k))
−−−−−−−−−−−→ new rsen
w (aen
pk(k)(r))
←−−−−−−−−−−−sen
r (w)
−−−−−−−−−−−→

EKE variant 2A Bnew k sen
w (pk(k))
−−−−−−−−−−−→ new rsen
w (aen
pk(k)(r))
←−−−−−−−−−−−x

−−−−→sde
r (x)
←−−−−−After the exe
ution in whi
h x = sen
r (w):

� = �w , k , r .( {sen
w (pk(k))/x1}, {sen
w (aen
pk(k)(r))/x2},
{sen
r (w)/x3}, {w/x4})S. Kremer (INRIA) Transforming Password Proto
ols 18/10/11 15 / 20



Composition results for password proto
olsThe �joint state� 
aseUse unique proto
ol identi�ers pidi to tag proto
ols. h is a free symbol in E(modelling a hash fun
tion).Theorem (inter-proto
ol 
omposition)Let pid1, . . . , pidk be distin
t names, and �w .A1, . . . , �w .Ak be su
h that
�w .Ai is resistant to guessing atta
k against w
�w .(A1{h(pid1 ,w)/w} ∣ ⋅ ⋅ ⋅ ∣ Ak{h(pidk ,w)/w}) is resistant to guessing atta
kagainst w.
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Composing di�erent sessions of a same proto
olUse a dynami
ally 
reated tag by preliminary non
e ex
hange(same idea as in [Barak, Lindell, Rabin, 2004℄ and [Arapinis, Delaune, Kremer, 2008℄)De�nition (transformation adding dynami
ally 
reated tags)An ℓ-party password proto
ol spe
i�
ation Π is a pro
ess su
h that:
Π = �w .(�m̃1.P1 ∣ . . . ∣ �m̃ℓ.Pℓ)where ea
h Pi is a 
losed plain pro
esses. The pro
esses �m̃i .Pi are 
alledthe roles of Π.We de�ne Π = �w .(�m̃1, n1.P1 ∣ . . . ∣ �m̃ℓ, nℓ.Pℓ) as follows:Pi = in(x1i ). . . . in(x i−1i ).out(ni ).in(x i+1i ).in(xℓi ).Pi{h(tagi ,w)/w}where tagi = ⟨x1i , ⟨. . . ⟨xℓ−1i , xℓi ⟩⟩⟩ and x ii = ni .S. Kremer (INRIA) Transforming Password Proto
ols 18/10/11 17 / 20



Composition resultTheorem (Inter-session 
omposition)Let Π = �w .(�m̃1,P1 ∣ . . . ∣ �m̃ℓ.Pℓ) be a password proto
ol spe
i�
ationresistant to guessing atta
ks against w.Let Π′ be su
h that Π = �w .Π′, and Π′1, . . .Π′p be p instan
es of Π′.Then we have that �w .(Π′1 ∣ . . . ∣ Π′p) is resistant to guessing atta
ksagainst w.Allows to verify one session and 
on
lude se
urity for an unboundednumber of sessions of the transformed proto
ol.
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h that Π = �w .Π′, and Π′1, . . .Π′p be p instan
es of Π′.Then we have that �w .(Π′1 ∣ . . . ∣ Π′p) is resistant to guessing atta
ksagainst w.Allows to verify one session and 
on
lude se
urity for an unboundednumber of sessions of the transformed proto
ol.Putting the pie
es together: inter-proto
ol + inter-session 
ompositionuse tags h(⟨n1, . . . , nℓ⟩, h(pid ,w)) (dire
t 
onsequen
e of thetheorems)more natural tag h(⟨pid , ⟨n1, . . . , nℓ⟩⟩,w) by small adaptation of theproofsS. Kremer (INRIA) Transforming Password Proto
ols 18/10/11 18 / 20



A very rough proof sket
hAssume that tagged proto
ol admits guessing atta
k. Hen
e thereexists an atta
k tra
e.
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an be repla
ed by simple tag h(sidi ,wi ) (sidi distin
t
onstants) to obtain a similar exe
utable tra
e, whi
h admits aguessing atta
k on some wi . Note that sidi is a �magi
ally� shared tag.From disjoint 
omposition result 
on
lude that there exists a guessingatta
k on one instan
e of the proto
ol.We showed that this way of tagging preserves resistan
e againstguessing atta
ks. Hen
e, there exists a guessing atta
k on theuntagged proto
ol.S. Kremer (INRIA) Transforming Password Proto
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Con
lusion and future workComposition of password proto
ols: inter proto
ol and inter session
ompositionAllows to safely limit veri�
ation to one session of a proto
olResistan
e against o�ine guessing atta
ks is not a proto
ol goal in itsown
→ want to guarantee other properties, e.g. authenti
ation, under
omposition
→ tra
e properties 
omposition should dire
tly follow from our proof(some tedious work to formalize the properties to be done)Composition of more general equivalen
e properties? (mu
h moredi�
ult)S. Kremer (INRIA) Transforming Password Proto
ols 18/10/11 20 / 20


