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Abstract. This position papcr argucs that professional responsibility
and ethical reflection are relevant to everyone educated and working in
the computational sciences: not only in areas with direct applications
in the cenler of socielal developments (such as cybersecurity and artifi-
cial intelligence), but also in more theorelical parls of the field. While
work has been done to translate (parts of) ethical issues into formalized
rcquircments, implementation guidclines, and performance mcasurcs for
moral values (such as trust, privacy, fairness), the engagement with ethics
and moral responsibility of the field is yet to be adopted more systemati-
cally. We aim to clarity the need for the incorporation of cthical refiection
across the computational sciences and Lo address the role ol educalion
in getting there.

Kcywords: cthics - professional responsibility - cybersccurity - artificial
intelligence - theoretical computer science - software engineering.

4 Concluding Remarks

In this position paper we have argued that prolessional responsibility and ethical
rcflection arc rclevant to cveryone educated and working in the computational
sciences: not only in arcas with direct applications in the center of socictal de-
velopments (cybersecurity and artificial intelligence, for example), but even —
albeit at a more abstract, meta-level — in more theoretical parts of the field.

This engagement with ethics and moral responsibility ol the [lield should go
beyond oflering computational models and measures [or (parts ol’) ethical issues:
it should be systematically incorporated in the professional culture of the ficld.
Onc step is the installation of an cthics review for the computational sciences, as
recommended by the KNAW. Good steps in that direction are currently being
made. We argue that, for true culture change and for those review boards to be
meaninglul, we also need to commit to incorporating the prolessional responsi-
hilities of the field into our education.

To be clear: this paper does not mcan to frame implications of the computa-
tional scicnces as the sole responsibility of the computational scientist: compu-
tational systems are deeply socio-technical, and many stakeholders are involved
in their embedding in societal practices and institutions (as expressed in the
problem of many hands |75]). But we want to signal that with the particular
knowledge of the discipline comes particular responsibility  while the discipline
does not inherently provide us with the tools, vocabularies, and methods to
handle it. Juggling the moral implications of the work — in applied as well as
theoretical areas of the field — with the abstract nature of our work requires
training and regular practice [24].
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The authors and Hugo would like to thank Sjouke Mauw for the many stimulating
conversations over the years each of us worked with him, whether on our work or

on scemingly random olher aclivities (such as juggling, lindy hop, or unicycles). Like
three juggling balls following disjoint trajectories, but thrown up and caught by the
same hand, you mayv appreciate that we have been bien étonnés de se trouver ensemble
recently around ethics education and ethics review committees for the computational
sciences, and in writing this piece.
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Valedictory lecture

In 2008 | held my inaugural lecture "A window of
vulnerability: The virtual world eyeing the physical world" at
the University of Luxembourg. Back then | explored an
emerging shift: the virtual world was no longer a separate
rea|m? bt?t increasingly turning its gaze toward the physical Prof. Sjouke Mauw
one. What at the time appeared as a "window of Professor in Security and
vulnerability”, over the past two decades, evolved far Trust of Software Systems
beyond its original frame. Udiversity of LibsamEoua

Today, the boundary between the virtual and the physical

has not merely blurred, but largely dissolved. Digital

systems sense, influence, and act upon the physical world g
at a scale and speed that were difficult to anticipate at the - -
time. This transformation brings many opportunities, but

also a new landscape of risks. Questions of security and

privacy now extend across both worlds simultaneously,

challenging the safeguards on which our society has relied.

In this valedictory lecture, | will revisit the ideas that shaped
my inaugural address, reflect on how reality has unfolded
over the last two decades, and explore what lies ahead.



Abstractions are neither good nor bad...
...nor are they neutral! (Kranzberg 1985)
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HOW BIG DATA INCREASES INEQUALITY

AND THREATENS DEMOCRACY

CATHY D'NE91°

Slave to the algorithm, 1:46-3:20 and 4:38-5:39



https://www.vpro.nl/programmas/tegenlicht/kijk/afleveringen/2017-2018/verslaafd-aan-het-algoritme.html

Formal methods and ethics?

 Modeling ethical (non-
computational) dilemmas and
values (trust, privacy, fairness)
with formal methods

* What ethical issues are raised
' In computational sciences Iin
general?

 Need for reflection on, and
education around, specific
moral responsibilities for
researchers in the
computational sciences
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* Ethics beyond human subject research: Current role of the computational sciences demands
more reflection on the link between analytic work and moral guidance or evaluation (research,
role in power structures and awareness of interests, moral agency for the researcher)

* |ndividual and institutional calls and efforts at the establishment of fields:
» Establishment of the field of information engineering: ACM (1940s), IEEE (1960s)

* Cybersecurity: Menlo Report (2012, DHS), inspired by Belmont Report (biomedical and
human subject research, 1970s)

* Al: Norbert Wiener (1940s), Joseph Weizenbaum (1970s), IEEE E/AIS (2016)

 Computational technology has become so deeply part of our lives and society (and politics
=), that also underlying “purely theoretical” parts of research imply moral responsibilities for

the researchers.
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VERHANDELING OVER DEN INVLOED DER MACHINES OP HET
ZAMENSTEL DER MAATSCHAPPELITKE EN BURGERLIJKE

BETREKKINGEN

door

Prof. Dr. J. R. THORBECKE

(posthuum)

Het zij mij vergund, om voor een der meest dagelijksche ¢
werpen van algemeene opmerking en belangstelling Uwe aar
gedurende eenige oogenblikken te vragen. Schijn ik U bij die
meer aan mijne bijzondere betrekking, dan aan het doel

Genootschaps te hebben toegegeven, zoo verzoek ik U, elk mi £
eigene maat te meten, en mijne spreekbeurt te beschouwen al ;
verpoozing van de meer fijne en uitgezochte bespiegelinge; f-_
smaak en fraaye letteren, waarover andere redenaars U doot § inzigt van den beginne af toe te lichten, en waakzaam gestadig op §
zqde te bh]ven Dlt geeft ons de bevoegdhexd om te handelen

onderhouden. Het onderwerp, dat ik bedoel, is een der zes
wigtige stukken van Staatshuishoudkunde, eene wetenschap,
meer, dan eenige andere, te midden van het werkelijk maats
pelijk leven toeft. Hetgeen ik U meen voor te stellen, is ee
merkwaardigste verschijnselen van den nieuweren tijd, welk
berekenbare kracht het vermogen van den mensch, om de s
der natuur tot goederen te vormen, duizendvoudig verhoo
uitaezet heeft. Overal

wanneer

dOOor een regeimatlg geporulk zZijuer vENOyens, Lo veidllalici,
De vraaq is niet, M.M.H.H., of wij de merkwaardige omwente-
ling, welke de nijvere wereld door de toepassing der machines
ondergaan heeft, goed- dan afkeuren, of wij ze zullen aannemen,
dan verwerpen. De omwenteling is gebeurd; hare gevolgen werken
voort, en zijn op lang na nog niet tot rijpheid gekomen. Zoo groote
gebeurtenissen behoeven een verloop van eeuwen, om al hare uit-

- TN .:- L - ‘A' -3 r “;D“ o, ff & —O D‘_‘ 24 ‘“. -~ ”

der menscheh]ke zaken te ontvouwen. Dan_is het het hoogste
, Ons met den stroom van zulk eene eeurtems m bllnde~ 3

forsla

-

Yet MoO0A1g en tha 15 it VeIleent ons dg magr om o
regelen, waar wij anders minder dan werktuig zouden zijn; en
hieruit spruit eindelijk het beleid voort, om de krachten, welke de
huishouding der volken bewegen of beroeren, naar die streek te
wenden, dat zij, in stede van ons mede te slepen, met de gezamen-
liike vorderingen van een welgeordend, naar innerlijke overeen-

stemming strevend, maatschappelijk bestaan gelijken koers houden.

waar de ]{unsten def nijvefheid blM
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The Moral Character of Cryptographic Work*
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Abstract. Cryptography recarranges power: it configures who can do
what, Irom whal. This makes eryplography an inherently political tool,
and it confers on the field an intrinsicallv meral dimension. The Snowden
rovelations motivale a reasscsspaent of the political and maoral positioning
of cryptograpay. Thev lcad once to ask if our inability] to ctfectively
acdress mass surveillance constitutes a failure of our ficld. T believe that
it docs. I call for a community-wide effort to develop more efective means
Lo resist mass surveillance, | plead for a reinvenlion of our disciplinary
culture to attend not only Lo puzzles and math, but, also. to the societal
implications of our work

Keywords: corvptography - ethics + mass surveillance - privacy
snowden - social responsibility

Preamble. Mosh acadeinic cryplozraphers seem Lo Lhink that our GBeld 1s a han,
deep, and politically neutral game—a sel ol puzzles involving communicating
partics and nolional adversaries. This vision of who we are anitnates a field
whose work is inlelleclually impressive and rapidly produced, bul also quite
inbred and divorced [rom real world concerns. Is this whal cryplography should
be like? Is it how we should expend Lthe bulk of our intellectual capital?

For me, these questions came (o a head with the Snowden discloswres ol 2013.
Il cryvplography’s most basic aimn is Lo enable secure comununications, how could
it ot be a colossal failure of our field when ordinary people lack even a modicum
of communication privacy when interacting electronically? Yet I soon realized
that most eryplographers dido’t see 16 vhis way., Most seemed Lo feel thal vhe
disclosures didu't even nnplicate us crvplographers.

I think that they do. So 1 want to talk about the moral oblizations of cryvp-
Lographers, and my communily as a4 whole. 'This is not & Lopie cryplographers
routinely discuss. Tn this post-Suowden era, T think it needs 1o be.

* This 1s an cssay written to accompany an invited talk (the 2015 IACR Distinguwished
Lecture) given at Asiacrypt 2015 on December 2. 2015, in Auckland. New Zealand.
The essay and talk arc addressed to the ervptographic communitv—iny community
and Lhe words “we” and “our” shonld be so inlerpreted. | apologize in advance il |

oflend anyone wilth apy of my comments: nothing of the sorl is my iatend.



The computer science professional
(incl. research) has particular
knowledge and awareness, and
thereby particular agency, and
thereby responsibilities towards the
role of the computational In
people’s lives and In the
organisation of society.

Researchers have a professional
responsibility to contribute to
understanding these impacts, and
to engage with deliberations about
them.

Lawrence Lessig, Code is Law
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@ @ www.knaw.nl/publicaties/ethische-en-juridische-aspecten-van-informaticaonderzoek B X v Y, 0 ﬁ b 7 a—
&« PuBplicaties

Voor dit advies heeft het bestuur van de KNAW de Commissie Ethische, Juridische en
Veiligheldsaspecten van big data en Informaticaonderzoek ingesteld. Deze commissie
bestond uit de volgende personen:

e Prof.dr. Jan Willem Klop (veorzitter), Vrije Universiteit Amsterdam en Centrum
Wiskunde & Informatica

m * Prof.dr. Jan Bergstra, Universiteit van Amsterdam

‘ e Prof.dr. Frank van Harmelen, Vrije Universiteit Amsterdam

¢ Prof.dr. Jeroen van den Hoven, Technische Universiteit Delft

2016 96 pag i nals : Prol. dr, Bart Jacobs, Radboud Universiteit Nijmegen

Prof. mr. Corien Prins, Universiteit van Tilburg
¢ Drs. Melle de Vries, KNAW
[r. Arie Korbijn (senior beleidsmedewerker KNAW) was secretaris van de commissie.

AKADEMIE VAN WETENSCHAPPEN

ETHISCHE EN JURIDISCHE
ASPECTEN VAN

Ethische en juridische aspecten van
= informaticaonderzoek

Natuur- en Technische Wetenschappen

De KNAW adviseert om beoordelingscommissies in te stellen voor ethische en juridische dilemma’s in
informaticaonderzoek. De KNAW pleit ervoor dat dergelijke beoordelingscommissies in gezamenlijkheid eenduidige
kaders ontwikkelen.

ADVIES

De KNAW adviseert om voor informaticaonderzoek ethische beoordelingscommissies in te stellen, met gebruik van
ervaring uit de medische disciplines. Als deze commissies samenwerken, van elkaar leren en elkaars kennis delen,

) ontstaat een gezamenlijk, transparant en herkenbaar beoordelingskader.
Download het adviesrapport

Ondanks een ethische beoordelingscommissie zijn volgens het advies individuele wetenschappers altijd zelf
[7 Ethische en juridische aspecten van verantwoordelijk voor de omgang met mogelijk ethische en jUFIdISChe dilemma’s in hun onderzoek. Het adviesrapport

informaticaonderzoek doet een aantal aanbevelingen om odrzékés_daa}r zuhme} e_wst‘vafcer_nake; zo0als het _stellen van een
gedragscode, de aanstelling van een ethisch adviseur en ethiek en integriteit tot een verplicht onderdeel te maken van

de opleiding tot onderzoeker.
7] English summary daal ‘

De KNAW verwacht dat het opstellen van ethische beoordelingskaders ook voor andere disciplines een inspiratiebron is.
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Ethics
Working Group

The aim of the IPN Ethics Working Group is to provide a platform to share
information and knowledge about the various Ethics Committees that already
exist or are being formed within the various Informatics departments in the
Netherlands. A special initiative is the IPN working group on Ethics in
Computer Science,

In recent decades, the global research community has become increasingly aware
of the responsibility that researchers bear in conducting research on humans. This
ethical awareness encompasses a variety of disciplines, including Computer
Science. Computer ethics is a branch of practical philosophy that deals with how
computing professionals should make decisions regarding professional and social
conduct. It encompasses the procedures, values, and practices that govern the use
of computing technalogy without violating moral values and beliefs. Computer
ethics primarily focuses on the ethical use of computing resources, including
methods to avoid infringing copyrights, trademarks, and unauthorized distribution
of digital content. It also addresses issues related to internet privacy, publication
of copyrighted content, and user interaction with websites, software, and related
services.
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TRAI RAPPORT

Verantwoorde Al in Al-
opleidingen in Nederland:
Uitdagingen en kansen

Over de auteurs
In 2022 s de werkgroep “Teaching Responsible AL” (TRAL] geinticerd dcor de vo'gende personen:

Franden Dechesne (Universiteit Leiden)

Maalke Harbers (Hogeschool Rotterdam)

Marieke Pecters (Hogeschool Utrecht / Mocncake Al)

Birna van Rlemsdiik, voorzitter (Universiteit Twente)

Pascal Wiggers (Hogeschool van Amsterdam)

TRAI is ontstaan binnen de werkgroep Participative and Constructive Ethics (PACE) van de Human
Centric Al-bouwstesn® van de AIC4NL* (destijds nog bekend als NLAIC). Het thema met betrekking
tot onderwijs valt onder het werkgebied Talent, Kennis en Vaardigheden”, en met het
toepassingsgebied Orderwijs. Eerder kwam uit de PACE werkgroep onder meer het rapport "Cthiek
en Al - zeven methoden in theorie en praktijk™ (PACE, 2022) uit

TRAI beoogt het volgende:

« Het delen van kennis en inzichten over het integreren van Verantwoorde Al (VAT)-methoden,
-technieken, en -kennis in technische Al-opleidingen in Necerand.

« Het opbouwen van een community die onderwijsinstellingen ondersteunt bij het onderwijzen
van VAL, coor tocgzang te bicden tot kennis en micdelen en zo ce instap te vergemakkelijken.

« Het agenderen van VAl binnen onderwlic en bedriifsleven, coor prektijkervaringen en

behceften uit het werkveld terug te koppelen naar het onderwiis, en actuele
wetenschzppelijke inzichten te delen met oruanisaties.

1 hzpe://clcaninl/cormmunity/werkgebleden)
2 nttps:/{alcaninl
F hll e f fnicdnlnljonze-onders| euning veranbwoord -omgaan-miel -ai/

4 https //nlaic comjtospass ngsgebied/ond=rwijs/

Stuchting AlCoalitie4NL - De Malietorarn Bezuidanhoutseweg 12 2594 AV LCen Haag - aicdnl.nl 3
https://aic4nl.nl/wp-content/uploads/2025/12/TRAI-document.pdf
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Ethics as a deliberative, " /;\rs;]s;)c.izg Professor of Cyber Security at LIACS, Leiden University
COI IECtive, interperSOnal y This week has started by a super-interesting event on Ethics in Cybersecurity

and Al that we co-aorganized with Cristina Del Real, Francien Dechesne

interdiSCiplinary aCtiVity: B and Shuang Sun. Two days packed with moral dilemmas, difficult choices for

_ study programs and university courses, and cross-disciplinary insights on what
C ethical thinking brings to our research. Thank you to all the speakers and
reatlng platforms for eXChange to Leiden University for making this happen! And hopefully more events like this
will come.

Alexander Serebrenik Luca Consali Jeroen van der Ham-de Vos Ella

Akin Julian van der Kraats Jasmijn Boeken Dennis Reidsma Doina Bucur Philip
Nickel Sifra M. Marco Romagna Els De Busser Lena Riecke Tess E. Marleen
Weulen Kranenbarg Thijs van Ede Kate Labunets
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Let’s Celebrate Women in Computing Together!

Alice & Eve 2024

16:15

17:00

Panel: Ethics in Computing: How can we design algorithms that are more fair, transparent and explainable?
Speakers: Francien Dechesne (Leiden University), Christine Utz (Radboud University), Hugo Jonker (Open University)
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Abstract. This position papcr argucs that professional responsibility
and ethical reflection are relevant to everyone educated and working in
the computational sciences: not only in areas with direct applications
in the cenler of socielal developments (such as cybersecurity and artifi-
cial intelligence), but also in more theorelical parls of the field. While
work has been done to translate (parts of) ethical issues into formalized
rcquircments, implementation guidclines, and performance mcasurcs for
moral values (such as trust, privacy, fairness), the engagement with ethics
and moral responsibility of the field is yet to be adopted more systemati-
cally. We aim to clarity the need for the incorporation of cthical refiection
across the computational sciences and Lo address the role ol educalion
in getting there.
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4 Concluding Remarks

In this position paper we have argued that prolessional responsibility and ethical
rcflection arc rclevant to cveryone educated and working in the computational
sciences: not only in arcas with direct applications in the center of socictal de-
velopments (cybersecurity and artificial intelligence, for example), but even —
albeit at a more abstract, meta-level — in more theoretical parts of the field.

This engagement with ethics and moral responsibility ol the [lield should go
beyond oflering computational models and measures [or (parts ol’) ethical issues:
it should be systematically incorporated in the professional culture of the ficld.
Onc step is the installation of an cthics review for the computational sciences, as
recommended by the KNAW. Good steps in that direction are currently being
made. We argue that, for true culture change and for those review boards to be
meaninglul, we also need to commit to incorporating the prolessional responsi-
hilities of the field into our education.

To be clear: this paper does not mcan to frame implications of the computa-
tional scicnces as the sole responsibility of the computational scientist: compu-
tational systems are deeply socio-technical, and many stakeholders are involved
in their embedding in societal practices and institutions (as expressed in the
problem of many hands |75]). But we want to signal that with the particular
knowledge of the discipline comes particular responsibility  while the discipline

does nt mhelnly prflde us v wth thetools oa,bulé,ues mehds to

handle it. Juggling the moral implications of the work — in applied as well as
theoretical areas of the field — with the abstract nature of our work requires
training and regular practice [24].
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