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Digital Rights Management

DRM & Fairness
-DRM
-requirements

-fair exchange

Fairness in DRM

Nuovo DRM

Formalising Nuovo

Model checking

Conclusions

» |dea: trade digital “content”
= problem: unlimited, perfect copying

= generalisation: access control needed

m DRM: bundle access control with content
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|||||||| Requirements of DRM systems

G1l. effectiveness
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INi.Ji_ fair exchange

DRM & Fairness Alice: A — BOb: B
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-requirements
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i) fair exchange

DRM & Fairness A“Ce A — BOb B

-DRM
-requirements

Fairness in DRM

Nuovo DRM = Two fair endings:

Formalising Nuovo - Alice: B, Bob: A
Model checking - A|IC€ A, BOb B
Conclusions

= recovery protocol

TTP needed

= optimistic fair exchange: TTP hardly needed
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P2P exchange

DRM & Fairness

Fairness in DRM
-P2P exchange

-NPGCTO5 issues

Nuovo DRM

Formalising Nuovo

Model checking

Conclusions

Buying content ¢ with rights »':

1. d2 — dlI
2. dl <« d2
3. dlI — d2
4. d2
5. d2 — dli

Request content

Mutual authentication

{eh i A K Y pr(agy, Rai(c), v’ o A, A
A = {h(dl, d?, C, 0, Tl)}sk(dl)
Verifies o, A" and R4; (c) using A
Y, [payment]

Y = {h(dj , P, {C}K’a g, T/)}sk(dQ)

— from [NPGCTO05]
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|||||||| NPGCTO5 issues

= replay of rights

DRM & Fairness

Fairness in DRM

-P2P exchange ;
= no fairness

Nuovo DRM

Formalising Nuovo

Model checking

Conclusions
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Wil concept

m address NPGCTO05's flaws

DRM & Fairness

Fairness in DRM

= verified security

Nuovo DRM
-concept

-assumptions

-fair exchange [ | praCtlca| SeCU”ty

-recovery

Formalising Nuovo

Model checking

Conclusions
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assumptions and limits

DRM & Fairness

Fairness in DRM

Nuovo DRM
-concept

-assumptions

-fair exchange
-recovery

Formalising Nuovo

Model checking

Conclusions

Al. trusted devices

m A2. resilient communication

A3. PKI hierarchy

= A4. price negotiations
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i) fair exchange

DRM & Fairness

o 1. owner(d2) — d2: di, h(c), r’

N 2. d2 — dl : d2, nge

e 3. dl — d2: {nl};, naz, d2}skcan)

s 4. d2 — d1: {nae, 0y, h(c), r', d1}u(az)
Formalising Nuovo 5. dl — d2 : {C}K/, {K/}pk(d2)7 {T/, nd?}sk(dl)
Model checking

Conclusions where:

m d1,d2: devices

= h(c): hash of content ¢
= 1. honce of X

= ’: rights
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NI |1 recovery

DRM & Fairness

o 1. owner(d2)— d2: di, h(c), 1’

Nuovo DRM 2. d2 — dI : d2, ngs

:Zgzziwp;tions 3. dl — d2 : {n/d17 nqgz, dg}sk(d])

4. d2 — di = {nag, ny;, h(c), 1', d1}scas)
Formalising Nuovo . d2 : resolves ( d?)

Model checking

Conclusions o". dQ — P d,?, n/dQ
7. P—d2: {nhp, nl,, d2}up
8. d2 — P : {Tlldg, n’p, <nd27 n/dp h(c)a r, d1>7 r', P}Sk(dg)
9". P—d2: {c}kr, {K,,}pk(d2)7 {r", n/dQ}SK(P)
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Ii.ln  approach

formalise processes in uCRL
abstract actions highlight processing steps

DRM & Fairness

Fairness in DRM

Nuovo DRM

= Intruder model that respects RCC

Formalising Nuovo

-approach
-abstract actions

fair exchange = formalise goals in regular u-calculus

-recovery
-intruder model

Model checking

finite model checking: limited instance
Conclusions 2 Scenano’s
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abstract actions

DRM & Fairness

Fairness in DRM

Nuovo DRM

Formalising Nuovo
-approach

-abstract actions

-fair exchange
-recovery

-intruder model

Model checking

Conclusions

m request() start of exchange for receiving device
» update() successful termination of exchange

= [asty, NO more TTP available
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i1 fair exchange

d]_(Q, ndi ) —

Y recv(d2;d2, h(c),r) - send(d2; dl,na;) -
r€ Rgts
ceCont

Z recv(d2;{n, naqs, d1 }spcaz)) -send(d2;{naqs, n, h(c), v, d2}(dr)) -

n& Nonce

request(d1, h(c),r, d2) -
Z recv(d?;{c}K, {K}pk(d1)7 {7“7 ndl}sk(dg)) '
KeKey

update(d1,h(c),r,d2) - d1(Q2U {{(c,r)}, nxt(ng))

+ RESOLVE(Q, nas, (nas, n, h(c), r, d2))
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Wil recovery

RESOLVE(Q, ngs, (n4s, n, h(c), r, d2)) = resolves(d1) -

Z send(P; d1,n4;) -

r& Rgts
ce Cont

Z recv(P;{n’, nar, dl}a(p)) -

/
n" € Nonce

send(P;{n4, n', (naz, n, h(c), r, d2), P}sk(dl)) ‘
request(d1,h(c),r, P) -
Z recv(P;{c}r, {K}prar), {7, nai}sep)) -

KeKey

update(d1,c,r, P) - d1(Q U {{c,r)}, nxt(na))
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Intruder model

DRM & Fairness

Fairness in DRM

Nuovo DRM

Formalising Nuovo
-approach

-abstract actions
-fair exchange
-recovery

-intruder model

Model checking

Conclusions

I(X,Y) =

Z recv(p,m,I)- I(X U{m}, Y U{m}) +

pEAgent
me Msg

> send(I,m,p) - I(X,Y \{m})<m €Y >4+

pEAgent
me Msg

> send®(I,m,p) - I(X,Y)<am € synth(X) \ Y > 6 +

pE Agent
me Msg

Z revealed(c) - 0 < ¢ € synth(X) > 9

ceCont

— From [CTO6]
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i.ln  scenarios

= Sy. one provider P, di, d2, trusted network, no intruder.

DRM & Fairness

Fairness in DRM

= S: three providers, d1, d2, untrusted network, intruder
controls d1.

Nuovo DRM

Formalising Nuovo

Model checking

-Scenarios

-goals
-fairness

-results BOth

Conclusions

m content: ¢y, co, c3

m rights: rq, 7o, 1 allows resale of ry
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Wil goars

m G1. effectiveness

DRM & Fairness

Fairness in DRM [T* ) T@Q’UﬁSt(dl ,C, T, P)] MX(<T>T AN [—lupdate(dl &y T P)]X)

Nuovo DRM

Formalising Nuovo

Model checking
-Scenarios

-goals

-fairness
-results

Conclusions
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goals

DRM & Fairness

Fairness in DRM

Nuovo DRM

Formalising Nuovo

Model checking

-Scenarios
-goals

-fairness
-results

Conclusions

m G1. effectiveness

[T™ - request(d1,c,r, P)] uX.((T)T A [-update(dl,c,r, P)]X)

m G2. secrecy

[T™ - revealed(c)|F
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Wil goars

m G1. effectiveness

DRM & Fairness

Fairness in DRM [T* ) ’I“GQ’LL&St(CU ,C, T, P)] MX(<T>T AN [—lupdate(dl &y T P)]X)

Nuovo DRM

Formalising Nuovo

Model checking
-Scenarios

= G2. secrecy

-fairness

-results [T™ - revealed(c)|F

Conclusions

m G3. resist content masquerading

[((=request(dl,c,r, P))" - update(d1,c,r, P)|F
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i.ly  faimess

for provider
S — = for d2 when buying from provider
Nuovo DRM = for d2 when reselling

DRM & Fairness

Formalising Nuovo

= for d2 when buying from d1
Model checking

-Scenarios
-goals

-fairness

-results

Conclusions
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i.ly  faimess

for provider
S — = for d2 when buying from provider
Nuovo DRM = for d2 when reselling

DRM & Fairness

Formalising Nuovo

= for d2 when buying from d1
Model checking

-Scenarios
-goals

“results [T* - request(d2,c,r, d1) - (=(resolves(d2) V update(d2,c,r, d1)))*]

Conclusions <(—ncom°(—, —, _))* . (resolves(dg) V updat@(d?, C, T, dl >>>T
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i.ly  faimess

for provider
S — = for d2 when buying from provider
Nuovo DRM = for d2 when reselling

DRM & Fairness

Formalising Nuovo

= for d2 when buying from d1
Model checking
-Scenarios

-goals
“results [T* - request(d2,c,r, d1) - (=(resolves(d2) V update(d2,c,r, d1)))*]
Conclusions <(—ncom°(—, —, _))* . (resolves(dg) V updat@(d?, C, T, dl >>>T

A

[(—lastiy,)™ - request(d2, c,r, d1) - (—lastuy)™ - resolves(d2)-
(—(update(d2,c,r, P) V lastyy))™]
((mcom®(—,—,—))" - update(d2,c,r, P))T
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results

DRM & Fairness

Fairness in DRM

Nuovo DRM

Formalising Nuovo

Model checking

-Scenarios
-goals

-fairness
-results

Conclusions

m G1. effectiveness:
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results

DRM & Fairness

Fairness in DRM
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Formalising Nuovo

Model checking

-Scenarios
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-fairness
-results

Conclusions

m G1. effectiveness:

m G2. secrecy:
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results

DRM & Fairness

Fairness in DRM
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-results

Conclusions

m G1. effectiveness:
m G2. secrecy:

= G3. resist content masquerading:
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results
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-results
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results
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G1. effectiveness:
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results
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G1. effectiveness:
G2. secrecy:.
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G4. strong fairness:

- for provider:
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results
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G1. effectiveness:
G2. secrecy:.
G3. resist content masquerading:

G4. strong fairness:

- for provider:

- for d2 when buying from provider:
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results

DRM & Fairness

Fairness in DRM

Nuovo DRM

Formalising Nuovo

Model checking

-Scenarios
-goals

-fairness
-results

Conclusions

G1. effectiveness:
G2. secrecy:.
G3. resist content masquerading:

G4. strong fairness:

- for provider:

- for d2 when buying from provider:
- for d2 when reselling:
- for d2 when buying from d1:
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final remarks

DRM & Fairness

Fairness in DRM

Nuovo DRM

Formalising Nuovo

Model checking

Conclusions
-final remarks

Nuovo beyond this talk:

attention to practical security
proof-of-concept implementation

Closing remarks:

fair exchange in DRM seems possible

formal modelling & verification helps

only finite instances checked

DRM also needs practical security (done for Nuovo)
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last slide

DRM & Fairness

Fairness in DRM

Nuovo DRM

Formalising Nuovo

Model checking

Conclusions
-final remarks

Thank you for your attention.

Questions?
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